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Title
Blockchain in Education

Abstract

This report introduces the fundamental principles of the Blockcha in focusing on its potential for the education
sector. It explains how this technology may both disrupt inst itutional norms and empower learners. It proposes
eight scenarios for the application of the Blockchain in an education context, based on the current state of

technology development and deployment.
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Foreword

This Blockchain in Education  study has been designed and supported by the European
Commission's Joint Research Centre's (JRC) unit B4 +Human Capital and Employment Ot
is an exploratory study located within the Open Education ! research area in the JRC,
contributing to research carried out in the domain of the recognition dimension ofth e
Open Edu Framework 2. This previous research was a study on recognition of MOOC-

based learning, of which the outcome was the OpenCred % report.

Further research was deemed necessary to understand what can facili tate both the
process of issuing and recognising credentials in an incre asingly digitised world. The
Blockchain in Education report aims to fill in this gap. It highlights the growing need f or
learner empowerment when it comes to handling one's own learning and learning
portfolio , tapping into the benefits that openness and decentralisation o f processes can
bring.

This report has been primarily written for policy makers, educat ion institutions,
educational researchers, teachers and learners, and anyone from a non-t echnical
audience who is interested in understanding blockchain and its potentia | in education.

JRC overall research on  Learning and Skills for the Digital Era started in 2005. The aim
was to provide evidence-based policy support to the European Co mmission on harnessing
the potential of digital technologies to encourage innovat ion in education and training
practices; improve access to lifelong learning; and impart the new ( digital) skills and
competences needed for employment, personal development and soci al inclusion. More
than 20 major studies have been undertaken on these issues re sulting in more than 1 20
different publications.

Recent work on capacity building for the digital transformati on of education and learning,
and for the changing requirements for skills and competences h as focussed on the
development of digital competence frameworks for citizens ( DigComp ), educators
(DigCompEdu ), educational organisations ( DigCompOrg ) and consumers
(DigCompConsumers ). A framework for opening-up Higher Education Institutions
(OpenEdu ) was also published in 2016, along with a competence framework for

entrepreneurship ( EntreComp ). Some of these frameworks are accompanied by (self- )
assessment instruments. Additional research has been undertaken on Learning Analytics,
MOOCs (MOOCKnowledge , MOOCs4inclusion ), Computational thinking ( Computhink ) and
policies for the integration and innovative use of digital te chnologies in education
(DigEduPol ).

More information on all our studies can be found on the JRC Scie nce hub:

https://ec.europa.eu/jrc/en/research-topic/learning-and-skills

Yves Punie
Deputy Head of Unit
DG JRC Unit Human Capital and Employment
European Commission

! https://ec.europa.euljrc/en/open-education

2 bit.ly/openeduframework

% bit.ly/opencredreport
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Executive Summary

Blockchain is an emerging technology, with almost daily announcement S on its
applicability to everyday life. It is perceived to provide sign ificant opportunities to disrupt
traditional products and services due to the distributed, decen tralised nature of
blockchains, and features such as the permanence of the blockchain re cord, and the
ability to run smart contracts. These features make blockchain te chnology-based
products or services significantly different from previous inter net-based commercial
developments and of particular interest to the education sector + although education,
with some minor exceptions, is not currently perceived to be hig h on the agenda of most
countries with national blockchain initiatives. In addition, curre ntly stakeholders within
education are largely unaware of the social advantages and potential of blockchain
technology. This report was produced to address this gap.

Con text

Blockchain technology is forecast to disrupt any field of activity that is founded on time-
stamped record-keeping of titles of ownership. Within education , activities likely to be

disrupted by blockchain technology include the award of qualificatio ns, licensing and
accreditation, management of student records, intellectual property management and
payments.

Key Advantages of Blockchain Technology

From a social perspective, blockchain technology offers significant po ssibilities beyond

those currently available. In particular, moving records to the blockchain can allow for:

2 Self-sovereignty , i.e. for users to identify themselves while at the same time
maintaining control over the storage and management of their personal data;

2 Trust , i.e. for a technical infrastructure that gives people enough confi dence in its
operations to carry through with transactions such as payments or t he issue of
certificates;

2 Transparency & Provenance , i.e. for users to conduct transactions in knowledge

that each party has the capacity to enter into that transaction;

2 Immutability , i.e. for records to be written and stored permanently, with out the
possibility of modification;

2 Disintermediation , i.e. the removal of the need for a central controlling aut hority
to manage transactions or keep records;

2 Collaboration , i.e. the ability of parties to transact directly with each other wi thout
the need for mediating third parties.

Key conclusions

This report concludes that blockchain applications for education ar e still in their infancy
though quickly picking up steam. It describes case studies of i mplementations at the
Open University UK, the University of Nicosia, MIT and within various edu cational
institutions in Malta: each of these implementations is in a pilo ting phase. However, eve n
from these early pilots it is pertinent to conclude that blo ckchain could probably disrupt
the market in student information systems and loosen the contr ol current players have
over this market

While many of the applications of blockchain technology cannot yet be imagined, we find
that within the educational sphere, the following areas are most | ikely to be impacted by

the adoption of blockchain technology in the near future:

(a) Blockchain technology will accelerate the end of a paper-based system f or
certificates. Any kinds of certificates issued by educational organisations, in particular



qualifications and records of achievement, can be permanently and reliabl y secured using
blockchain technology. More advanced blockchain implementations could also be used to

automate the award, recognition and transfer of credits, or evento s tore and verify a
complete record of formal and non-formal achievements throughout lifel ong learning.

(b) Blockchain technology allows for users to be able to automatically verify the valid ity
of certificates directly against the blockchain, without the need to contact the

organisation that originally issued them. Thus, it will likely remove the need for
educational organisations to validate credentials.

This ability to issue and then reliably validate certificates auto matically can also be
applied to other educational scenarios. Thus, one can imagine cer tificates of accreditation
being issued to institutions by quality assurance bodies, or licences to teach being issued
to educators, with all of these being publicly available and veri fiable by any user against
a blockchain.

It can also be applied to intellectual property management, for t he tracking of first
publication and citations, without the need of a central auth ority to manage these
databases. This enables, e.g. the possibility of automatically tracking the use and re-use

of open educational resources.

(c) We find that the ability of blockchain technologies to create data management

structures where users have increased ownership and control over their own data could
significantly reduce educational organisation VY GDWD PDQDJH P, AWM &SRheiw V
exposure to liability resulting from data management issues.

(d) Finally, we find that blockchain-based cryptocurrencies are likely to be use dto
facilitate payments within some institutions. The ability to create custom crypto currencies
is also likely to mean that blockchain will find significant use in grant or vouche r-based
funder of education in many countries.

We further conclude that the benefits mentioned above are only achiev ed through open
implementations of the technology, which (a) utilise open source s oftware, (b) use open
standards for data and which (c) implement self-sovereign data management sol utions.
This said, many of the solutions being proposed by blockchain solu tion providers, of
which there are already hundreds, fail on at least one of these three criteria, since it is
easier to build a business case around keeping control of t he software, data or standards.
We recommend that further development of the technology in the ed ucational field
should be considered as a shared competence of the market and of p ublic authorities, to
ensure an appropriate balance of private sector innovation coupled with safeguard of the

public interest.

For all this to come to be, regulation and standardisation will determin e the extent and
speed of progress either forward or backward.

Main recommendations

Considering that blockchain technology clearly benefits from a netwo rk effect when

applied transnationally, but also that it affects many areas that are the exclusive

competence of Member States, we believe that any policy work li nked to the blockchain

needs to be of shared competence between the EU and Member St ates, in line with the

principles of subsidiarity and proportionality laid out in the treat ies.

To ensure development of open blockchain implementations we recomme nd that the EU

in collaboration with Member States consider creating and promoti ng D ODEHO IRU pRSHQT
educational records, which enshrines the principles of recipient own ership, vendor

independence and decentralised verification + and only supports or adopts technologies

in compliance with such a label.



We further recommend that policymakers consider investigating an d supporting the

application of blockchain technology to specific educational use cases, such as those
described above, in particular by organising and supporting inn ovation pipelines to lead
to their implementation.

Taking advantage of any technology offerings innovations linked to edu cational records
cannot progress without commonly agreed digital meta-data standards for such records.
We therefore recommend that Europe urgently supports standardi sation activities in this
area.

From a research perspective, we recommend that an expert consultati ve committee be
formed to keep policymakers abreast of developments and their implicati ons on policy
while at the same time financing specific implementations and/or projects of int erest.
The main beneficiaries of the adoption of blockchain- based technol ogies in education are
likely to be networks of educational organisations and learners. To this end, we suggest
outreach to the networks to help them understand the ben efits of blockchain technology,
and the incorporation of the principles behind the technolo gy into digital competence

education for learners.

Related and future JRC work

The OpenCred * report of the JRC has previously explored recognition of non -formal,
MOOC-based learning. This Blockchain in Education  report also taps into recognition of
learning but from a perspective of certification and credentialisatio n of both formal and
non-formal learning, and argues that globally, governments, ent erprises, and start-ups
are exploring the blockchain technology/market fit in a wide variet y of use cases and for
a wide variety of requirements and regulatory demands. However, the re is still much that
is unknown about the development of trustworthy blockchain-based syste ms. Further
research is required to improve our knowledge about how to cr eate blockchain-based
systems that work, and how to create evidence that blockchain-based sy stems will work
as required.

4 bit.ly/opencredreport
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1 Introduction

This study investigates the feasibility, challenges, benefits and risks of blockchain
technology ° in education, with a focus on the application of the blockchain to formal and
non-formal credentials ~ °. It is an exploratory study which is aimed at policy makers and a
non-specialist audience

The application of blockchain to education is extremely new + with little peer-reviewed
published literature in the area. This study represents an explorato ry review of
blockchain for education, focusing on the state- of-the-art of the field in Europe. Its
primary target audience are policy-makers, educators , Strategists and researchers with
an interest in securing:

a) A foundation knowledge of a new digital infrastructure which is wid ely touted in
specialist and technical media for its potential to disrupt established sectors;

b) A pragmatic understanding of those areas most likely to be imp acted by the uptake of
the technology by EU Member States and education institutions current ly experimenting
with the technology.

The study therefore necessarily bridges desk research with an asses sment of early
movers in the field, bearing in mind that what is architected in the early days of
technology adoption will determine the foundations and vulnerabilitie s of the future.

(® In WKLV UHSRUW ZH XVH 3% ORFNFKDLQ WHRKRQ WERJIJFRDKFHG W HRIHWKHQEIORFNFKDLQ DQ
EORFNFKDLQ" ZKHQ WDONLQJ DERXW VSHFISILEFXHVRIADMRY RO WIURQ/ MR D VSHFLILF

blockchain.
© Recognition of non-formal learning and new accreditation models are key objectives of the 2012 Council
recommendation on validation of non-formal and informal learning which asks Member states to have

national arrangements for validation.

11



2 Purpose, Scope and Objectives

Blockchain technology is a growing area of interest for many industri es and universities
in Europe and beyond. As a relatively recent innovation in compu ter science , blockchain
is a global, cross-industry and disruptive technology which is forecas t to fuel the growth
of the global economy for the next several decades 7
This exploratory study addresses the value decentralized ledgers, i n particular those
based on blockchain, may bring to stakeholders within the education al sector, with a
particular focus on its potential for digital accreditation of p ersonal and academic
learning.
Figure 1 : Educational stakeholders likely to utilise blockchain technolog y
This study focuses on the feasibility, challenges, benefits and risks of the Blockchain as
applied to formal and non-formal education credentials. Europe needs to overcome
challenges on many fronts where educational credentials are concern ed, related to:
a) the need for continuous professional development and re-skilling of it s workforce;
b) the facilitation of the recognition of non-formal learning based on individual's
portfolios  +this being particularly pertinent for open learners and migrants; and
c) the standardisation and scaling up of the process of credential ing issuing and
recognition, as well as their access by interested parties.
In this sense, the Blockchain also represents an opportunity for third parties, such as
employers, to independently and privately verify that shared rec ords are authentic and

unadulterated.  This study explores a number of areas that reflect the rapidly-changing
socio-political and technical landscape in relation to the subject.

(") The World Economic Forum (2015) estimates that by 2025 DW OHDVW Rl WKH ZRUOGTYV *'3 86"
trillion) will be managed via Blockchain technologies, and half of that will be in the form of a crypto-
currency.

12



Furthermore, this study also examines the implications of blockchain technology for

management of intellectual property (in particular open educational resources), for
management of educational grants, and for enhancing the control of | earners over their
own data.

The primary objectives of the study are to:

1. provide an introduction to blockchain technology and its core so cial value
proposition;

2. identify and engage with the key issues which are influencing po licy-makers and
other key stakeholders in considering the use of blockchain techn ology as a value-

added proposition within an education landscape;

3. explain how education institutions and learners can use the technol ogy as a
transparent, trusted system for securing, sharing and verifying academic
achievements in Europe;

4. determine if the technology is fit-for-purpose for the recordi ng of academic
achievements within the short-term, and the likely take-up by Euro pean
universities and higher education institutions should it be dep loyed as an open
standard;

5. discuss how blockchain technology may help bridge the legitimat e need for
academic institutions to safeguard their brands and reputations whe n issuing
academic credentials and the aspirations of individuals to maximise th eir learning
portfolio;

6. identify a set of clear opportunities and challenges for the take-up of blockchain
technology in higher education institutions. The study also engag es with issues
relating to interoperability of technology ; and how the centralized nature of
accreditation and the decentralised nature of the Blockchain could be re conciled

7. make a set of recommendations that may support EU efforts to open up education
in Member States by maximising the potential for blockchain technol ogies. The
study will recommend how the EU can play a strategic role in intr oducing
blockchain technology, so it can improve access to educational formal, i nformal
and non-formal opportunities ; improve transparency of qualifications; and
contribute towards improvements in the education and European e mployment
sector.

This study is primarily aimed at policy-makers in the EU and EU Member State S,

educators and researchers. It may also be of interest to a more ge neral readership

with an interest in an emerging technology, and its deployment wit hin a wider socio-

economic context.
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3 Methodology

This study is based on qualitative research methods, using desk research, literature
review, interviews and case studies to generate evidence. With an emer ging technology
such as blockchain, with almost daily industry announcements and posts on specialist
media, the use of qualitative methods currently represents a pragmatic app roach in
engaging with the subject at a time when research on the subject is at an embryonic
stage, and where case studies involving the blockchain and education are exploratory

and / or pilot initiatives.

To this end our research approach involves:

Literature review of any published literature on:
Applications of blockchain technology to education
Non-financial applications of blockchain technology more generally

Digital methods for storing, securing, sharing and verifying academic credentials

Desk Research utilising primary sources covering:

Technical specifications of major blockchain implementations, in particular Bitcoin and
Ethereum

Technical specifications of products released by vendors offering pro ducts built on top of
blockchain technology, as well as of their governing structure, oper ations and intellectual

property arrangements.

Interviews with a sample of researchers, experts, industry representatives , educators
accreditors, testers and learners of relevant stakeholders in th e blockchain and
educational fields.
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3.1 Limitations of the Study

This study is subject to several limitations which are indicative of an e arly stage,
exploratory research area.

1.

Blockchain technologies are under active development globally, and th ere may be
recent advances that impact our findings. To mitigate this, we have en deavoured
to follow advances in blockchain technologies by monitoring internat ional
technology conferences, published academic papers, and grey literatu re (such as
white papers, and blogs).

We have used only a small number of use cases. This is factored into the overall
exploratory, qualitative approach employed in this study. We do not make claims
that rely on statistical evidence about the populations of use cases.

The selected use cases may not adequately cover nor be represent ative of optimal
approaches to the blockchain in education. We have made extensive use of our
professional networks to secure interviews with leaders in the industry and with
researchers and experts. The use case studies were identified an d developed as a

direct result of this iterative process

The candidates for our use case s may not be optimal in their contribution to the

development of blockchain technologies in education. It is possible that alternative
case studies exist that better address the dynamic context and requir ements for
relevant use case studies. We have mitigated this risk by seeking b road input
from the literature and from our interviews with industry insi ders and policy-
makers. We believe we have secured enough relevant and first-hand information
for the use cases to conduct an evaluation of the risks and opportu nities
blockchain-based systems afford to a set of domains likely to influe nce the
decisions and behaviours of the primary stakeholders in the educatio n sector and
the target readership for this study.

The design analysis we have performed may not be valid, relevant or rigorous
enough , since they are yet to be widely-identified, used and studied for
blockchain-based systems. However, we believe that the high-level qualitative
approaches we employ have been previously used in a variety of other technology
domains, so we believe it is reasonable to use them to support the indicative
qualitative findings in our study. We believe that the conclusio ns and
recommendations of our study are grounded in an appropriate analysis at this
stage in the evolution of blockchain technologies and the very i mited take-up by
education stakeholders; and that these in turn reveal risks and op portunities that
may be commonly encountered in this early stage of blockchain technol ogy
development.

Our technical descriptions of blockchain technology are intentio nally simplified to
allow for comprehension by a non-technical audience. Thus, this pape r contains
no discussion of the cryptographic techniques which underpin block chain
technology, or of the mechanisms of consensus-validation and mining e mployed

by different blockchains.

15



4 Blockchain + An introduction

Blockchain  is rapidly becoming part of the technology vernacular, and yet it remains
very much misunderstood. The following high-level definition 8 provides a quick
introduction to the subject:

Simply put, a blockchain is a distributed ledger that provides a way for information to
be recorded and shared by a community.

In this community, each member maintains his or her own copy of the information and
all members must validate any updates collectively.

The information could represent transactions, contracts, assets, identities, or practically
anything else that can be described in digital form.

Entries are permanent, transparent, and searchable, which makes it possib le for
community members to view transaction histories in their entirety.

(DFK XSGDWH LV D QHZ *EORFN" D@GHIGDWR WKH HQG RI

A protocol manages how new edits or entries are initiated, validat ed, recorded, and
distributed. With blockchain, cryptology replaces third-party inter mediaries as the keeper
of trust, with all blockchain participants running complex algorith ms to certify the

integrity of the whole.

There have been experiments with blo FNFKDLQV VLQFH WKH HDWwasonlyfhv EXW L
2008, with the release of a white paper by an individual or gro up of individuals operating

under the pseudonym of Satoshi Nakamoto ° that blockchains gained wide adoption. The

first well-known blockchain was the Bitcoin blockchain, which is also the name of the first

widely-used, decentralised cryptocurrency 0 30LWFRLQ" DOVR UHIHUV WR WKH QHWZ
underlying the cryptocurrency. In terms of the popular vernacular , the Bitcoin blockchain

is automatically associated with MLWKH %ORFNFKDLQY ZKHQ LQ SUDFWLFH WK
blockchains of significant importance , such as the Ethereum blockchain (See Annex 3 for

an overview of the major blockchains.

4.1 Ledgers
Ledgers are tools by which one can determine the owner of an asset at any
point in time. They perform this function by serving as a central authoritative li st of

transfers of the asset in question.

In a system or society that has agreed to use a ledger to determi ne ownership of a
particular asset, all that is required to transfer ownership bet ween two parties, is to
make an entry in the ledger indicating that this has happened.

From a technical perspective, a ledger is simply a list of sequential, time-stamped
transactions structured as follows:

®  Adapted from Piscini et al. (2016).

© 7KH RULJLQDO ZKLWH SDSHUto3Redr®éER UR QL BRIDYK 6\WVWHP" ZDV SXEOLVKHG RQ 2FW
2008. It described the Bitcoin network protocol and its dist ributed architecture and followed by a reference
implementation a year later. These documents became the foundation f or the Bitcoin cryptocurrency.
(1) This study provides a short overview of the technology, ens uring reference to rather than duplication of
the JRC 2015 Study "On Virtual and Cryptocurrencies: a genera | overview from the technological aspects
to financial implications". Also see https://blockgeeks.com/quides/what- is-cryptocurrency _ for a quick
guide to the origins and underlying principles of crypto currencies.
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Figure 2: Typical Ledger entry

This simple concept of keeping an authoritative list of transfers o f an asset, enables the
systematic transfer and accumulation of capital, and as such has been referr ed to as the
essential technology that makes capitalism possible (Windjum, 1978; Yamey, 1949).
The person or organisation that physically owns or controls a publ ic ledger (including the
server where the ledger resides, in the case of an online public ledger) is in a position of
significant power and influence. Specifically, the owner of the ledger may:
2 decide whether to record a transaction, which in turn provides this person with the
ability to:
o impose conditions for individuals to have their transactions record ed; and
o0 decide on the system of controls to be applied to check the a ccuracy of those
transactions;
2 modify or delete transactions already in the ledger;
2 destroy the ledger entirely, or allow it to be destroyed.
Since under such a system, writing, modifying or deleting a transacti on in the ledger also
changes the ownership of the object, the person or organisation controlling such ledgers
also wields significant influence by effectively controlling who owns wh at - simply by
being the custodian of the list of transactions.
The responsibility of keeping accurate ledgers has traditionally b een assigned to a variety
of institutions: governments control ownership of land by controlling ledgers of property;
EDQNV FRQWURO \Wéndta® Ry$®ns fiywholding the ledgers for currency; while

stock exchanges control large shares of the business world by hol ding ledgers for
business -ownership. Since capitalist societies are built around the concepts of sale and
ownership (the transfer and accumulation of capital), there are gr eat responsibilities

associated with the custodianship of ledgers.
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Specifically, these central authorities are trusted to:

provide witness +that is, to certify identity and ensure that the persons bei ng recorde d
in the ledger are who they say they are, and that the assets being transferre d exist;

be honest and transparent in all transactions + that is, not to divest users of their
assets by creating fake transactions or illegitimately modifying tran sactions after they
have been created;

be secure tthat is, ensure that unauthorized third parties cannot read or write to the
ledger (hacking);

not abuse their monopoly by imposing unfair/exceptional costs on their services;

allow persons to transact +that is, give access to everyone with a legitimate interest to
conduct transactions by listing them on the ledger.

The corollary is that these institutions may individually or c ollectively cause significant
harm or even social chaos by abusing the trust placed in them to accu rately keep and
maintain these ledgers. The inference is that these institut ions have the power to use or
abuse their control over the ledgers and exert significant co ntrol over individuals and

societies within their immediate remit.

4.1.1 Blockchains as Public Ledgers

The most widely-known application of a blockchain is as a public ledger of transactions
for cryptocurrencies, such as Bitcoin and Ether. As in the case of othe r public ledgers, the
blockchain ledger provides the record of the provenance and t ransfer of ownership of an
asset. The transactional structure of blockchain protocols facilitate no t only the transfer
of cryptocurrency, but of other digital assets. An asset can be tang ible, such as a house,
a car, cash, land, or intangible like intellectual property, such as pate nts, copyrights, or
branding. Virtually anything of value can be tracked and traded on a blockchain network,
reducing risk and cutting costs for all involved (Gupta, 2017). Since they are designed to
record and preserve transactions, all blockchains have traditiona lly had a digital currency
of some kind associated with them as the most basic asset transacted a cross the

QHWZRUN 7KLV KDV DOVR LQFHQWLYL]JHG WKHQN® RSURVRRF RO VEK 5\ \ E Q
contributors to the network in its own cryptocurrency.

Blockchains are therefore ledgers recording groups of transact ions, otherwise known as

blocks , which are linked together cryptographically in a linear temporal se guence. Other

key properties associated with a blockchain - security, immutabilit y, programmability -

depend on the architecture of the blockchain and the character o f the consensus protocol

it runs by that blockchain. Some blockchains are structured to facilitat e peer- to-peer

transactions across non- KLHUDUFKLFDO QRGHV WKLV LV NQRZQ DV D 3GLVV
structure. Some blockchains, like the Bitcoin blockchain, also ensure the immutability of

their ledgers through their unique consensus protocol.

To identify who owns a specific asset, a party needs simply to consult the ledger to check
who is its most recent owner.

When describing the blockchain, it is important to understand both a set of social
SULQFLSOHV WKDW XQGHUSLQ LWV FRUH HW Kd¥ ppastichK LIO RMIR SK\ LWV
WKH FKDUDFWHULVWLFV RI LWV XQGHUO\LQJ DURKLWH AW XIUMVWRNHEK & 8
F KD U D F W H UTh¥ Wilowingfichapters address these important considerations.

4.2 The Social Value Proposition of Blockchains

In engaging with a subject area like blockchain, the tendency is to first focus on issues
relating to digital disruption, the digital economy, kno wledge industries and the
innovation system. This allows us to understand the context for digital disruption.
However, typically it is not only the digital technology that mat ters: the socio-economic
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drivers that create demand for technology (or change in response to it) may be equally,
if not more, important. The digital business models that work best have understood
people first and digital technology second (Christensen, Clayton M 2003).

Adapting the core arguments in Byrne (2017), Gupta (2017), Hanson et. al (2017),
Morabito (2017) and Piscini et al. (2016), it is possible to pro pose a set of principles that
underpin the social value proposition of blockchain technolog y* as a primer to
understanding the specific affordances of blockchain technology to the educati on sector.

4.2.1 Self-Sovereignty and ldentity

The early literature on b ORFNFKDLQ PDNHV IUHTXHQW UMRYUHHIPER QY WIR [DUHD |
WKH LQGLYLGXDOTV DELOLW\ WR RZQ DQGGHRQW.WRORKDV QRHU KHU R Z(
Allen, 2016; Smolenski, 2016b). According to Au (2017) and Lewis (2017) , public

blockchains facilitate self-sovereignty by giving individuals the ability to be the final

arbiter of who can access and use their data and personal informat ion. Within an

education al context, the term is on its way to becoming synonymous with the

empowerment of individual learners to own, manage and share detail s of their

credentials, without the need to call upon the education instit ution as a trusted

intermediary.

This can also be thought of as citizens acquiring sig QLILFDQW XIWHABULW\Y RYHU WKH Z
personal data and identity is shared online, and being able to choose to release all or

parts of it in return for access to services they want + without the need of constant

recourse to a third-party intermediary to validate such data or identity.

,GHQWLW)\ LV« >WKH EDVLV IRU@ WUXVW DQGEHVWRIHH@HQFH LQ LQ
the public and government; it is a critical enabler of service del ivery,

security, privacy, and public safety activities; and it is at the hear t of

the public administration and most government business processes.

How identity information is collected, used, managed, and secured is o f

critical interest to leaders in the public sector" (Government of Canada)

Identity is complicated territory for citizens and those who n eed to verify it: it is the
assessment of verifying personal attributes, personal history, re lationships and/or
transactional histories  *2. Digital identity is verging on a human right. Yet there has yet to
be a fail-safe method to deal with one of the flaws of the internet - identifying people or
machines online *. When citizens are obliged to, or agree to divulge their on line identity,
new problems are created, such as the use of private algorithms to maximise the
FRPPHUFLDO XVH R Isond Hath\off s8crhlimedia.

Technology is fundamentally changing our ability to represent ourse Ives. At the same
time the nature of our connected world is changing our percep tion of identity and trust.

(*") Different blockchain implementations address these principles in different ways and to different extents.
Not all the blockchains and / or the applications over dif ferent types of blockchains will embrace the entire
set of principles underpinning the social value proposition of blockchain technology. There is debate about
which is the most likely blockchain to embody the entire set of principles; however, a strong case can be
made that, as a public blockchain with a highly distribut ed consensus protocol, the Bitcoin blockchain is at
the top of the list.

(2)  According to Hanson et. al (2017), the assessment of identity is used to minimise any perceived gap in
trust. This gap is proportional to the measure of risk, whi ch reflects the perception of the identity and any
potential losses.  The trade-off is often a loss of privacy in exchange for access to high value transactions.
The downside has historically been the loss of privacy where the transaction is asymmetrically of moderate
to minimal value to the individual being vetted compared to the risk presented to the other party. In order
to verify certain attributes of their identity to complete t he transaction they also expose other attributes of
their identity they may not wish to disclose. This disclosure plac es all of their attributes, on that

document, at risk of further unwanted disclosure or illegal use.

(13)  see https://qz.com/989761/microsoft-msft-thinks-blockchain-tech-cou Id-solve-one- of-the -internets-
toughest-problems-digital-identities/

19



The cryptography at the core of blockchain technology promises to ad dress identity
lacunae DQG pZUHVW@@rekhip/ &bl control of personal data back to the individual

user. People, businesses and institutions can store their own iden tity data on their own
devices, and provide it efficiently to those who need to validat e it, without relying on a
central repository of identity data. Blockchain technology does no t just provide a new
way of digitising bits of paper which have an intrinsic value, such as o ur credentials it
provides us with the means to take control of our identity onl ine and manage it
appropriately (see section 5 for further information on the affordan ces of the Blockchain
to credentials and certification).

In fact, some have argued that full digital self-sovereignty may eventually depart from
the sh DULQJ RI DQ\WKLQJ OLNH D SHUPDQHQW B3LGHQWLWVWHRXKWILQVW
verifying claims. In other words, rather than soliciting extraneou s information, querying
parties will instead request only information that is immediately p ertinent to the
transaction at hand: Is the individual over the age of 187 Did they receive a PhD in
Neuroscience from MIT? Are they a citizen of Italy? Once verified satisfactorily, claims

can then be retracted by the subject 14,
4.2.2 Trust

An influential UK Government study 15 suggests that trust is a risk judgement between

two or more people, organisations or nations; and that in cyberspac e, it is based on two
key requirements:

a) authentication + prove to me that you are who you say you are ;

b) authorisation * prove to me that you have the permissions necessary to do what you

ask.

If one of the parties is not satisfied with the response, they may still choose to all ow the
other party to proceed, but they would be incurring risk. Ho wever, there is no viable
relationship unless the parties trust one another. In this se nse, being trustworthy in a
society is analogous to being creditworthy.

This basic concept of trust remains unchanged in the digitised wor Id where we have to
rely upon many actors, whom we will never meet, to act in good faith an d on our behalf:
trust is often granted only for a very specific application, within a specif ic context, and for
a set period of time. In a global, digital economy, the challenge s of maintaining trust -
with the resultant checks and balances + are becoming increasingly expensive, time-
consuming, and inefficient  *°.

Blockchain technology might provide a viable alternative to the current procedural,
organisational, and technological infrastructure required to create institutionalised trust.
The improved trust between stakeholders is associated with the use of decentralised
public ledgers as well as cryptographic algorithms that can guarant ee approved
transactions cannot be altered after being validated . The distributed ledgers contribute to
trust by establishing a fact at a given point in time , Which can then be trusted. They
achieve this by automating the three roles of the trusted third-party . a) validating; b)
safe guarding transactions; and c) then preserving them.

The hope is that in the same way that the Internet reinvented communication and
impacted social behaviour, blockchains may similarly help address the curr ent lacunae in
transactions, contracts, and trust *+ key underpinnings of business, government, and
society.

a8 A VE ¢ v3}vi%lolue Jv 83Z MIM@EUPW Ava&(5C W v oX_ A ]Jo o 3W
https://www.youtube.com/watch?v=DZbyiJgKT8c

(%) Government Office for Science, UK (2016)

(18 Ppiscini et. al (2016)
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4.2.3 Transparency and Provenance

Ease of sharing and visibility are essential features of a blockchain ; the lack of one or the
other of these features in current systems is often a central driver of blockchain
adoption. They become particularly critical in transactions in wh ich more than one
organisation is making blockchain entries.

Blockchains empower participants with information on the origi ns of each asset or record
and how its ownership has changed over time. However, this transparency only functions
if blockchain transactions are linked to an identifier. Without a public identifier, such as a
linked document or serial number, blockchain transactions cannot b e decoded and
tracked. In this way, blockchains 2HYHQ 3SXEOLF~ E O RareNoRafe bypdéfault, but
can also be used to track transactions of specific individuals RYHU WLPH YLD OLQNHG 3R
FKDLQ  GDWD

Blockchain technology provides an indisputable mechanism to verify that the data of a
transaction has existed at a specific time. Moreover, because each block i n the chain
contains information about the previous block, the history, posi tion and ownership of
each block are automatically authenticated, and cannot be altered. A single, shared
ledger provides one place to go to determine the ownership of an asset or the completion

of a transaction.

4.2.4  Immutability

An immutable record is an unchangeable record whose state cannot b e modified after

it is created.

Immutability is interlinked with security, and its classic propertie s of confidentiality,
integrity and availability. Immutability is also about resilience and irreversibility.
Blockchain data cannot be easily changed because it is continually re plicated across
many different locations. With private and public key cryptography as SDUW RI EORFNFKDLQY
underlying protocol, transactional security and confidentiality bec ome virtually
unassailable.

The immutability of blockchains means that it is essentially impossi ble for changes to be

made once established: this in turn increases confidence in the integrity of the data and
reduces the opportunities for fraud. For a transaction on a blockchain to be considered

valid, all participants in the transaction must agree on its valid ity QRGHV RU 3SHHUV’
running the blockchain protocol must come to consensus on the WUDQVD FRaidiR.Q TV
The mechanism by which this happens differs from blockchain to blockchain but is
generally distributed to some extent, meaning that no one acto r can be an arbiter of

truth in the network.

No participant can tamper with a transaction after it has been rec orded to the ledger. If a
transaction is in error, a new transaction must be used to rectify the error, and both
transactions are then visible in the ledger. Blockchain resili ence stems from its structure,

since it is designed as a distributed network of nodes in which each one of these nodes
stores a copy of the entire chain. Hence, when a transaction is veri fied and approved by

the participating nodes, it is virtually impossible for someon e to change or alter the
WUDQVDFWLR @ffevhpts BoVwebange data in one location will be interpreted as
fraudulent and an attack on integrity by other participants, with the result that it will be
rejected.

4.2.5 Disintermediation

By replacing middlemen with mathematics, blockchain also can go so me way towards
maintaining trust (Piscini et al. 2016). Participants on a blockcha in are linked together in

a marketplace where they can conduct transactions and transfer ownershi p of valued
assets with each other in a transparent manner and without the assi stance or
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intervention of third-party mediators or intermediaries. A valu e network operates without
a defined central authority.

With blockchain technology, peer- to-peer consensus algorithms transparently record and

verify transactions without a third-party - potentially reduci ng or even eliminating cost,
delays, and general complexity. For instance, blockchains can reduce overhead costs
when parties trade assets directly with each other, or quickly prove ownership or
authorship of information 2 ataskthat,i s otherwise currently next to impossible without

either a central authority or impartial mediator. Moreover, blockch ains { ability to
guarantee authenticity across institutional boundaries is likel y to help parties focus on
new ways of authenticating records, content, and transactions in ne w ways. Greater
decentralisation of the internet would place more control in the hands of the user 2 0or

PRUH VSHFLILFDOO\ WKH iKsteddJdf xelyihgl dhLdiodde platforms operated by
the likes of Google or Amazon.

4.3 Types of Records stored on Blockchains

Blockchains are typically used to store records of:

1. asset transactions;

2. smart contracts;

3. digital signatures and certificates.

4.3.1 Asset Transactions

Records of transactions of assets typically take two forms:

2 Money, expressed in  units of a currency : each single unit of the same currency
has an identical value as every other single unit at any one time. Cur rencies are
also intra-convertible at an exchange rate. The most common form o f currency built
using blockchain technology is Bitcoin.

2 Documentary evidence of ownership rights, legally known as title deeds. These are
commonly used to represent immovable property such as land, or int angible

property such as intellectual property rights.

4.3.2 Smart Contracts

Smart contracts are effectively small computer programmes stored on a b lockchain,

which will perform a transaction under specified conditions. Thus, a smar t contract is
WASLFDOO\ D GHFODU DtiarsRrQX wXFKZDbaurs ~ 8QOLNH D UHJXODU FRQW!
where after reaching an agreement, parties must execute the contract for it to take

place, a smart contract is self-executing - that is, once the instructions are written to a

blockchain, the transaction will take place automatically when the ap propriate conditions

are detected, with no further actions required by the parti es to the transaction or other

third parties.

7KH SURPLVH UHSUHVHQWHG E\ VPDUW FRQWUDFWRSRYWXDOW ®LWHNDD

records are verifiable, a whole new ecosystem of technical automation wi Il start to evolve
to produce a new social fabric that enables civic efficiencies, person al mobility, and
institutional transformation. Within this context therefore, sma rt contracts represent an

automated view of the future 1

(A7) Also see https://github.com/Azure/azure-blockchain-
projects/blob/master/bletchley/AnatomyofASmartContract.md
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4.3.3 Certificates and Digital Signatures

In its most essential form, certification is the issue of a statement from one party to
another that a certain set of facts are tr ue (see section6 ).

Signatures are proofs that the statement was issued from and to the said parties.

Blockchains can be used to either store FU\SWRJUDSKLF KDVKHV 3GLJLWDO ILQJH
the certificates, or to store the claims themselves 8 Thus, a blockchain can take on the

function of a public certificate registry.

4.4 High-Level Overview of Blockchain Architecture

A EORFNFKDLQ LV D OHGJHU OLQNLQJ VHTXHQWLBHDWHEORFNYV"™ Rl WUDQV

2 Every person who wishes to trade any asset across a private or publ ic network
requires access to the network. This access occurs via a software appli cation that
mediates between user and blockchain. The software application, often cal led a
3ZDOOHW °~ FDQ EH LQVWDOOHG GLUHFWO\ RQ D GHUYR&M RU DFFL
Depending on how it is designed, a blockchain wallet can be used to send and/or
receive digital assets. Some wallets allow for direct transacting with out a mediating
third-party, while other wallets are run by third parties who maintain custodianship
ol XVHUVY GLJLWDO DVVHWYV RQ WKHLU EHKDOI

2 Those users wishing to participate in validating transactions throug h consensus
must generally to install the blockchain software on their device. This is used to
write to the ledger, store an entire copy of the entire | edger and keep all the copies
of the ledger perfectly synchronised. Because public blockchains al low anyone to
install the software and have a copy of the entire ledger, anyone can transact
directly on the Blockchain within the network, and no third parties can impose
conditions for access. In permissioned blockchains, a centralize d authority
determines who has access to run a node and participate in the consensus proce Ss.

2 The transaction-records, or blocks, in a blockchain are link ed together
cryptographically, rendering them tamper-proof. Unlike records in digital databases,
which can be altered, once a transaction is recorded and time-stamped on the
Blockchain, it is impossible to alter it, or delete it.

2 The blockchain records the fact of the transaction, that is, what has been
transferred, the parties involved, as well as structured information (metadata)
related to the transaction and D FU\SWRJUDSKLF KDVK 3GLJLWDO ILQJH
transaction content . This unique signature is used to verify transactions later: if
someone alters the transaction content , its resulting unique code no longer matches
the version that is on the chain, and the blockchain software will highlight the
discrepancy.

2 All parties involved in a transaction, and only those parties , must provide their
consensus before a new transaction record is added to the net work. All other nodes
in the network will only verify that the two parties have the appropriate capacity to
enter into the transaction. Thus, as soon as one party agrees to send the asset,
and the other party agrees to receive the asset, and the node s verify that each
party has the capacity to conduct the transaction, it is completed.

2 All computers in the network continually and mathematically verify that their copy
of the blockchain is identical to all the other copies on th e network. The version

UXQQLQJ RQ WKH PDMRULW\ RI FRPSXWHUV LY PMUXPRG WR EH W]
RQO\ zZzD\ WR pKDFNT WKH UHFRUGV ZRXOG EHJU VWD ONDRIH WARR-D W U

computers on the network. For a blockchain running on thou sands (or even, in the
18 This is a particularly true where the claims can be expressed in terms of tokens, such as the acquisition of
credits
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future, millions) of computers, as public blockchains like Bitcoin and Ethereum do,
this would-be a near-impossible task. Destroying the ledger en tirely would require
deleting every copy of it in the world.
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5 Certification

5.1 What is Certification?

Broadly speaking, certification describes any process by which a certificate is issued as
verification of a claim.
In education, certification is used in many scenarios tfor instance, as evidence of:

x achievement of learning outcomes, irrespective of the form of learning ;

x the competence of a teacher;

X alearning process undertaken by a learner, irrespective of the form of learni ng;

X an educational organisation or course meeting certain quality criter ia;

X an accreditation body being authorized to issue certifications.
As Schmidt (2017a) observes, outdated credential systems limit our ability to create new
pathways to education, in particular for those who lack access and nee d it most. One
challenge for people without formal education is to translate t heir learning into jobs
because they often lack credentials affirming their skills and expe rience. Moreover,
existing credential systems vastly favour formal education over other le arning
experiences, making it harder to develop valuable after-school an d after-work education
programs *this, despite the clear merits of lifelong learning and infor mal and non-formal
education.
6PROHQVNL Dhe &&tlential has emerged as a transnational, interdisciplinary si gnal
of capability and skill in an environment where other characteristics * language,
nationality, religious identity + cannot be presupposed “ (Smolenski, 2017). Credentials
not only determine who can pass on knowledge, but they also help us identify members

of a community who have certain skills (Schmidt, 2017b).

5.2 Ontology of Certification

5.2.1 Components of a Certification

Certification, in its most essential form, is the issue of a statement from one party to
another that a certain set of facts are true . Thus, any certification involves the

following elements:

HGXFDWLRQDO FRQWH[W PLJKW LQFOXGH 3D OH

the recipient, the claim and refers to the evidence as necessary.

1. The clam - WKH VWDWHPHQW WKDW 3WKLV VHW RI IDFWYV

DRJIQAHKUH K [

VXIILFLHQW NQRZOHGJH WR WHDFK” RU 3D VWXGHQW KDV,

2. An issuer - a body that has checked and validated the facts, and is certifying tha t
the claim is true

3. Evidence backing up the claim, usually including the procedure by which the
claim is verified and some additional information about the clai m. Thus, for
example if an institution certifies that a student has received 1 EC TS worth of
learning, the ECTS manual sets out how the components and procedu re of
verification of that claim. In this example, the procedure involves testing the
student on the achievement of a specified set of learning outcomes, which have
been achieved through approximately 25 hours of learning

4. A recipient - the person who is addressed by the claim * the learner acquiring
skill, the teacher who has enough knowledge to teach or the stud ent who has
completed an assignment

5. A certificate - a document that attests the identity of the issuer, the identi ty of

LV WUXH
KD BFTXL
FRPSOH!
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6. A certificate will include a signature  which is a uniqgue symbol, stamp, image or
code which can only be affixed by the issuer, thus confirming their identity.

5.2.2 Processes Involved in Certification

Certification involves three distinct processes:

signature onto a certificate. Often , this data is recorded:
X in a centralized database of claims;

X on a certificate issued the user.

1. Issuing : thisis the process of recording the claim, issuer, evidence, reci pient and

2. Verification : this is the process by which a third-party verifies the authent icity of
the certificate. There are three modalities for doing this:

a) verification using security features built into the certificate itself: this could include
measures like checking the authenticity of a seal, special security paper, si gnature
etc.;

b) verification of the certificate with the original issuer, whereb y the third-party
contacts the original issuer, asking them whether they really di d issue the
certificate. (Here the original issuer might consult their cent ralized database of
claims, or check the security features built into the certificate themselves);

c) verification by comparison with a centralized database of claims. Here the issuer
may have listed all the certificates issued in a third-party database, which would
allow anyone to consult this database to see copies of all certificate s issued and
compare the two.

3. Sharing: this is the process by which the recipient of a certificate shares that
certificate with a third-party. There are three ways to share certificates:

a) directly transferring the certificate (or a copy of the certificate) to the third-party
e.g. by e-mailing it, or by showing it to the third-party in person;

b) storing the certificate with a custodian, who is authorized to share o nly with
certain people at your demand (e.g. in the case of a private will , @ notary is
authorized only to share the contents of the will with the beneficiaries, after a
SHUVRQYV ;GHDWK

c) publishing the certificate, by putting it in a public registr y or store, where
everyone may consult it.

5.3 Enablers for a Trusted System of Certification

While any person can issue a certificate to any other person, attesti ng to anything, the
objective of a system of certification is for certificates to be widely accepted by third
parties. This requires the third parties to have significant trust in the system and its
processes.

Trust within the context of certification is created through t he following methods and
processes:

5.3.1 Method for Identity-Verification

This involves creating trust by verifying who is involved in the t ransaction . Since a
certificate involves the issue of a statement from one party to another , it is
important to be able to verify the identity of both the iss uer and of the certificate holder.
Identity is typically verified using identity-documents, which themsel ves are certificates
DWWHVWLQJ WR D SHUVRQYTV LGHQWLW\

Where verifying identity documents can be complex, often third parties are involved to

verify the identities of either of the parties.
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5.3.2 Standardised Processes for Issue & Certification

Solely knowing the identity of the parties in a transaction would mean that third parties
would need to have complete trust in the former. Since these circu mstances rarely come
about, it is necessary to also have trust in how the certificates are released, specifically
by showing the methodology by which the issuer has arrived at the con clusion stated in
the claim.

It is also necessary to ensure that all certificates within a system are i ssued predictably
and equitably , i.e. that a certificate will be issued to any person once they mee ta
certain set of criteria, and only when they meet that set of cri teria. This requires that the
methodology be documented in a standard 19 which is adhered to by all issuers.

Where a system of certification has multiple issuers , and each issuer applies individual or
proprietary standards to issue certificates, the inevitable result is the creation of multiple
sub-systems. These would, in turn, need to be individually and independently understood
and verified to create trust. Therefore, in a system with multiple i ssuers, the higher the
level of standardisation in place across the network, the higher is likely to be the level of

trust inherent in that system of certification.

5.3.3 Mechanisms for Regulation and Assurance

Once a standardised system of certificates is established, one must still trust t hat each of
the parties in the system acts in good faith and applies those standard s in line with their
requirements. Thus, a system of certification that includes a mechani sm to verify that the
parties are acting in good faith, and to expose (and possibly remov e) parties that do not,

leads to a higher level of trust in the entire system.

5.3.4 Security Features

A third-party wishing to verify the authenticity of a claim in a cer tificate must be able to
ensure that such certificate is not forged. There are two ways to prevent such for geries:

2 through physical anti-forgery mechanisms such as signatures, watermarks, spe cial
designs incorporated into the certificate itself, which ensure that o nly the issuer
could have made that specific certificate;

2 through a database of issued claims, held either by the issuer o rin a centralized
database known as a  registry, whereby a third-party can check that the claim has
indeed been issued.

5.3.5 Accessibility

The final element for trust in a certificate is for the claim to be easil y accessible. This
implies that:

2 the recipient of the certificate should be able to hold a copy of the ce rtificate;

2 third parties who require access to the certificate should be g ranted it easily either

by the holder, the issuer or a registry;

2 the certificate should contain information as to how to verify the claim, and the
standards and processes used to make the claim and issue the certificate;

2 the information in the certificate should be clear, legible and easy to use. Ways to
do this include:

- standardising the content of the certificate itself;

- ensuring that the certificate is machine-readable.

(*) Standards may be open, proprietary or statutory.
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5.4 Uses of Certification in Education

5.4.1 Uses of Certificates issued to Learners

Certificates are used widely throughout education, for a variety of pu rposes. Certificates

are typically issued to learners to recognis e:

2 the completion of a specific learning experience. Examples of this mi ght include a
school-leaving certificate in formal education, a certificate of
attendance/participation in non-formal education, or a certificate at testing a
mobility experience;

2 the totality of learning achieved in a specific area, example for a cert ificate
attesting the award of a degree;

2 discrete units of learning, through the achievement of specific learn ing objectives,
for example through the award of ECTS credits in Higher Education;

2 specific experiences which contribute to learning, such as certificates atte sting the
completion of an apprenticeship, or of another kind of work-experience;

2 the acquisition of specific skills, such as through certificates awarded i n procedures
for the recognition of prior learning;

2 the achievement of certain excellence criteria, for example by winn ing certain
prizes for achievement RU JUD G XWwitWHo@odirg,

2 the specific level of competence achieved in specific areas, through t he issue of
examination certificates or grade-cards.

Typically, certificates issued to learners are used by stakeholders interested in the

evidence Rl DQ LQGLYLGAD@YTV For instance: educational institutions are

interested in this for determining DQ LQGLY ls@txbiit ®\progress to another level of

education; recruiters and potential employers are interested to determine suitability of a

candidate for open employment opportunities.

Literature also points to the uses of certification as a motivatio nal tool in education,

through the gamification of learning by awarding certificates fo r the achievement of

specific intermediate learning goals (Gibson et al, 2015; Abramovich, Schu nn, & Higashi,

2013). This ongoing formative assessment and certification has been shown to improve

concentration, recall and overall learning outcomes.

5.4.2 Use of Certificates for Accreditation

Accreditation is a procedure by which an authoritative body gives fo rmal recognition that

a body or person is competent to carry out specific tasks (ISO/IEC 18 009:1999).

Accreditation is usually attested by means of a certificate. Multiple forms of accreditation

are used in education:

2 educational organisations are accredited, to be licenced to operate. Examples of
such accreditation includes accreditations issued by governments t 0 universities or
schools; and accreditation issued by software companies to training ce ntres to
teach specific software packages;

2 specific educational programmes are accredited, to be allowed to b e taught within
accredited educational organisation S;

2 teachers are often accredited for a specific skill-set to be allowed to claim that they
are teachers, and teach in specific schools;

2 agencies that accredit schools and teachers are themselves accredit ed by high-level
supervisory agencies, which ensure that they issue their accreditation according to
set rules. An example of such an accreditation is that awarded by the European

Quality Assurance Register (EQAR).
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Many of these certificates and accreditations are typically linked into accreditation chains.

Thus, for example a student may be awarded a certificate attesting a degr ee only if it has
been issued for an accredited programme, which was in turn issu ed by an accredited
university, which in turn was accredited by an accredited quality assu rance agency. An
example of such an accreditation structure, typical for European Higher Education is

displayed below:

Figure 3: Outline of a Trust & Recognition Structure for Qualificati ons in Europe

Source: Camilleri, Anthony (2017): Outline of a trust and recognition stru cture for
qualifications in Europe. See https://doi.org/10.6084/m9.figshare.5372758.v1

5.4.3 Uses of Certificates for Tracking Intellectual Property

Registering and tracking intellectual property is a key part of al | academic systems

Intellectual property creates value and in turn its use may apply costs

To this end, a host of central authorities are used to manage int ellectual property of

various kinds. In particular:

2 research journals certify that a piece of research is new, and that th e research has
been conducted in line with rigorous scientific standards * this information is used

to determine  scientific truth ;
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2 Data companies certify the number of times a piece of research or an open
educational resource (OER) has been used. This is used to det ermine the
significance of the research or the OER , and often to compensate the author
accordingly;

2 patent offices certify the first inventor of an invention, and awar d them a monopoly
to market and profit from that invention for a number of years.

5.4.4 Uses of Certificates for Financial Matters

Certificates are also used extensively for financial reasons, including to track:

2 receipts of payment;

2 award of student grants;

2 award of student loans;

2 waivers and/or modifications to student loans.

5.5 Limitations of Certificates

Most records are still issued on paper or other physical formats, although digitisation

efforts by governments and industries are proceeding all over the world (Cheng et al.,

2016) . There LV QR PSHUIHFW IRUPDWY IRU FHUWLILFDWHV KWUWIG PDQ\
certificates whereby paper certificates are backed up by digital databases

However, the significant limitations of each system clearly show a ne ed for a better,
more robust certification technology.

5.5.1 Limitations of Paper Certificates

Paper certificates are still seen in many quarters as being the mo st secure form of

certification, since they are:

2 difficult to forge due to security features built into the certificates t hemselves;

2 (usually) held directly by the recipient, who thus as full control over their
certificate;

2 relatively easy to store securely for prolonged periods of time, e.g . by keeping them
in a safe;

2 they can be presented by the recipient anywhere, to any person for any purpose.

However, paper certificates also have significant disadvantages:

2 while being hard to forge, no certificate is immune from the risk of forge ry. Thus,
the issuer is obliged to retain a central register of issued certificates that may be
used to verify certificate authenticity;

2 certificate registries are single points of failure: while the cert ificates may remain
valid, the ability to verify them is lost;

2 keeping such a register of claims, and answering queries as to the valid ity of
certificates is a manual process, which requires significant human resource S;

2 security features in the physical certificate derive exclusively from the difficulty
level and expertise required to author the document. The mor e secure the
certificate, the more expensive it is to produce. Single secure ce rtificates such as
SDVVSRUWYVY URXWLQHO\ FRVW %

2 there are no limitations on the ability of the issuer to fraudulently state the

timestamp or other details of the certificate;

2 once issued, there is no way to revoke a certificate without h aving the owner
relinquish control of it;
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2 If a third-party needs to use the certificates, e.g. to verify claims in CV, they need
to read and verify each certificate individually and manually, a significantly time-
consuming process.

5.5.2 Limitations of (non-Blockchain) Digital Certificates

Digital certificates hold many advantages over paper certificates:

2 they require far fewer resources to issue, maintain and use, since:

o the veracity of certificates can be checked against the registry automat ically,
without human intervention;

o where a third-party needs to use the certificates, these can b e automatically
collated, verified and even summarised if they are issued in a standard ised for
format;

o the security of the certificate derives from the security of cryptographi C
protocols, which ensure that the certificate is cheap to produce but extremely

expensive to reproduce by anyone except the issuer;
2 certificates can be revoked by the issuer;

2 certain types of issuer-fraud, such as changing the timestamp or chang ing the
certificate serial, can be made impossible depending on the design of the system

However, digital certificates also have significant disadvantages, namely that:

2 without the use of digital signatures, they are extremely easy to forge ;

2 where digital signatures are used, these require the invo Ivement of third-party
certificate providers to guarantee the integrity of the transactio n = these third
parties have significant control over every aspect of the certificat ion and verification
process, which can be abused,;

2 in many countries, there is no universally-used open standard for digital signatures,
leading to certificates that can only be verified within the cont ext of specific

software ecosystems;

2 it is easier to destroy electronic record s *keeping them safe requires sophisticated,
multi-tier backup systems which are prone to failure;

2 should the registry fail, the certificates themselves become worthl ess since unlike
paper certificates, they hold no intrinsic value without the registry;

2 registries of digital certificates are prone to large-scale data-leaks.

5.6 Digital Certificates using Blockchain Technology

Blockchain technology is ideal as a new infrastructure to secure, share, and verify

learning achievements (Smolenski, 2016). In the case of certifications, a blockchain can

keep a list of issuer and receiver of each certificate, together with the document

signature (hash) in a public database (the blockchain) which is iden tically stored on

thousands of computers around the world. Digital certificates which are thus secured on

a blockchain KROG VLJQLILFDQW DGYDQWDJHY RYHU pUHJXODUY GLJLWDO F

2 th ey cannot be forged *it is possible to verify with certainty that the certificate was
originally issued by and received by the same persons indicated in the ¢ ertificate %°;

%0 Note that while this allows for the certificate to be definit ively matched to an issuer or receiver, it does not
protect against either the issuer or receiver impersonating anot her person or institution. Preventing
identity fraud will likely require public key registries which serve as verified lists of which persons own
which public keys, which will likely be maintained by vendors and public institutions as a service.
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2 verification of the certificate can be performed by anyone who has a ccess to the
blockchain, with easily available open source software * there is no need for any
intermediary parties;

2 because no intermediary parties are required to validate the cert ificate, the
certificate can still be validated even if the organisation that issued it no longer
exists or no longer has access to the issued record;

2 the record of issued and received certificates on a blockchain can o nly be destroyed
if every copy on every computer in the world hosting the software is destroyed ;

2 tKH KDVK LV PHUHO\ D ZzD\ RI FUHDWLQJ D FAPRIRWWRKWKK IRUKHAIE
by the user. This means that the above mechanism allows for the signatur e of a
document to be published, without needing to publish the d ocument itself, thus
preserving the privacy of the documents

5.6.1 Ideal Characteristics for Recipient

Blockchains DGGUHVV WKH IROORZLQJ LGHDO UHTXLUHPHOQMAL SRHQIVFWHUW
perspective:

2 independence : the recipient owns the credential, and does not require th e issuer
or verifying third-party to be involved after receiving the credential;

2 ownership : the recipient may prove ownership of the credential;

2 control : the recipient has control over how they curate credentials they own. They
may choose to associate credentials with an established profile they own, or not;

2 verifiability ~ : the credential is verifiable by third parties, like employers,
admissions committees, and verification organisations;

2 permanence : the credential is a permanent record (subject to the limitations
discussed in 10.3)
5.6.2 ldeal Characteristics for Issuer

Blockchains address the following ideal requirements for a certi ficate from an LVVXHUTV
perspective:

2 the issuer may prove they issued the credential;

2 the i ssuer may set an expiration time on the credential;

2 the issuer may revoke the credential;

2 the credentialing system is secure and imposes minimal ongoing burd en to remain
s0.

5.6.3 Other Characteristics

For the actual credential to have meaning and utility, a third-par ty verifier, such as an
institution receiving the credential as part of an applicatio n, must be convinced of a
certificate's veracity. The following are standard requirements:

2 integrity : the content hasn't been tampered with; that is, it matches what the
issuer originally intended.

2 authenticity  : confidence that the issuer is who the certificate claims, and has no t
been forged.

5.7 Certifying Identity using a Blockchain

From a technical perspective, a SHUVRQTV Li& H&d&vupVef the sum of all their
personally-identifiable information (PII).
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When a person wishes to confirm their identity to another person or institution, they will
share much of that personally-identifiable information. Therefore , for example a
SURVSHFWLYH VWXGHQW PLJKW FRQILUP WKHLWPULOHRWIWDRWRFB XQL
providing their name, address, government identification number, gender and grades
Typically, the admissions office will keep all this data in a centrali sed database, requiring
the user to trust them to care for the safety of their data. However, due to the value of
such data, it is extremely susceptible to risks such as abuse, fraud and th eft, as
demonstrated by a recent spate of high profile big data thefts from governments and
corporations around the world. Currently, every time a person needs to conduct a
transaction with a new person or organisation, they again need to hand over their data
and give yet another person control over how that data is safeguarded and share d.

Blockchain technology enables a new concept of self-sovereign identity , Whereby a
user stores their own personally identifiable information on a personal device such as a
smartphone, and only shares it with third parties as necessary. Th is is the digital
equivalent of keeping your paper certificates in a safe at home, and displaying them to a
third-party to prove your identity , but keeping control over whether these third parties
can copy such documents or not. Blockchain technology furthermore allows for the user
to certify their identity without needing to share the un derlying data that makes up that
identity.

5.7.1 Using a Certified Self-Sovereign Identity

Once a person has a fully-complete self-sovereign identity:

2 their personal data is digitally stored on a device to which onl y they have access,
and which they control, such as a device-level wallet;

2 a hash of that data, whether consisting of claims or digital documen ts, may be
stored on the blockchain;

2 the truthfulness of that data is certified by third parties, such as an issuing or
verifying institution wh ere the certificates are also:

o stored RQ WKH VHFXUH GHYLFH ZLWK WKH UHVW RI WKH SHUVRQTYV

o hashed on a blockchain.

With these elements, a person can securely identify themselves to any party who also
trusts the verifying institution, simply by proving that they are the owner of the public
key associated with the certificate claim, and without the need t o share any piece of
personally-identifiable information +not even their name.

Thus, to continue our example, once the student at the un iversity has received a
scholarship, they might need to identify themselves as a scholarship recipient to other
parts of the university to receive services. For example, they mig ht be entitled to free
books from the university bookshop. Traditionally, the universit y bookshop would need to
hold the data of which students are entitled to scholarships and fre e books to be able to
offer this service. Thus, to receive free books, the student would need to allow a
bookshop to hold extremely sensitive information from which one could infer the
VW X G H{hen§idl situation and that of their family. With a verified se If-sovereign
identity, the bookshop would not need to hold any data. Th e student would simply turn
XS SUHVHQW WKH 3VFKR O DelavhKdt@edJdr FHei® pHozWr another device) ,
then prove that they are the owner of that certificate claim by entering their password or
scanning their fingerprint on their phone. Since the books hop owner trusts the certificate
issuer (i.e. the admissions office) to have verified the ident ity appropriately, and can
trust the certificate due to the security and immutability of the bl ockchain, they could
give the student books, without the need to store any piece of information whatsoever

about the student.
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5.8 Issuing Certificates Directly using a Blockchain

Wherever a certificate can have a measurable value, it can be represented as a token,
and traded directly on a custom blockchain. Thus, for example on a blockchain for:

2 school-leaving certificates, a single certificate might be considered as on e token;
2 educational credits, 1 ECTS would equal one token;

2 tracking references to journal papers, one reference might equal one token.

Thus, certificates could be transferred from one person to anothe r, simply by transferring

a token on the blockchain. Additional information on the c ertificate could be stored
either:

2 directly on the blockchain; or

2 by linking to it from the blockchain entry.

Thus, it is possible to design a database where some information would be private and
held by the user, while other information would be held publicly on a b lockchain.

The advantage of issuing certificates directly on a blockchain is that th e certificates
themselves, rather than just the proof of their signing, becom e immutable and
permanent.

The disadvantage is that any general purpose blockchain used in thi s manner would grow
significantly in size, which means that it would lead to low perfo rmance and high
resource usage. Thus, such a model could only be implemented as a
private/permissioned blockchain (See Section 10.2 for a further discussi on of resource

usage of blockchains).

Issuing a Diploma Supplement on a Blockchain

Pragmatically speaking, a degree certificate holds very little information . It contains
the date, awarding institution, awardee and title of degree . Thus, it might read
that the University of Malta issued a Bachelors in Science (Hons.) to Jane Doe on 15 ™
June 2017. This is tiny amount of information lends itself well to being stored in a
ledger, and would take up little space on the chain. Thus, it coul d be published on a

blockchain either:

X in plain text, if the purpose is to create a publicly available database of degre es
awarded;

X as a hash of the certificate (using a system such as Blockcerts) if the purpose is
to secure the digital certificate awarded to the student.

Graduates in the European Higher Education Area, have the right to receive a diploma
supplement along with their qualification which additionally indicates:

x its level and function of the qualification;

x the contents and results gained;

x certification of the supplement;

x details of the national higher education system concerned;
X any additional relevant information.

This information can run into several pages, and while it is wel | suited to storage in a
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database, it is not well suited to storage in a ledger. Furtherm ore, it would be
prohibitively expensive to store that level of information directl y on a blockchain.
Therefore, qualifications together with their diploma supplement could be published on
a blockchain either:

X in plain text including a timestamp, awarding institution, awardee, title of
degree and link to the full text of the diploma supplement which is held off-
chain

x as a hash of the certificate % (using a system such as Blockcerts) if the purpose

is to secure the digital certificate awarded to the student.

2L Remember that the hash of the document will always be the same length , irrespective of the length of the
document.
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6 Technical Characteristics of Blockchain Technology

This chapter describes the technical underpinnings of blockchain technology. Readers
who wish to understand how blockchain technology accomplishes the claims made in the
previous chapter should read on. For those who wish to take thes e claims at face value,
without delving into the technical architecture, we recommend skipping the chap ter.

6.1 Principles of Blockchain

6.1.1 From Centralisation to Distribution

A centralised ledger is a single, authoritative list of transaction records. An example of
these might include a national land registry. In computer terms, a centralised database is
stored and executed on a single central node.

A variation of a centralized ledger, with an element of distribu tion, involves several
parties sharing responsibility for different parts of the single authoritative ledger. Thus,
consider a national land registry which is administered by regional off ices, each of which
only process and store transactions within their jurisdiction - but all of which ultimately
form a single database of national land transactions. In a computeriz ed implementation
of this, each node only stores its part of the database and executes its part o f the code.

If the central computer (server) goes down, access to its ledger is prev ented.

Decentralising and distributing a ledger involves the removal of the central controlling

authority entirely by creating a system whereby:

2 Several persons keep copies of the entire ledger;

2 Writing or making changes to the ledger requires consensus fro m the persons who
have copies;
2 Each addition or change is recording in each copy of the ledger +thus each copy is

equally authoritative (Peters & Panayi, 2016).

A distributed, decentralised network will only go down if eve ry single node goes down,
rendering it virtually always available.
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Figure 4: Distributed Ledger Taxonomy

Source: Adapted from Distributed Ledger Technology. Beyond Blo ckchain; A Report by the UK Government
Chief Scientific Adviser

6.1.2 Hashing

A hash is a short code of defined length which serves as a fingerprint for a digital
document . A program called a hash-generator allows a user to upload any string of text
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and create a unique ID. Every time the same string of text is run thr ough the hash-

generator, it will give the same document-ID. The contribution of hashing as an anti-
tampering device is significant: if a single letter in a document is changed, it will
automatically generate a completely different ID.

Hashes are one-way. This means that the hash-generator can be used to generate a
hash from the document, but it is mathematically impossible to gen erate a document
from a hash.

Figure 5 : Cryptographic Hash Function

Source: Adapted from: https://commons.wikimedia.org/wiki/File:Hash_fu nction.svg

In a blockchain, each block of transactions is secured by including a h ash of the
information block, as well as of the previous block, thus allowi ng all parties to guarantee
that none of the transactions has been modified or tampered with.

6.1.3 Public and Private Keys

A public k ey is effectively a  publicly available ID-number which can be used to
identify a person.

A private k ey is effectively a password , which has been mathematically linked to
the public key

When using public/private key pairs, a user can authenticate that the y are truly the
MRZQHUTYT RI D S XE énteRngNthieir private key details into the software; this wi I, in
turn, check if the two keys are truly mathematically linked.

This function cannot be practically run in reverse * that is, it is nearly impossible to
generate the private key if one only has information about the public key

38



6.2 Architecture of a Blockchain

6.2.1 A Decentralised Digital Network for trading Assets

As a network oriented software implementation, a blockchain shifts the r isk and
responsibility of code execution and data storage from centralize d machines to
decentralised networks.
A blockchain is used to record the trading of digital assets. The most basic asset whose
transactions are built into the functioning of most blockchain pr otocols is cryptocurrency
in the form of tokens (such as Bitcoin, Ether, Litecoin, etc.). Howev er, they can also be
used to exchange other assets, such as land titles or ID documents (see se ction 4.3) .
Every blockchain network has different rules regarding what kind of assets it trades, and
under which conditions trading takes place. These rules are encoded int 0 its software.
Each device running the blockchain software is known as a node and is connected to the
network of nodes running that software. When anyone can set up a no de and transact
directly with any other node on the network, this is known as a public blockchain
network
However, if the device is connected to an intranet, that is, a private network which only
specific devices have access to, then trades can occur between a sele ct group of persons
who have been given access to that network. This is known as a private blockchain
network
The architecture of blockchain software ensures that only identical cop ies of the
blockchain software may interact with each other 2 Therefore, if anyone changes a copy
of the software, they effectively create an entirely new blockchain. This is known as a
3IRUN = 7KHUH KDYH EHHQ PXOWLSOH IR WN\sinBe tHe InRdeldcBEdd DL Q VRIWZ
the Bitcoin protocol in 2009: August 2017 saw a fork of the Bitcoin blockchain into a new
blockchain called Bitcoin Cash.
Protocol identity ensures that all devices on the network trade under exactly the same
conditions without the need for a central authority to verify that the rul es are observed.
#2) " This is done by hashing the entire software code of the pr ogram. If even a single letter of code of two

versions of the software is different, the hashes will not match, and the programs will refuse to

communicate with each other.
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Figure 6How a Bitcoin blockchain works

Adapted from Ryan (2017)

6.2.2 A Decentralised, Distributed Ledger

At its core, a blockchain is a transparent and autonomous decentralise
copy of blockchain software:

2 stores a complete copy of the ledger;

2 writes new entries to its ledger when it receives consensus fro
network;

2 broadcasts transactions made by its user to the rest of the networ

consensus and recording;
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2 regularly checks that its copy of the ledger is identical to the ones across the rest of
the network.

6.2.3 A System for anonymously verifying lIdentity and Ownership

Transactions are listed on a blockchain in the following manner:

Figure 7: Transactions on a blockchain

The blockchain software can issue a person with a bitcoin address which is linked to their
unique public key, and its cryptographically linked private key.

To write a new transaction to a blockchain *that is, to transfer an asset associated with

a bitcoin address  *a user must enter the secret private key associated with that pub lic
key/bitcoin address which was issued to them when it was created.

Ownership of assets which have been transferred to a specific bitcoin ad dress/public key
are verified by knowing the private key.

Thus, both the parties involved in a transaction as well as the public can see that a
transaction has taken place, and can identify who owns what, without knowi ng the
identity of the parties in the transaction (Nakamoto, 2013).

Each of those parties in the transaction can then make use of th eir assets by simply
entering their private key into the bitcoin software, without needing to prove or expose

their identity to any third-party or intermediary.

Figure 8: Signing a Transaction on a blockchain
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6.2.4 A System for ensuring Permanent Indestructible Records

7KH OHGJHU LQ WKH %LWFRLQ E-ORFO\MKPBH eahs/thptDrarS&tipes
can only be added, and  cannot be edited or deleted.

Thus, each new transaction is added to a block, while each block is cha ined to the
previous block forming a chain (see figure 10).

Figure 9: Building a Blockchain

As shown in Figure 10, the integrity of the chain is assured using two sets of hashing:

2 All transactions within a block are compressed and anchored to the block by using a
special hash function called a Merkle r oot . That hash is included in the header of
the block.

2 The header of each block also includes the hash of all the informa tion in the
previous block.

Were someone to try to edit one of the transactions in the cha in, it would immediately
invalidate the hash of every subsequent block.

Thus, hacking the chain would require not only changing the transaction, but also
recalculating and changing the header information of every blo ck created since that
transaction, and doing so on over half the computers on the net work = a highly
impractical proposition.

For larger blockchains it becomes effectively impossible to change any transactions

because:

a) it would require impractically-large amounts of computer process ing power to do so;
and
b) as the number of blocks on the chain is ever-increasing, the amou nt of computing

power required to make such a change is also always increasing.

This is an important consideration: advances in computing power will not suddenly
compromise or make the security of the blockchain obsolete.
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Figure 10: Simplified Structure of a Blockchain

Source: Adapted from https://www.slideshare.net/arcatomia/anatomy- of -a-blockchain/7
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6.3 Issuing Certification using Digital Signatures

All solutions for digital certification use a system of digital signatures to issue
certificates.

A digital signature is different from an electronic signature, wh ich is simply a traditional
signature drawn onto an electronic document (for example with an electronic pen), or a
scanned physical signature. Electronic signatures are easily copied o r forged, and provide

no mechanism for verification or standardisation.

On the other hand, digital signatures can be used to verify that a specific document was
indeed signed by a specific person.

Figure 11: Anatomy of a Digitally Signed Document

Adapted from: https://www.docusign.com/how- it-works/electronic-signature/digital-
signature/digital-signature-faq

A digital signature provides a way to issue certificates by allowing a perso n to:

2 mark a document with a stamp that only they can generate

2 ensure the document cannot be tampered once it has been signed.

For digital signatures to work they require that each person signing a document be
issued with an identity number (a public key) and a linked password (a private ke y).
6.3.1 Components of a Digital Signature

A digital signature is made up of four components:

a) an SHA-256 hash, which is a type of hash function (See section 5.2.1);
b) a public Key;
c) a private Key;

d) atimestamp lists the precise time the certificate was issued.
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6.3.2 How to digitally sign a Document

A document is signed by combining the hash of a document ZLWK D SHpiw&es TV
key to create a new unique code.

The resultant  signature LV WKHQ pVWDPSHGY RU FRPELQHG LQWR WKH GRFXP
the timestamp

Since the signature is a combination of these two components, it:

2 is unique to this specific document, since it was created from the hash of the
document;

2 can only have been created from the person who holds the private key.
It should be noted that:

2 sLQFH WKH VLIJQDWXUH LV VWDPSHG LOQWR WHKMLGQHGW DGL JARWVX®
document has a different hash value to the unsigned digital document;

2 should even a single letter of the document be changed after si gning, this would
again have a completely different hash value.

Additionally, the signature cannot be reverse- HQJLQHHUHG WR GLVFRYHU D SHUVRQ
key.

6.3.3 How to verify a Digital Signature

If a third-party wishes to verify a digital signature, it n eeds to know the public key of the
person who signed the document. Since public keys are effectively just ID codes, they
can usually be looked up in public directories, similar to phone books.

Verification software works by inputting the document and the pub lic key, and checks
two things:

2 that the signature on the document matches the hash of the original
document ;

2 that the signature of the document is mathematically related to the public
key of the person who claims to have signed the document with their private key

The verification software is able to do this, without ever revealing the private key
6.3.4 Systems for Digital Signatures

6.3.4.1 Public Key Infrastructures

In public key infrastructures, trusted bodies known as certificatio n authorities, centrally
manage the system by:

2 issuing the linked private and public keys;
2 running a server to timestamp each signature;
2 running the verification software.

Usually, the certification-authority embeds the public key in a cert ificate that contains a
set of additional meta-data to facilitate usage. This offers several advantages:

2 certification authorities can verify the identity of persons to whom keys are issued,
thus linking public-keys to real-world identities;

2 eYHU\RQH FDQ KDYH FRQILGHQFH RI WKH GDWH RFOWRIEENYDWXUH
maintained only by the certification authority.

However, public-key infrastructures also create a central-point o f control and failure.
Most critically, should the certification authority hosting the ver ification software close
down (say, due to bankruptcy, civil unrest, restructuring etc.), it would effectively
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invalidate any document signed through it. This provides a signif icant problem for

certificates such as birth, marriage or educational achievement which should | ast a
lifetime. Furthermore, the certification authority may abuse the trust placed in them, in
any of the ways already discussed under section 4.1.

If a private key is leaked, there is nothing to prevent an att acker from issuing fake
records and backdating content. Even if an issuer publicly revoke s those records, an
independent verifier would not know the difference betwee n a valid and invalid record
unless there were some additional authority attesting to when the transaction took
place .

6.3.5 Digital Certificates using Blockchain Technology

6.3.5.1 The Value-Added of Blockchain-Secured Digital Certificates

Blockchain technology is ideal as a new infrastructure to secure, share, and verify
learning achievements (Smolenski, 2016). In blockchain, PKI replaces the central
authority with a more robust decentralised network. This decentralis ed structure
enhances the longevity of the network because duplicates of the bl ocks, on which the
signatures are stored, are so numerous. The decentralisation of the blockchain gives it a
further advantage in that no third-party can alter or erase the t ransactions stored in the
blocks without undoing the proof- of-work requirement that had verified them.

Beyond removing the dependence upon any certificate authority or trusted third-party ,
blockchains provide independent time stamping , Which creates significant security
benefits. A reliable timestamp is clearly important in cases where c redentials expire, but

it is also critical for a practical reason 2 the issuer must be able to rotate issuing keys on

a regular basis, both as part of security best practices, but more critica lly in response to

a key leak. To determine that a record was issued by a specific issuer when the issuing
key was valid requires knowledge of an independent timestamp.

Unlike many PKI systems, signatures on a blockchain are also file-format independent:
the same software can be used to sign any kind of file, irrespective of th e (proprietary)
standards with which it was created (Thompson, 2017).

6.3.5.2 Architecture of Blockchain-Secured Digital Certificates

In the case of certifications, a blockchain keeps a list of issuer and receiver of each
certificate, together with the document signature (hash) in a pub lic database (the
blockchain) which is identically stored on thousands of computers around th e world.

(22)  gee: https://github.com/blockchain-certificates/cert-schema/wiki/Why- the -blockchain
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Figure 12: Digitally Signed Documents on a Blockchain

Schmidt (2015, 2017) describes issuing a certificate in such a manner usi ng Blockcerts
(see section 7.1.1 ) as a relatively simple process:

1. A digital file is created that contains some basic information, such a s the name of the
issuer and recipient, the name of the issuer (MIT Media Lab), an issu e date, the
credential, which is structured according to the IMS open badges standard, et C.

2. The Issuer then cryptographically signs the contents of the cert ificate using a private

key to which only the issuer has access.

3. The Issuer appends that signature to the certificate itself.

4. The Issuer creates a cryptographic hash of the credential file + the short string of
letters and numbers that can be used to verify that nobody has tam pered with the
content of the certificate. As stated before, there is exactly one possible combination of
letters and numbers that corresponds to a digital file, and any change to the file would

result in a different hash.

5. Finally, the Issuer uses its private key again to create a recor d on the Bitcoin
blockchain that states we issued a certain certificate to a certain p erson on a certain
date.

Figurel3: Issuing a Blockchain-Secured Certificate

The digital credentials themselves can be stored by a user on a har d drive or in a mobile
wallet, from where they can easily be shared with others, or even printed out on paper.
It is therefore possible for a user to verify who a certificate was issued to, by whom, and

validate the content of the certificate itself.
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The data needed to verify the integrity and authenticity of a certificate is stored on a

blockchain. Thus, for example, to validate credentials, an employer ( or a company
offering verification services) will essentially follow the process above backwards to
ensure that the hash corresponds to the original file and th at the keys used by the issuer
point back to the right institution.

Where a permissionless (or public) blockchain is used issuing or receiving certificates,
this means that anyone can use the blockchain to ensure that the sign atures and
verification mechanism are available in perpetuity, as long as at least one copy of the
database is running. Verification occurs by comparing the hash of the d ocument being
verified with the publicly recorded hash on the blockchain. If they match, the document

is authentic.

It further means that anyone who receives a certificate that has been sign ed on the
blockchain can verify its authenticity, even if the issuer of the certi ficate no longer exists.
Where a permissioned (or private) blockchain is used, this means that only peop le who
are allowed access into the specific blockchain network would be able to issue, receive or

verify sighatures on the blockchain.
6.3.6 Self-Sovereign Identities using Blockchain Technology

6.3.6.1 Creating a Self-Sovereign Identity on the blockchain

The recording of a transaction of money is similar to the awar d of a
certificate in that it has value. The certificate notarised on a blockchai n
is time-stamped, in a chain, and makes it easy for the identity of iss uers

and recipients to be verified (Jagers at ASU GSV Summit, 2017).

The ownership and control of a diploma reside in the same place - which
means that they are shared equitably between the institution and the
student. That is already a game-changer

(Gray, 2017 at ASU GSV Summit).

New models for identification are emerging, although their i mplications are not
necessarily clear at this time. The model of a singular state-issued cre dential evolved into
an augmented and networked approach that uses the state issued credent ial as a start.
Now the current evolution is towards knowledge-based aggregations of at tributes of

LGHQWLW\ RIWHQ PXFK PRUH XQGHU WKH X\HVU WK IFRIAW O RXOH

scores from social media, peer- to-peer sharing, and gig economy platforms. 24

As with digital signatures, in a blockchain-based self-sovereign identity system, a person
is identified by their public key. They prove they are the own er of their public key by
entering their secret private key. In most self-sovereign id entity systems, this private
key is linked to a piece of biometric identifiable information such as a fing erprint.

To create the self-sovereign identity, the person simply nee ds to record their personally
identifiable information and associate it with their public key. This is done using custom
software, typically residing on their smartphone, which they can log into using their
private key / biometric data. The software encrypts their private data on the device, and

uploads a hash of that information to a blockchain.

2 Hanson et al. (2017)
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Figurel4: Creating a Self-Sovereign Identity using Blockchain Technology

Source: Camilleri, Anthony; Grech, Alex (2017): Architecture of a Self-Sovereign
Identity. See:  https://doi.org/10.6084/m9.figshare.5371510.v1

6.3.6.2 Certifying ta Self-Sovereign Identity

Should a third-party QHHG WR FHUWLI\ WKDW D SHUVRQTY GDWD LV WUXH WK
X the person to share the data in question,
X evidence that that data is true.

Having checked the data, the third-party could then issue a ce rtificate certifying the

information as true ZLWK D VWDWHPHQW VXFK DV 3, KDYH FHUWLILHG WKDW
WKLV KDVK LY tMslsbatdrnent is uploaded to a blockchain, it provides a public

attestation that the SHUVRQ ftity ld&ails are true, without needing to reveal any

information about the person whatsoever, aside from their public key.

Thus, to continue our example, if our university applicant wished t 0 obtain a scholarship,
the admissions office would likely ask for proof of their iden tity in the form of a passport
or birth certificate, proof of their grades, and of their financ ial situation. If, having
checked this information the admissions office finds it suitable, th ey might issue a
certificate saying that the person qualifies for a scholarship. The h ash of this certificate
can in turn be stored on the blockchain, while the certificate it self can be stored in the
pHUVRQYV -SoWeteignl identity.
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Source: Camilleri, Anthony; Grech, Alex (2017): Architecture of a Verifie d Blockchain-Secured Self-Sovereign Identity. See:
https://doi.org/10.6084/m9.figshare.5371516.v1
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7 Implementations of Blockchain Technology in Education

Blockchain is a technology that clearly has applications in the world of | earning at the
individual, institutional, group, national and international leve Is. It is relevant in all sorts
of contexts: schools, colleges, universities, MOOCs, CPD, corporates, apprenticeships,
and knowledge bases. Rather than the old hierarchical structures, the technology
becomes the focus, with trust migrating towards the technology, not the institutions. It

really is a disintermediation technology.

Donald Clark
Digital documents can be just as ephemeral as paper; often issued in proprietary formats
by vendors to customers, institutions without the correct software may not be abl e to
read or verify them. Even with access to the correct software, in many instances, the
verification process can be tedious and uncertain. The same goes for d igital signatures:
even in places where legislation has mandated their acceptance, d igital signatures come
in a wide variety of formats with varying levels of security, not all o f which are accepted
as legal proof.
Another challenge with digital documents is that one of the primary ways people share
information digitally - @nail - i® usually not secure, so proprietary transmission
infrastructures need to be built to send sensitive documents, such as health records. This
greatly improves on the security of postal mail, but raises interoperability h eadaches.
Finally, like paper documents, digital documents can also be spoofed by sophisticated
users in ways that are difficult to detect.
7.1 Issuing Certificates
When blockchain technology is used in the issue of certificates, the re is an opportunity to
not just verify credentials without an intermediary, but to e nrich and add value to the
already existent digital certification ecosystem: BADGR and Mozilla Op en Badge are
already being used to provide digital certifications to students in some prestigious
academic institutions. The objective of notarising certificates on a b lockchain is therefore
to transform a digital certificate that a student usually receives pr ivately into an
automatically verifiable piece of information that can be consulted by third parties
through an immutable proof system, on a public Blockchain.
In current practice, access to a public platform almost inevitably req uires a student to

VKDUH RU GLYXOJH pVHQVLEOHY PHWDGDWD ZKQFRUPBD®GBE® R LQFOXG
a blockchain as  proof of knowledge  f(Aglietti 2017a) such private information does not

necessarily have to be divulged during a public consultation of metadata related to
certifications. In the short term , it is likely that students will be able to approach
academic institutes and employers while maintaining a discreet le vel of confidentiality:
in principle, only the information that the students would ma rk as public during the proof
generation process would be accessible to third parties.

Aglietti (2017b) sees opportunities for software organisations t hat can facilitate and
simplify the process of accessing the Blockchain for students and bad ge issuers
(institutes, companies, schools etc.). Ideally applications would be built over an open-
source architecture that can guarantee data continuity of lifelong & life-wide learning
achievements and no lock-in with one particular solution. Academic in stitutes and
companies will not be the only ones to take advantage of the accou ntability and
consistency of the information available on the platform and the BI ockchain. Students
could in turn use the public metadata to seek similar profiles and, in doing so, foster the
creation of new models of social inclusion and entrepreneurship . all of this without
requiring a centralized authority to vouch for the validity of the info rmation.
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7.1.1 Blockcerts: An open Standard for Blockchain educational certificates

The cornerstone of the Blockcerts open standard is the belief that people should be able
to possess and prove ownership of their important digital records. These records form the
basis for proving aspects of oneself, consistent with the principles o f self-sovereign
identity (see Allen 2016, Jagers 2017b, Lewis 2017) . Within this context, the Blockchain
is considered to be a technology that allows individuals to own their official records and
share them with any third-party for instant verification, all the wh ile precluding any
attempt to tamper with or edit the records.
The MIT Media Lab and Learning Machine, an enterprise software vendor, hav e developed
the Blockcerts open standard for issuing and verifying credent ials on the Bitcoin
blockchain (MIT Media Lab 2015; Schmidt 2016) . Blockcerts is currently the only open
standard for issuing and verifying records on the blockchain, an d it is the goal of the
Blockcerts community to promote its adoption as the main global standard (in terms of
social adoption) for issuing records on the blockchain.
The standard allows any user, including education institutions and gove rnments to use
the base code and develop their own software for issuing and ver ification. Blockcerts is
free and available for anyone to use without credit or royalties t 0 its core developers;
from a scan of the Blockcerts Community forum, it is clear that a numbe r of
organisations, start-ups and individuals around the world are us ing it to develop
applications. Blockcerts is also free for recipients with the Bl ockcerts mobile app and
wallet available for free download for both iOS and Android ; its code is also completely
open -source.
The purpose of making Blockcerts open source was to avoid a standards war and vendor
lock- in, perceived by the developers to be two major impediments to the easy interoperability
and wide adoption that are prerequisites for true recipient ownership of official records.
Data trapped in silos is the status quo and is perceived by the Bl ockcerts community as a
significant challenge which the Blockchain gives us the opportunity t 0 move beyond.
Jagers (2017) claims that Blockcerts sets the precedent for a mobi le wallet that meets
the most important umbrella criteria of digital self-sovereignty . recipient ownership
and vendor independence. Within this context:
2 recipient ownership means that individuals control the private keys that allow

them to demonstrate ownership of money or their digital records.
2 vendor independence means that access, display, and verification do not rely on

any particular vendor. When based on open-source standards, record S can

therefore be migrated, shared, and verified independent of any vendo r.
The combination of these two conditions is cited as the only way to guarantee that

individuals independently own their personal data.

Figure 15 below is a high-level view of this process:
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Figure 15: Simple process diagram for issuing and verifying a certificate on the B lockchain

Source: Blockcerts (2016)

Blockcerts has been built to provide a common set of patterns s o that credentials can be
issued and verified across any blockchain, and across different mar ket domains.
According to key developers involved in the project %5 when research started in 2015, the
Bitcoin blockchain was the logical choice for the underlying block chain to which to anchor
lifelong digital records. In 2016, there was some discussion abo ut expanding resources to
Ethereum, but Ethereum's hard fork at the time made it seem u nreliable for credentials
that need to last a lifetime. The decision made at the time was to make documentation
for Bitcoin as useful as possible, while keeping it open to cover other Blockchains in the
future. In 2017, Ethereum has gained significant momentum with developers, and many

are asking for Blockcerts to expand documentation (and reference i mplementations) to
include Ethereum. Since Blockcerts is an open-source communit y, several developers are

currently contributing to make this expansion happen %,

The Blockcerts community is aligned with (and contributing to) the following
standard isation communities: IMS Open Badges 27~ W3C Verifiable Claims  2%; W3C Linked
Data Signatures ?° and W3C / Rebooting Web of Trust Decentralised Identifiers %0,

(2%)  see discussions on the community site, including http://community.blockcerts.org/t/why- the -bitcoin-
blockchain/153

(26)  Blockcerts was designed to write and verify to any blockchain, so a chain split wouldn't affect this set of
libraries. According to the Blockcerts community, while the fo undation for this work is complete, more
chains necessitate small extensions and more specific documentation for each, as is already planned for
Ethereum.

1) see http://www.imsglobal.org/tags/open-badges

(28)  see https://w3c.github.io/vc-data-mode I

(29 see https://w3c-dveg.aithub.io/ld-signatures
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MIT, the University of Nicosia and researchers at the University of Birmi ngham 3 are
developing their own systems using the Blockcerts open specification.

Figure 16: Example of a Learning Machine Analytics Dashboard

Source: Learning Machine

7.2 Snapshot of Vendors in the Certificate and Identity Workspace

The vendor offering for Blockchain-related products in the cer tificate workspace is
increasing exponentially. At the time of writing, there are over 20 comp anies building
customers platforms on the blockchain (Mesropyan 2017). They generally have a similar
set of features.

Jagers (2017) has proposed a model which helps differentiate these offerings on the
basis of four distinct criteria. These are reproduced here as a po int of departure in

differentiating between the offerings of a sample of vendors:

(9 gee https://github.com/WebOfTrustInfo/rebooting- the -web- of-trust-fall2016/blob/master/draft-
documents/DID-Spec-Implementers-Draft-01.pdf

(1) See Li (2017) and Blockcerts.ehcoo.com
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Proof of Existence solutions use the blockchain as a time-stamping notary to

JXDUDQWHH WKDW D SDUWLFXODU GRFXPHQW KDV QSR\L G-\W DIQQ
These vendors typically use standard open-source approaches so that the blockchain is
used for verification, without any ongoing vendor dependence. H owever, vendors in this

HGELRHQF

TXDGUDQW DUHQYW HQFRGLQJ UHFLSLHQW IV SXEO LW UNDH\V P L @YWR GGIR WX

to recipients @tdey are simply providing data verification. This means that document
recipients cannot prove the unaltered document was issued to them. None of these
vendors should be confused with identity claims for individuals.

Vendor as Notary solutions also provide proof of existence for data and position
themselves as products to issue identity documents, like academic cre dentials. However,
they do so in a format that is always dependent upon the vendo r for access, hosting, and
verification @ t@ey do not provide any sort of ownership for individual re cipients. In effect,
they are using the blockchain to support their vendor-centric approach to verification and
stewardship of records.

Know Your Customer solutions typically do provide a mobile app that allows
recipients demonstrate ownership of their verified data. While thi s creates efficiencies
within a robust network of participating companies who want more efficient ways to
validate customer data, this data is only useful to recipients within the perimeter of a
vendor-controlled network. So, while recipient ownership is e stablished, reliance on the

YHQGRU LV DEVROXWH .<& VROXWLRQV DUH SURBXWL.QKRROC
confused with solutions that provide verifiable claims that are useful everywhere .

Digital Self-Sovereignty solutions enable individuals to receive official records that
are fully owned by the recipients, with no ongoing dependen cy upon a vendor for
viewing, sharing, or verifying these records. This independence is achieved by three

things working in combination:
- issuing records in a format based on open standards
- issuing records that include the public key of recipients

- holding records with an open-source container (i.e. a mob ile app) that gives recipients
control of their own private keys and continues to operate and survive beyond any

ROIQW KMt

particular vendor.
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Figure 17: Current Positioning of Vendor Independence vs Recipient Owne rship

Source: Adapted from Jagers (2017)

7.2.1 Certification Solution Vendors

The following organisations are currently representative of a set of vendors

32 whose

emerging suite of certification products and services may be applicable to the education
sector.

(32)

Certification Vendors are starting to emerge on a regular b asis. Recent entrants include GrowBit
(www.growingabit.io ) and INTEGRAL+, the later being a new initiative coordinated by Kiron Open Higher
Education and funded by the German Federal Ministry of Educat ion and Research (BMBF), Kiron and
Lubeck University of Applied Sciences. INTEGRAL+ is studying oppo rtunities to provide more automated,
verified and scalable issuer-hosted digital certificates to students in the digital learning environments of
Kiron and FH Lubeck. The project levers on existing initi atives, including the UNIC Blockchain initiative and
the Blockcerts standard from the Open Initiative for Blockchain Certificates. The planned pilots will test
several implementation possibilities for German universities and Ki ron Open Higher Education looking at
two major scenarios: achievements/learning outcomes reached with only one online course or MOOC and
achievements/learning outcomes reached as a combination of several dig ital learning opportunities. The
partners are also exploring opportunities to merge blockchai ns with open badges in this context.
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7.2.1.1 Learning Machine Certificates deployed over Blockcerts

Blockcerts can be used by vendors to build commercial solutions wh ich are configured for
specific target market requirements. Learning Machine has developed a s et of tools for
organisations to issue, track, and verify Blockchain-based records + essentially a
commercial ecosystem composed of a Registrar CRM and a set of APIs over the open
source Blockcerts platform. In terms of the business model, the issui ng institution is
/HDUQLQJ ODFKLQHYV SD\LQJ FOLHQW WKH UHFNVNSIULHQWN MHFXUHHDF
including the mobile app and wallet, and verifiers secure access to instant and free
verification of records through web browsers and the mobile app

The tamper-proof format allows recipients to prove ownership and allows third parties to
instantly verify, without any dependence upon a centralised author ity. The target
customers for issuing digital records include governments, compan ies, education
providers, accreditation bodies, and others. The technology is b eing marketed as a
solution that does not require the client to have any inhou se blockchain technology skills
and capability, regardless of the content type. Notarising offi cial records on the
Blockchain is particularly appropriate when organisations provide r ecipients with records
that third parties may later want to verify + education institutions are clearly a primary
target market 3.

Learning Machine claims that the Blockcerts standards-based solut ion is tamper-proof in
that the records are digital files that have been cryptographi cally signed by an issuer and
rHILVWHUHG RQ WKH %ORFNFKDLQ (DFK UHFREGLFRRIMW\DDRQE BV KIX¥\F LFPLQ
demonstrate ownership of the record without any dependence upo n a certificate

authority. With Blockcerts, a:
2 presentation layer can be styled to mimic the look of traditional records;

2 content layer is code that contains all of the data and images;

2 receipt layer contains proof of the transaction, which includes a sig ned hash of the
content.

(%) The University of Melbourne became the first university in t he Asia-Pacific region to issue recipient-based
credentials on the Blockchain, using the Learning Machine issuin g system. See:
https://www.newswire.com/news/university- of-melbourne-first- _in-asia-pacific- to -issue-recipient-owned-
19980513
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Figure 18: Multiple layers in production of a certificate notarised on the B

Source: Learning Machine (2016)

Workspaces are used by organisations to complete the entire proces
certificates, connecting with recipients, and issuing these official
workspaces allow users to:

2

2

2

import/manage recipient lists;

easily collect recipient public keys;

design templates for digital records (content, layout, metadata);
issue records to entire cohorts;

track aggregate analytics of how records are being used online;

view profiles that show all records issued to an individual.
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Figure 19: Example of the Certificate Editor in an Issuing Works Spaces

Source: Learning Machine

7.2.1.2 Sony Global Education

Since 2016, Sony has been making announcements that it has develop ed in-house
certificate-issuing system that uses blockchain technologies (Sony 2016, Ru ssell 2017) .
On 10 August 2017, Sony Corporation and Sony Global Education (SGE) anno unced * the
development of a system that will specifically applies blockchain techno logy to the

education sector 7KH SUHVV UHOHDVH VWDWHYV WKDW E\ XVLQJ S\WHFKQROR
XVH Rl HGXFDWLRQDO DFKLHYHPHQWY DQG DFWLYLW\ UHFRUHGY LQ D

reliable system centralizes the management of data from multiple e ducational institutions
and makes it possible to record and reference educational data an d digital transcripts".
The system is built on IBM Blockchain, which is delivered via the IBM Cloud and powered
by Hyperledger Fabric 1.0, a blockchain framework and one of the Hype rledger projects
hosted by The Linux Foundation. It brings together 1) a function that authenticates and
controls usage rights to educational data, and 2) an application progr amming interface
for handling these rights aimed at educational institutions. In 2018, Sony will start to
deploy its own service offerings, starting with its Global Math Ch allenge which brings

together 150,000 participants from around the world.

7.2.1.3 Attores Solutions

Attores  has launched a product called Open Certificates % which will be able to issue
educational certificates on the Ethereum blockchain as smart contracts. The product is
currently being tested; there have been announcements about par tnerships with

educational organisations in Singapore

G4 hitps://www.sonyged.com/2017/08/10/news/press-blockchain/

(%) https://www.opencertificates.co
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7.2.1.4 Additional companies

The number of companies offering certificates on the blockchain is likely to increase in
the near future.  Gradbase *° and Stampery *' are developing proprietary solutions that
aspire to become new global standards for issuing and instantly verifying qualifications.

7.2.2 Identity Solution Vendors

The following organisations are currently representative of a set o f vendors whose
emerging suite of identity solution products and services may be applicable to the
education sector.

7.2.2.1 Civic
Civic® describes itself as a secure identity platform stored on the block chain. The
company has just raised $33 million in funding to develop and launch i ts products. Using
the Civic solution, a user uploads pieces of personally identifi able information to an app
on their phone, the hash of which is stored on the blockchain. Whe n any organisation
VXFK DV D XQLYHUVLW\ DGPLVVLRQV RIILFH QHRIWBGRDWKRQXWHAKINIXSHU
can choose which pieces of information to share. The Civic Platform also suppo rts
attestation, whereby an organisation can issue a certificate to the user (also linked to a
blockchain) attesting that they have verified the data provided. Usin g the hash of their
personally identifiable data together with the attestation, and a biometric identifier on
their phone, a user can then identify themselves to other p arties who need the
information and trust the assessor. Within our example of the uni versity, this would
mean that they would be able to identify themselves to the | ibrary, to the canteen, to
individual lecturers and to student associations, without the n eed for these bodies to

VWRUH RU HYHQ YLHZ WKH XVHUYV SHUVR Q DFOrthe@br& WincelthleE OH LQIRUP
GDWD LV VWRUHG DQG HQFU\SWHG R@a \deRi@, & Hot XVaHdartil S H U
GDWDEDVH LW PDNHV ODUJH VFDOH GDWD WKHIWV RI WKRXVDQGV RI X

7.2.2.2 Uport

Uport * is a secure, easy- to-use system for self-sovereign identity developed by
ConsenSys and built on Ethereum. The uPort technology consists of th ree main
components: smart contracts, developer libraries, and a mobile app / we b-based wallet .
7KH PRELOH DSS KROGYV WKH XVHUYV NH\V (WKWR HKKH VIPPWHY RA RW WHJ L
identity and contain logic that lets the user recover their identity if their mobile device is

lost. Finally, the developer libraries are how third-party app developers would integrate
support for uPort into their apps. uPort identities can take many forms: individuals,
devices, entities, or institutions. Uport identities are self- sovereign, meaning they are
fully owned and controlled by the creator, and don't rely on cen tralized third-parties for
creation or validation. A core function of a uPort identity is that it can digitally sign and
verify a claim, action, or transaction - which covers a wide range of use cases. An
identity can be cryptographically linked to off-chain data stores. E ach identity is capable

of storing the hash of an attributed data blob, whether on IPFS, Azu re, AWS, Dropbox,
etc., which is where all data associated with that identity is securely stored. Identities are
capable of updating this file themselves, such as adding a profile pho to or a friend, or
they can also grant others temporary permission to read or wri te specific files. Since they
can interact with blockchains, uPort identities can also control di gital bearer assets such

as cryptocurrencies or other tokenized assets.

(%6)  gee https://gradba.se/en/

(7 See https://stampery.com

(&) gee: https:/iwww.civic.com

(39 see https://mww.uport.me and Lundkvist et al. (2017)
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7.3 Storing a Verified e-Portfolio

The following organisation are currently representative of a set o f vendors whose
emerging suite of e-portfolio products and services may be applicabl e to the education
sector.

7.3.1 Indorse

Indorse  “*° is using blockchain-technology to launch a verified e-portfolio. Usin g the

system, anyone will be able to upload any claim together with a link of how to verify

that claim. Other users of the platform will then be asked to v erify that claim - thus

creating a trusted digital portfolio.

The system architecture from the user perspective is best illustrated thr ough an

example:

2 Alice joins the Indorse network. Upon registration, she is issue d a minimum Indorse
Score (an SCR token) that will enable her to post a single claim to her profile.

2 She starts by creating her unique profile identity, and then adds a claim. She claims
that she graduated from the University of Malta. She provides a | ink to the
XQLYHUVLW\YV YHULILFDWLRQ SDJH IRU KHU FHRMWWLYLWXWHFOQLRPUP
and her Indorse Score is locked. The Indorse platform randomly choo ses a number
of other members who can indorse the claim, and the claim enter s the gestation
period.

2 Bob is an Indorse member who is chosen to indorse the claim. He re ceives a
notification and sees that Alice has placed a link to the verificati on page for her
certificate. He verifies that the claim is valid and indorses the clai m, locking up his

Indorse Score.
2 7KH JHVWDWLRQ SHULRG HQGV ZLWK D FRQVHQVXVUR/IHLQFFRRUH HP HC

is increased by 1, for making a valid claim +if her claim is unable to verified, her
Indorse Score will decrease by 1, and the claim will remain unver ified. She is also
rewarded with Indorse Rewards. Bob also has his Indorse Score i ncreased by 1 and

receives an Indorse Reward.

2 %RWK XVHUYV ,QGRUVH 5HZDUGYV DUH JLYHQ D FDWW \WBg@XW EDVHG
in by the platform during that period

7.4 Managing Intellectual Property

The following organisations are currently representative of a set o f vendors whose
emerging suite of products and services focused on managing intellectu al property on the
Blockchain may be applicable to the education sector.

7.4.1 Binded

Binded (formerly known as BlockAl)  ** is a copyright registration service for images on

the blockchain. When an image is created, its author can upload the image to the
service, and a hash of that image, together with the timestamp of whe n it was uploaded
and the identity of the author is registered on a blockchain. Th is creates an indelible,
immutable proof of time of first publication, which later can be u sed to enforce copyright
claims on the image.

In the future, Binded will also monitor the web for copyright infringements, and register
the copyright of images secured through the service with copyright office S.

(49 hitps://www.indorse.io

(41)  https://binded.com
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7.4.2 Ledger Journal

Ledger “* is a peer-reviewed scholarly journal that publishes full-length or iginal research
articles on the subjects of cryptocurrency and blockchain technology, as well as any
relevant intersections with mathematics, computer science, engineer ing, law, and
economics. It is published online by the University Library System, Un iversity of
Pittsburgh.

Aside from publishing research about the blockchain, the journal ask s users to digitally

sign their documents using their bitcoin private keys, and also timestamps published

manuscripts in the blockchain. Additionally, the journal has cre ated open source plugins

for Open Journal Systems  *, which allow anyone running the software to also sign and
timestamp journal articles on the blockchain.

7.4.3 Bernstein Technologies

Similar to the two cases already described, Bernstein Technologies registers the hash
of documents on the blockchain, thus providing proof of existence, i ntegrity and
ownership . However, Bernstein specialises in making intellectual property cl aims, which
can then be used to secure copyright or patents. As such, it provi des a platform by which
patent claims can be uploaded to their platform, notarised and t ime-stamped on the
blockchain. Traditional copyright and patent practices provide p rotection for an invention,
but also require the disclosure of such invention. By storing the hash of the document on
the blockchain, the invention can be verifiably published, wit hout needing to reveal its
contents.

Outside of copyright and patents, the system can also be used to secure trade secrets,

lab notes and other internal intellectual property.

Figure 20: Managing Intellectual Property in the Blockchain with Bernste in

Source: Bernstein (2017)

(42)  http://ledgerjournal.org

(%) Open Journal systems (https://pkp.sfu.ca/ojs) is the leading open source package for managing and

publishing academic journals. Over 3 million academic articles ha ve been published globally using the
software (Source: https://pkp.sfu.ca/ojs/ojs-usage).
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Simply time-stamping records on the blockchain or creating a vendor -owned

environment in which recipients can store their records does not n ecessarily empower
individuals: they must be able to take their records with them anywhere, store them
independentl y from any vendor or issuing institution, and prove that they own them.

The argument for the merits of digital self-sovereignty in particular un derpin the rationale
for the development of the Blockcerts standard + or some other as yet unidentified
standar d - as an open standard.

At the time of writing this report, it is too early to deter mine the value that education
institutions, governments or even learners (the target use rs) will attribute to the basic
WHQHWY RI pRSHQQHVVY uYHQGRU LQGH&E®BQBHQFHgaDuarlynOHDUQHU
those related to the value learners will attribute to ownin g their own digital certificates as
opposed to being perpetually locked in with (albeit tru sted) institutions or vendors.
Although in principle these are powerful arguments, it is to o early to determine whether
these arguments are more compelling for target users than, say, p roprietary solutions
being developed by global brands such as Microsoft, IBM and Sony or som e as yet

undisclosed hybrid solutions.
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8 Use Case Studies for Blockchain Technology in Education

Self-sovereignty means that once the certificate is notarised on a
blockchain, and the user's credentials are notarised on a blockchain , and
the user has a private key, they automatically become custodians of

their own identities and credentials. The user can now take t he
document that was issued by a third-party and turn it into something
else beyond the albeit limited tools for accreditation an d moves it into
the broader values of identity. Consider what Uport and other s are
doing in building data stores that can reside on the cloud bu t can also
be used as proof to leading identifiers, including future e mployers and
accreditation bodies, that these credentials are first and foremos t
controlled by the individuals themselves. The signed ledger and signed

transcript become a broader sense of identity.

(Casey, M.J. 2017, Interview)

This section highlights four use case studies where the Blockchain i s being deployed with
an education context.

8.1 Open University UK

Interview with Professor John Domingue, Director Knowledge Media Institute

(KMI)

The KMI within Open University (OU) is engaged in a number of r esearch initiatives on
the Blockchain . This research interest is primarily driven by an interest in next ge neration
web, media, augmented reality, smart cities and analytics . OU is the leader in Learning
Analytics in the UK.

Within the context of blockchain research and accreditation, KMI i s particularly interested
in enhancing standards for badging, certification and reputation o n the Web with the use
of the blockchain as a trusted ledger . According to Professor Domingue, it was a natural
progression to embed open badges within the blockchain proj ect and conduct research on
micro-accreditation ** and e-Portfolios. KMI is levering on the potential of Ethe reum for
accreditation to turn badges into smart contracts and has develop ed a prototype for
assembling and issuing micro-credentials on a blockchain . The OU, with over 170,000
students, its own MOOC platform (FutureLearn) and its core Open L earn platform (with
over 5M visitors a year and 8K hours of course work), has provided KMI with the
opportunity to badge all OU courses and notarise these on the blockchai n.

K 0, 1 \blockchain strategy is holistic, with researchers encouraged to expl ore the full
potential of technology, as opposed to one particular aspect (such as cryptography)
Professor Domingue equates this to the early days of cinema 3t, took ages for moving

pictures to become cinema because people were just interested in filming plays !

Collaboration networks

Professor Domingue describes internal KMI activities on blockchain as 'experiments with

data’ while external acti YLWLHYVY DUH GULYHQ SULPDULO\ EAMBi®WoKiQgHUV Y LQWH
with JISC *°, the educational digital services organisation , to create a blockchain which

can be used for all UK higher and further education qualifications. The objective is to

facilitate a network that can spearhead blockchain projects in hig her education. For

instance, KMI, Jisc and the University of Southampton are in turn coll aborating as a node

in an international version of a blockchain that includes the University of Texas, the

(44} Also see Learningisearning2026.org

(%) see Jisc.co.uk

64



University of Ghent and BT . Other current KMI initiatives include: collaborations with
startups Gradbase “° and APPII *' on projects that link blockchain accreditation to CVs :

working with The University of Texas at Austin on a global network o f accreditation
badges for micro-courses; and collaborating with BT on providing badging for their new
Tommy Flowers research institute; and working with industry on in-compan y training.
Professor Domingue explains: "Although we continue to develop o n the Ethereum
standard, we also have third-party RUJDQLVDWLRQVY VRIWAddhdN RO foR XU
instance BT, who are deploying applications behind firewalls. KMI has the remit to
explore partnerships that can have an impact on the present and futur e of higher
education. Within this context, OU is an experimental test bed for new app roaches to
higher education. Procurement is an ongoing area of applied r esearch for OU within the
context of Blockchain research: the supply pipeline and the service that a higher
education needs to render may be vastly improved through the i ntelligent, strategic use

of blockchain."

Research and Teaching

According to Professor Domingue , KMI is not necessarily looking to produce or develop
blockchain products that generate incremental revenue streams for th e OU: KMI remains
a research hub, not a product supply-chain for the OU 8 For research conducted by the
OU, the external impact is vital: in the case of the blockchain pro jects managed by KMI,
the non-academic impact is also measured.

According to Professor Domingue , research on the blockchain is not necessarily focused

on the end user; nor is it available to be re-purposed by students or third parties . The
state of play with blockchain research is comparable to IBM where the focus is on large
enterprise systems, with IBM are developing an intermediary layer . Similarly, rather than
employing teams of crypto researchers, KMI is more intereste d in the application layer.
Although in principle, people can control their own data an d their wallet of private keys,

at this juncture, applications tend to be too complex for the average user to adopt
without the existence of a technical intermediary 49

OU is looking at re-engineering student boards (and the way stud ents secure credits) as
well as university procurement. Having access to researchers with a background in
semantics and web-scale data means that the OU can semantically index the b lockchain ;
it also makes a site more easily discoverable on the worldwide web. User training goes
hand in hand with the blockchain becoming part of the web inte rface. Within this context,
the Blockhain can be considered as yet another online develop ment in web interface +
similar to developments in mobile interface. Users will secure more contr ol over their
data +say through education wallets. User training would therefore be developed at both
the conceptual level, at server level, within middle management e tc. OU is planning to
run online and distance learning courses in April on Teaching Cr yptography and the
Blockchain.

There are no plans to develop a closed, proprietary blockchain. Th e approach to the
blockchain is synonymous with the Web, with its own protocol and t ools. There is a
fundamental, ideological principle at stake: as you make it easier fo r users by introducing

(48)  See https://gradba.se/en

47 See http://www.appii.io

(48 OuU itself relies on funding from various academic channels, such a s US$ 20M for the OU from the Institute
of Coding and from various EU projects.

(%) This is similar to the Blockcerts scenario, where Learning Machi ne is operating as an intermediary in
organising the interface for both the issuer and the receiver.
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intermediaries (or, say, having closed versions of the blockchain) you find that you are
violating the basic, founding decentralised principles of the blockchain.

Blockchain as a disruptor of education models

In his interviews (Domingue, 2017), including with the writers of this report, Professor
Domingue is enthusiastic about the promise of blockchain technol ogy as applied to
education, positioning the technology primarily as a source of | earner empowerment as
an opportunity for the re-engineering of the traditio nal education institution . Specifically,
the Blockchain will give learners ownership of their qualificati ons and associated
coursework and feedback, rather than control being vested in edu cational institutions or
employers.

"We are interested in any technology that can contribute, parti cularly within a UK
context, to making higher education better value for money. The ce ntralized model of
present-day learning is no longer sustainable +indeed, blockchain technology allows for

a total disintermediation and disaggregation of higher education . Today, learning
happens increasingly outside the brick-and-mortar lecture hall uni versities: it happens on
online platforms, within communities of like-minded individuals, or by contributing to
projects and initiatives in the real world. Blockchain technology may hold the answer to
securely and verifiably collating the outcomes of this new distribute d learning reality ."
Students gain control and ownership of all their education data, t heir accreditation and
portfolios of work, in a secure place that is accessible to anyone who needs to verify
them + and for their entire lifetime. Within a context where student s, teachers and
course authors are in a direct relationship with one another, new transactional models
will emerge. For example, when a student views a learning video, a smal | micropayment
can automatically be made to the video authors.

Professor Domingue believes that in the medium term, blockchains wi Il present
significant challenges and opportunities to the business models of education al
institutions . The strategic application of blockchains may dramatically lower
administration costs, increase transparency and reduce fraud - in the case of the latter,
this is interesting in scenarios where the stakeholders in a tran saction mistrust each
other . Prima facie, the advantages of blockchain technology are more likely to be readily
embraced by higher education institutions with significant brand equity to protect . Within
the UK context, where most universities and technical colleges are ro lling out fee-paying
courses, institutions are also looking at the blockchain as a means of lo wering the costs

of the hiring process +for instance through the intelligent search of CVs.

Conversely, 28 LV LQYHVWLJDWLQJ WKH p¥QwherehyVthaVvhusRéssRaD H |
teaching in higher education is disrupted and re-imagined th rough the deployment of
new tools, smart contracts and distributed, autonomous, networked organisations.
Research interest focuses on alternative approaches that can improve stu dent access to
higher education and improving the transparency of qualifications . In the near future,
students will not want to embark on a three- to four- year unive rsity programme, for a
variety of reasons + from financial to opportunity costs. A degree will be deconstr ucted
as bQ uyb OD FDUWHYT VHW RI FRXUVHV 6WXGHQWY XG& 08I DOVWRGHIK W
within an EU context + studying components in different locations and different contexts,

and with some modules being undertaken through face to face tuiti on and others through
blended or totally online means.

Within this emerging model, micro-accreditation will take place thr ough a blockchain.
Transferability of skills could also be facilitated through the a ccreditation of MOOCs *
again, the future seems to indicate mix and match teaching and learnin g via different
media and different locations for face to face learning. There are also significant
opportunities in those areas which are increasingly positioned as alternatives (or in

0 $OVR UHIHUUHG WR DV pWKH 8EHU XQLYHUVLW\T LQ WKH LQWHUYLHZ
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opposition to) mainstream academic approaches, such as VET, corporate tr aining and the
gualifications awarded by professional bodies, such as those in finance.

Blockchains can facilitate and allow for statements for non-formal and informal learning

throughout the lifelong learning journey of citizens. This will work particularly well for

qualifications such as advanced and higher apprenticeships, where compo nents of the

programmes are delivered by a number of different organisation s. The content on online

education fora, for instance, would be stored on a Blockchain, and facil itate the

answering of questions. The information that may be stored about an individual student,
IRULQVWDQFH FRXOG DOVR EH PDGH DYDLODEOHKHVRWX®E HOWH V QIRAQ M [
enabling a better understanding of research.

Professor Domingue believes that administrative and student-facing pr ocesses within
universities are ripe for radical change because of the fundamental need for the
disintermediation of roles that currently sit within the insti tution and add little value to

the end user +the student. Some components of these process (such as certification )
need to be placed within the custodianship of students and not just the insti tution.

Data Protection

To date, KMI reports that it has not encountered any issues with data protection and
blockchains. In the case of research projects where it is a lead p artner, only public data
is being used, which is in turn placed on the Ethereum blockchai n. When working with
start-ups, the scenario is somewhat different since some of these s olutions are closed". in
this case, none of the data or analysis is rendered public. KMI p rotects privacy through
end to end encryption although EU legislation on the rig ht to be forgotten remains
challenging. OU is currently only using student data sets to attempt to improve value for
money for its paying students.

Professor Domingue identifies two tangible risks at the moment i n relation to public
perception of data protection issues: a) the unforeseeable releas e of private data onto a
public blockchain; and b) negative publicity triggered by, say, a cohort of students who
for some reason or other object to (albeit standard) data being used in conjunction with
the affordances of blockchain technology to produce new analytics. In the near future,
universities will have to update and develop their ethics pol icies as they start to

understand the opportunities and limitations of blockchains

Blockchain Analytics and the EU

Professor Domingue believes that learning analytics will become one of the significant
affordances of blockchain for education, with a positive impact on both the institution and
students:

3,PDJLQH D VFHQDULR ZKHUH HYHU\ OHDUQLQJQDMWHY I XWDRENFKEIQV\
including informal learning +together with informal feedback. All assignment test scores

will be mapped on learning environments across Europe. Europe -wide analytics could
then be developed from the ground up. The best lecturers in Europe by subject could be
easily identified. Learning would become that much more interactive + and reputations
EXLOW RQ PRUH WDQJLEOH PDWULFHV’

Professor Domingue suggests that the EU should consider supporting th e development of
an EU-wide blockchain for experiments in e du cation. Funding would be provided for the
more innovative projects on the same blockchain * starting with pilots managed by
consortia of universities and other researchers. It should org anise an education
programme and a set of information meetings for different stakeholde rs. For instance,
colleges should using blockchains to connect with other colleges in different parts of the
country, and in different EU countries + fostering collaboration. At the same time,
colleges, VET and higher education institutions should also be looking at the registrar
function, and how this could be vastly upscaled through the strateg ic use of a European
blockchain. The success of pilots on a European blockchain could th en be levered to

encourage knowledge-transfer across EU Member States.
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8.2 University of Nicosia

Interview with Professor Soulla Louca and Professor George Giaglis

The University of Nicosia (UNIC) KDV FODLPHG D QXPEHU RI pZRUOG ILUVWVY LQ

to maximising the potential of the blockchain in education L. UNIC claims it is the first

university to:

2 accept Bitcoin for tuition for any degree program at the university (October 2013);

2 teach a university-level course on cryptocurrency, delivered as a MOOC called
H,QWURGXFWLRQ WR 'LJ(MQ 20M4))UHQFLHVY

2 offer an accredited academic degree program + a Master of Science in Digital
Currency *taught online in English (March 2014 with first students graduated in
june 2016);

2 issue academic certificates onto the Bitcoin blockchain, using its o wn in-house
software platform (September 2014).

Discussions with Antonis Polemitis, CEO of UNIC at the ASU GSV Summit, 2017 and a

subsequent interview with Blockchain Initiative coordinators P rofessor Soulla Louca and

Professor George Giaglis indicate that UNIC considers Blockchain techn ology as a

cornerstone of its strategy ~ °2, and a point of differentiation from other higher education
institutions. Although 81,&T1V LQWUR Ge¢eFMO®O\on Digital Currencies is not

W

unique *, it is positioned as the first course of the MSc in Digital Curr ency. Components

of the MSc are in turn repackaged into blockchain p rof essional certification programs

which translate into CPD and ECTSs.

In September 2017, the eighth version of the MOOC will be launched. To date, the MOOC

has attracted students from 80 different countries and has shown good completion rates.

&RXUVH FRQWHQW LV KRVWHG E\ 81,& DQG FRAWIQWKM WRLWNBOLW\E

networks in the global teaching community. The Blockchain Research Centre is positioned

as a world class centre on emerging technologies, which will integ rate, expand the scope

and strengthen the inter-disciplinary research already carried out in this evolving field.

Bitcoin to facilitate payment of tuition fees , admissions and access

When UNIC introduced the Masters in digital currency, one of th e first things it did was to

allow students to pay in Bitcoin. Both Professors Louca and Giaglis i dentify this early

decision as having significant advantages for the university and students:

2 It was perfectly logical to allow students joining a digital currency program that is
taught online to pay for their studies with a digital currency . This immediately
GHPRQVWUDWHG 81,&YV FRPPLWPHQW WR HPEUDFH WKH QHZ
affordances.

2 It enabled the Masters course to attract a truly multinational co hort of motivated
students, many of whom are from developing countries. Foreign students are
normally associated with a legacy of pseudo-remittance cases 81,&9MV uSD\ DV \RX
J R §ystem for tuition fees mean that for instance African students are payi ng for

1) See DigitalCurrency.unic.ac.cy

®2)  81,&fV UROH DV D %YORFNFKDLQ LQQRYDWRU IHF RFQIGHFA B \KD rididrK EHM Q U
publications, such as CoinDesk (2016) and the Merkle (2017). See https://www.coindesk.com/the-global-
universities-embracing-cryptocurrency

(53)  see https://www.coursera.org/learn/cryptocurrency
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their fees on a monthly basis, and avoiding remittance charges asso ciated with
traditional bank clearing which may amount to up to 20% of the tuition fees *

2 Rebuilding the system for issuing certificates and verifying credentials is not
necessarily going to solve day- to-day problems for students such as cashflows or
administration costs. Being able to pioneer a payment system withou t an
intermediary payment provider adds value to both parties in the transaction. UNIC
incentivizes its target students to pay in Bitcoin over Bitpay, its own payment
gateway, by offering a 5% discount over net fees.

2 Helping someone pay and going the extra mile from a registrar poi nt of view also
increases access to higher education: a refugee was given a scholarship for the

programme and this in turn led to him securing residency status.

Issuing and authenticating Certificates using a Blockchain

Blockchain certification is one way of bridging the gap between tr aditional university
research practices and the need for pragmatic solutions for the mar ket. UNIC has
commissioned its own development team to issue and authenticate cer tificates using the
Blockchain, using the Blockcerts open source standard *its relationship with MIT Media
Lab dates back to 2015.

The challenge many universities face is not just admissions office s wary of the fraud
DVVRFLDWHG ZLWK WDNLQJ SD\PHQWYVY IURP pLQWHOQB@aNdIRQ DO
problems of higher education institutions tampering with th e numbers of student cohorts

In certain countries people are prepared to pay a bribe for a semi-authentic seal of
authenticity from some central authority. There is also no current registrar SaaS that can
readily verify identity.

UNIC describes the process for issuing and authenticating certificate s using a blockchain
in a web link **. All the MOOC certificates are being issued using a public blockchai n; in
June 2017 testing commenced on a system to publish all diplomas using a blockchai n by
October 2017 and provide software tools so people can confirm the aut henticity of
certificate through the use of language and other applications. UNIC remains part of the
Blockcerts consortium and committed to open standards, but is now u sing a variety of

tools to improve the user-facing interface layers.

Figure 25 below is an illustration of an index of certificate s

(54} Transaction payment charges to Cyprus are also hig h because of the modularity of payments.

(5%)  see https://digitalcurrency.unic.ac.cy/free-introductory-moo c/self-verifiable-certificates- on-the -bitcoin-
blockchain/academic-certificates- on-the -blockchain/
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Figure 21: University of Nicosia Index of Certificates notarised on the Block chain (excerpt)

The need for a standard for certification: scalability and portability

The challenge with issuing of credentials using a blockchain is no t the technology  *that
may well be the most manageable part of the equation. If we want t o look at increased
widespread applications of the technology + for instance, integrating certificate
verification into HR software or using the technology to facilitate the seaml ess recognition
and transfer of credits between universities +the problem that has yet to be solved is the
transfer of metadata.

ProlHVVRU *LDJO L Yh&eRaveé difficuRies if you want to optimise what you do on th e
Blockchain and do it at scale. It is one thing to develop te chnology that publishes PDF
certificates ; it is altogether more complicated to do have technology that supp orts full
degree transcripts and diploma supplement s. Nevertheless, this is doable, and doable
now. The real challenge is to scale this technology across higher education institutions so
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it gets integrated with internal systems * this is now not dependent on technology, but

on the propensity of universities to exchange information; an d for employers and other
interested parties to validate the authenticity of a certificate without having to contact
the university itself in the first place. A student from Bangladesh University should be
able to demonstrate that a certificate is authentic and verifiable with out having to contact

the country that issued WKH FHUWLILFDWH LQ WKH ILUVW SODFH ~
Mr BROHPLWLY QRWHV 3 W ZRX@iBe E highKs¢idel® &rovmiQhe world had

some common standard for accreditation and recognition. We cannot have 40 standards
on a blockchain. How does this become useful to higher education - w hich is being fed by
secondary education? How can we get everyone to subscribe to the same standard? If
any one institution like ours is doing it - it is limited; if a nation state or all higher
education institutions and schools in a country come on board * that would be very
useful .

Professor Giaglis opines that there is currently not enough tracti on on Blockcerts to make

it the de facto ptandard ffor blockchain in education * although UNIC continued to
support it, and develop applications on the open standard. 3t may well be that MIT has
different priorities at this juncture as the early momentum in th e community site appears
to have slowed down. W LV QRW LQ 81,&TTV LQWHUHVW WR GHYHORS FO
independent of the open spirit of Blockcerts. But we do need to move at pace. Sooner or
later our paths will hopefully converge and there will be shared experiences which will
enable UNIC to tunnel back into Blockcerts as the de facto open stand ard for the
blockchain in education

Having the CEO as a champion of blockchain means that UNIC is inevitabl y an advocate
for the affordances of the technology. UNIC believes that its comm itment to the strategic
use of the Blockchain may soon be mirrored in other institutio ns, and in sectors beyond
education, with a network effect that will impact industry + WKH 3UHDO PDUNHW"~ WKHUH
some doubts that higher education alone can lead the charge to make blockchain
technology sustainable in the very short term.

The corollary is that if people in complementary industries can int eroperate, there will be
inevitable benefits to education. UNIC pointed to the need for a standard, for instance,
that could authenticate comments on the Blockchain. Such agreement woul d lead to
network dynamics. The hope is that a de facto open standard will emerge + despite the
efforts of enterprise to primary go for closed, proprietary so lutions. When people see real
life benefits in the implementation of a technology, it is inevitab le that a set of commonly

agreed metadata will be exchanged.

8.3 MIT

Interview with Mary Callahan, Registrar and Senior Associate Dean, Registrar's
Office and Brian Canavan, Senior Associate Registrar at MIT

In 2015, the MIT Media Lab started using Blockcerts for issuing di gital certificates to
groups of people in its broader community , such as Director's Fellows (Schmidt, 2015;
MIT Media Lab, 2016). In the process, MIT has become an advocate for r ecipients having
more control over the certificates they earn, and without having t o rely on third-party
intermediaries such as universities and employers to store, verify and valid ate credentials
+ often at an additional cost. Blockchain technology and strong cryptog raphy have been
used in conjunction to develop the Blockcerts open platfor m for digital certificates and
reputation. | n June 2017, MIT used Learning Machine (LM) Certificates, a commercial
solution developed over Blockcerts, to issue diplomas for two cohorts of students at the
MIT Media Lab (Media Arts and Sciences) and the Sloan School of Business. Thi s is the
first issuance of such certificates, using LM technology and the first examp le of recipient-
owned diplomas.

Ms Callahan and Mr Canavan identified the following objectives for the two p ilots:
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2 provide alternatives to the current options for official MIT t ranscripts , which already

include eTranscripts  *°;

2 learn first-hand from students T H[TSHULHQFH DV UHFLSLHQWYV RI GLJLWDO
have been notarised on a public blockchain;

2 gather information that may optimise the development of an administr ation
console;

2 secure information that may determine the format for future-pr oof certificates that
are time-stamped, durable, tr ansparent and notarised on the public blockchain;

2 gather information from recipients over the summer before expandi ng their

implementation across campus;

2 develop confidence and knowledge for a larger pilot in Quart er 4 2017, and much
wider deployment at MIT in 2018.

Registrars empowering Students

The selection of the two pilots has much to do with the fact that the majority of the
student cohort is international, highly mobile and therefore interested in certification and
transcripts as a means of empowerment in different geographical con texts. MIT is
particularly sensitive to the needs of these students, and the fe edback it receives when
issuing paper-based certificates, diplomas and transcripts . MIT is committed to
empowering students to own their credentials but does not se e its experiments with
blockchain technology as being prescriptive: students will continu e to receive their paper
diploma for the foreseeable future.

The pilots will be invaluable in observing how students interact with th e new technology
the student is the critical path in the pilots. Once they do wnload and use the app,
students are guided to a console where they are encouraged t o provide feedback about
their user experience. MIT are using LM data analytics for this purpose , monitoring how
students are interacting with the technology interfaces and measuring succ ess against
pre-determined parameters for the pilots. The registrars bel ieve that much will be learnt
from what learners want from the digital space now +and in the future . Both quantitative
and qualitative data will be collected, including data on what stud ents do with the
certificate once it has been downloaded.

MIT is approaching the pilots purely from a service perspective. The goal is to provide
students with control over some of their own records and let them be t heir own stewards,
raising awareness of the importance of ownership of credential s in a global context, and

beyond academia.
Ms Callahan observes: S6WDUWLQJ ZLWK WKHL Ustidgrgs ElL isdlide Phiat\they

can operate without the university as an intermediary. Without an intermediary means
that as Registrar, | am not involved in the transaction. There needs to be trust th at the
diploma is bona fide and issued by MIT, but now also residing on a blockchain . Right
now, that gives me great confidence that the credentials are pr otected and there will not

a risk of spoofing. Students get control of their record +itis certainly a different dynamic
to making paper copies. We have such a global group of students and t his diploma will be
forever deliverable for higher education. It is a composite of th ings that come together in
this pilot it can become a truly transformative approac h for higher education. Whatever
happens we will learn a lot +we will determine if our contribution is really fulfilling a need

in higher education

Mr Canavan reiterates that the litmus test is the learner. 3$V UHJLVWaddgétting
our hands dirty. We will get data which will loop back into i mproving administration. It is

(56)  http://web.mit.edu/registrar/records/transcripts/official.ht ml
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certainly not a way of saving costs for MIT. Our objective is to empower the learner, to
translateour HIIRUWYV IRU WK HeReft XGHQW TV

Other considerations for the present and the future

0, 7 { ¥ecision to use Learning Machine certificates to issue digital diplomas as opposed
to building in-house applications in line with Blockcerts, was based on the stat e of
UHDGLQHVYV RI /O0TV WHFKQRORAA iRl speedHo la®eR WM are also
considered to be arms-length MIT trusted partners because of t heir collaboration on
Blockcerts. As an advocate for open source, issuing diplomas using th e LM certificates
UHWDLQV 0,79V FDSDELOLW\ WR WDNH RYHU IXW X UH ODaMMMIORSPHQW VL
Blockcerts, which means that the code is fully accessible. Each diploma has a badge that
links back to blockcerts.org, so anyone can inspect what is happening, how it works,
what is on the blockchain, etc. + WKHUH [bMclQoRx puy

Ms Callahan says that at this juncture, there has not been much thoug ht on more
complex issues such as standards for certificates or credit transfers o f institutions ;
whether the pilots will lead to research and academic publication s; how blockchain
records could interface with HR systems; or how collaboration n etworks with other

universities could evolve *into say a private blockchain between reputable universities.
3:H GRQ W ZDQW WR EH FR\ EXW ZH g&bQut\ihedeQsRues)D ThekeHig/

D

significant interest from MIT faculty to certify some level of knowledg e, and particularly
to look at academic programmes and research that have not yet resulted in a degree or a
credential. Perhaps blockchain technology can help us find a way of crede ntialing some of
this learning. We could also be looking at standardising our contri butions to blockchain.
%XW ZH DUH QRW WKHUH \HW’

The pilots have been developed in such a manner that they can be rapidly scaled up for
other faculties within MIT, and accommodate much higher volumes of transactions
Lessons learnt from the experience by the registrars are likely t 0 serve colleagues in
higher education, including those who have already expressed an i nterest to develop
their own applications. There is an awareness that a pilot in a high-profile environment
VXFK D 0,79V ZLOO LQHYLWDEO\ KDYH DQ LPSDFW EH\R\K®OW\DWHPV
native to MIT. The next issuance of diplomas is scheduled for S eptember 2017, after
which date plans will be made for a larger, more robust pilot. At this stage, the registrars
will also consider the advice of members of faculty who may well wish to have a more
federated approach, from their learning perspective. To date , the registrars are guided by
the technical expertise within MIT that has identified the blockcha in as a technology of
the utmost security that meets the requirements of a top universi ty with a brand with
significant brand equity: the risks of scooping are minimal.

Mr Canavan confirms that the MIT Registrar's office has been working wit h Learning
ODFKLQH WR UHILQH WKH SURGXFWYV URXJK WHWEIJWR XMHEMW 00D QV JIRIRH
ideas have been exchanged for future enhancements. 3$W WKH PRPhEQ We isgue a
diploma certificate on the Bitcoin blockchain, it may take up to 30 minutes for the data to
be processed - but that is reasonable considering the time savi ngs for MIT and learners

in the future who require transcripts. Lessons are also being learnt by Learning Machine,

SO we expect improvements in the user interface in the near futur e. A small example is
when we have a recipient list and we used to host those lists. Our expectation is that this
data will eventually be exchanged digitally with little huma n information - right now there

is still a significant need for human intervention. This is part icularly important if we want

to start to address the IXOO FRKRUWY RI VWXGHQWV’

MIT uses third-party transcript vendors to publish transcripts. | t is highly likely that such
vendors will also be monitoring developments linked to blockchain: it would not be
surprising to see vertical partnerships in the industry in the futur e. The MIT Regist UDUTV
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office is open to sharing its future blockchain experiences with o thers considering doing
pilots which may benefit the end user >,

8.4 Maltese Education al Institutions

While many governments have expressed an interest in implementing bl ockchain
technologies as part of their eGovernment efforts, few have commit ted to actual
technology rollouts %,

The Republic of Malta has been considering a nation-state pilot o n the Blockchain in
education since 2016. Malta's aspirations to be proactive in the blockchain space are not
restricted to education, but to become a 'blockchain island’, in a similar vein to other
small or island states, such as Mauritius (see Stanley, 2017): Malta has a tr ack record of
pioneering technology, including telecoms and online gaming , earning a reputation for
EHLQJ DQ pLVODQG ODEY $68 *69 6XPPLW WIQV W IK@IJ (B Q& UU iVKIHG
deployment of new technologies. There is no one unique facto r that differentiates Malta
from other jurisdictions seeking a similar positioning other than a composite of factors:
strategic location, size, topography, social diversification, language an d proactive role
within the EU  +and perhaps most importantly, access to policy-makers and the polit ical
class.

In January 2017, the Ministry for Education and Employment (MEDE) signe d a

Memorandum of Understanding with Learning Machine Group (LM). The MOU coincided

with the conclusion of a conference held between 19 ™ and 20 ™ January 2017 as part of

Malta's Presidency of the Council of the European Union . The MOU signalled the
LQWHQWLRQ RI ERWK SDUWLHV WR GHYHORS W QG LOFYO GsBWQWQD 0DO
technology platform, which is based on the Blockcerts open standard d eveloped by LMG

and the MIT Media Lab.

MEDE believes that the strategic deployment of Blockchain technology signals
*RYHUQPHQWTV FRPPLWPHQW WR SURYLGH OHDUQHUV DQHJVZIRIUNHUYV
and portability of their own official records of learning achi evement. The stated objective

of the pilot is self-sovereignty - to lever on the affordance s of the Blockchain to empower

Maltese citizens to own their credentials, as fully contributing, sk illed members of the

21st century workforce which is increasingly mobile, international, an d self-developing

(as lifelong learners). The secondary objective is to continue wit h ongoing initiatives to

internationalise and cross-reference credentials secured fro m Maltese institutions with EU

frameworks .

57 MIT describe their experience with the Blockchain pilots: see http://news.mit.edu/2017/mit-debuts-

secure-digital-diploma-using-bitcoin-blockchain-technology-1 017

8 The Republic of Georgia is an exception to this trend. In February of 2017, they signed an MOU with the

Blockchain company Bitfury to log real estate transactions on t he Blockchain. Georgia uses a combination

of private and public Blockchains as part of its digital r eal estate initiative. It logs details of the transaction

RQ WKH SULYDWH JRYHUQPHQW %ORFNFKDLQHZ&HWDDOW R GVQR WD SWDQYK WKKRDW LV VW
the public, Bitcoin Blockchain. That way, any individual can verify the authenticity of real estate ownership

certificates without seeing the details of the real estate transaction i tself. In the real estate purchase use

case being implemented by Georgia, keeping the details of the transacti on private makes sense.

9 6HH OLQNV IRU 37KH 6WDWH Rl 'LILWD QLMK RIRDIQRHF MIPGD IWMHIQGHG DQG 2SHQ /HDUQ

https://education.gov.mt/en/digitaleducation/Documents/conference_ magazine.pdf and a subsequent
manifesto on digital education at:
https://education.gov.mt/en/digitaleducation/Documents/Malta%20E U%?20Presidency%20Digital%20Educ
ation%20Manifesto.pdf

(60)  Malta is a full member of the Bologna process / higher edu cation area since 1999. The Malta Qualifications
Framework (MQF) assists in making the Maltese qualifications system easier to understand and review,
and more transparent at a national and international | evel. The MQF is also a referencing tool that helps to
describe and compare both national and foreign qualificatio ns to promote quality, transparency and
mobility of qualifications in all types of education: it is p rimarily referenced to the European Qualifications
Framework (EQF) as well as to other non-European qualificat ions frameworks.
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MEDE selected the LM solution specifically because it is built on Blockcerts, an open-

source initiative that is OBI-compliant and sets out a common p ath for learner and
worker-owned official records. The LM technology to be deployed i n the nation-state pilot
provides policy-makers to advanced analytics. Having been built specif ically for academic
credentialing and professional certifications, the solution supp orts the creation, issuing,
viewing, and verification of blockchain-based certificates. The digital ce rtificates for
participating institutions will be registered on a public block chain and cryptographically
signed, and, as such, are tamper-proof and immediately useful when apply ing for
employment, university or immigration. The Malta pilot will commence with a pu blic chain
for educational records, with the caveat that this is both scalabl e and flexible, with the
option that citizens who receive blockchain credentials will ben efit from both public and
private blockchains in the future.

Although certificates are being issued using a blockchain (a distri buted p2p data store
that does not reside in any one geography by design), the cert ificates themselves can be
hosted anywhere if countries and recipients want to use the web to display and validate
them. Anything that is hosted on the web (from the data entered into the issuing
platform to the certificates stored after being issued) is held in an encrypted, private EU
data environment that is fully compliant with all EU data protection | aws ®*. The data and
analytics interface will only be accessible to authorized users g iven access by the Maltese
government.

Education perspective: Parallel pilots at three institutions

On 22" September 2017, MEDE signed a contract with LM to implement four separate
pilots at the Malta College for Arts Science and Technology (MCAST) , the Institute for
Tourism Studies (ITS) and the National Commission for Further and H igher Education
(NCFHE), commencing Q4 2017  °2. The University of Malta is also in discussions on a
strategic partnership with LM on a blockchain credentialing pilot and academi c research.

MCAST Diplomas

LM will provide MCAST an issuing workspace to design diploma te mplates, approve
recipient lists, and issue digital diplomas to graduates thro ugh an opt-in process.
Recipients who choose to receive their diploma in this format can share them online or
directly with others (schools, employers, etc.) in a format that can be independently
verified as authentic. MCAST benefits from fraud protection and a new form of marketing
& analytics that arise from the sharing of these digital diplomas.

ITS (Training Certificates)

Similar to MCAST, LM will provide an issuing workspace to the Inst itute for Tourism
studies (ITS) for conferring digital certificates of completion/ach ievement to students.
These official digital certificates can be provably owned by graduat es and contribute to
their lifelong record of learning. ITS benefits upgrading dig ital infrastructure with latest
technology that ensure fraud protection and public presence that raises the profil e of ITS.

NCFHE (Equivalency Statements)

LM will provide an issuing workspace for the NCFHE to create te mplates and issue
statements of educational equivalency to learners upon request, to replace the PDF-
based process currently used. The benefits of these blockchain-base d records are fraud
protection for the NCFHE and instant verification for any entity that wishes to check the
authenticity of the statement. These equivalency statements are owned by the NCFHE,
not recipients, so the implementation process is relatively simpl e. An ongoing application
of equivalency statements is for the certification of credentials of people who claim

(61)  Also see Smolenski (2017b)

(°?) See http://connectedlearning.edu.mt/malta-first-nation-state- to -deploy-blockchain- _in-education/
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refugee status, arrive in Malta as irregular migrants or who for some re ason cannot
readily secure access to their academic credentials.

NCFHE (Accreditation and Licensure)

LM will provide a second issuing workspace for NCHFE to issue certifi cates of
accreditation to the 100+ institutions they regulate. The be nefits of these records are
fraud protection for the NCFHE and more convenient verification of institutional
accreditation for providers that operate outside of Malta's bord ers. Estimated launch date
is June 2017, but may be vary based on NCFHE's timing preference.

The Malta pilots will involve registrars, technologists, researchers an d policy-makers. The
objective is that strategic decisions on scalability and private vs pu blic blockchains will
also be made in the process. There are benefits associated with wr iting certificate data to
both public and private chains. When certificate data is logged on a public chain, that
enables learners to completely own their entire record of achi evement: this means they
can present their certificate to any employer, any admissions committe e, or anyone else,

and that third-party FDQ LQVWDQWO\ VHH WKH HQWLUHW\ RI VBKMHRULHGHQWL
its legitimacy.

Beyond Education: The Nation-State perspective

The MEDE pilot is being positioned as a live case study for the National Blockchain
Strategy for Malta (Diacono 2017a, b). In July 2017, Malta appointed a Parli amentary
Secretary within the Office of the Prime Minister (OPM) to drive nat ional initiatives
related to the digital economy. The pilots on education certi fication are therefore being
deployed within this wider framework, as the first examples of praxis . There are clearly
many potential e-government projects %3 that would also benefit which involve the issue

of certificates on the Blockchain. The following is an ongoing list identified by OPM:
Health Care; Land Registry; Notarial Acts; Life Events (Births, Marriages, Death
Certificates); Address Points; Police Conduct; Court Case outcomes; Drivin g Licenses and

E-Democracy Events.

The education pilots will also be monitored while planning for pilots in more challenging
areas, such as finance.

(63)  Malta has a reputation for excellence in the delivery of eGo vernment services. In a 2016 study
commissioned by the European Commission, Malta led rankings in a Il top key indicators measuring the
delivery and performance of eGovernment services. See European C ommission, eGovernment Benchmark
(2016), available at: https://ec.europa.eu/digital-single-market/en/news/eu-egovernment-r eport-2016-
shows-online-public-services-improved-unevenly
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9 Government and Blockchain Technology

Governments and regulatory bodies world-wide are closely monitoring technology
advances in blockchain technology. The benefits of this are likely t o be profound for
government  + delivering productivity, security and efficiency gains. Blockchains can be
used as a common reference point to bring together differen t levels of government (local,
state and federal) to host government registries of open data. This may mean more
reliable integration across government services, improved mobil ity and business
consistency across states and better regulatory oversight when bl ockchains record

operational information in regulated industries o4,

9.1 Considerations for Policy Makers

The social value proposition of blockchains discussed in sectio n 4.2 is of fundamental
importance to government. For policy-makers, assessing the current and future impact of
a disruptive technology such as blockchain - and determining the p olicy choices to be
made and strategies to be developed as a result - is a particularly complex exercise. This
is not just due to the newness of the technology, and the uncert ainties over how it will be
adopted by various stakeholders in the near and medium-term future. The complexity
has much to do with the relative importance that stakeholders may attribute to the valu e
proposition of blockchains . There are potentially conflicting interests at play in disparate
groups of stakeholders, where such groups may be numerous and so metimes not readily
identifiable. What may be a value proposition to one stakehold er group may well
constitute a risk that needs to be mitigated by another user group. Government has the
additional onus of having to mitigate risks and identify polic ies and strategies that may
be implemented IRU WKH USXEOLF JRRGYT

If we had to quickly assess the relative importance of the five p rinciples making up the
social value proposition of blockchain to Government and compare thi s with the likely
assessment of the three other primary stakeholders in the edu cation landscape,

differences in evaluation are revealed

Table 1 is a snapshot of NH\ VWDNHKROGHUVYT DVVHVVPHQW RI WKH VRFLDO

indicating potentially conflicting positions and agendas:

(64) " Two recent publications by the Government of Australia conducted by Data61, the innovation arm of the
Commonwealth Scientific and Industrial Research Organisation (C SIRO) provide fascinating insights on the
emerging technology and its impact on both private and p ublic-sector organisations. One focuses on four
possible scenarios for blockchain adoption in Australia, whil e the other centers around the opportunities
and risks for the technology in several application areas, including government registries and agricultural
supply chains. These publications are essential reading for policy -makers interested in the opportunities
and risks for Government planning for a mass take-up of blockchain technologies. See Hanson et al.
(2017) and Staples et al. (2017) for a deeper analysis on some of the ideas discussed in this section.
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Table 1 Relative Importance of the Social Value Proposition of Blockchain Tephtmkey Stakeholders

Government Industry / Education Learners
Stakeholder Institutions
Bodies / Self-
Regulatory
1| Self-Sovereignty and High Uncertain Medium High
Identity
2| Trust High High High Uncertain
3| Transparency and Uncertain High High High
Provenance
4 | Immutability High Medium Medium Medium
5| Disintermediation High Low High Uncertain
The rate of change and the speed of introduction of new, disruptive technologies add to
the complexity of assessing the social value proposition * particularly since scale, speed
and complexity must be considered together . It becomes increasingly difficult for
governments to understand this mesh, and to plan, implement and realise benefits using

their traditional non-collaborative organisational structures.

There are several pnknowns fat play that impact the social value proposition for
Government, at the core of which lies a communication dilemma:

2 7KH pPDUN HWdkch&rl § ¥ocial value proposition has still to be developed: for

instance, although blockchain technology is forecast to impact many areas ( see
Annex 1) to date, it is currently synonymous with fintech, not education, th e
subject of this study.

2 Attempts at communicating the value of blockchains to society at large are
currently within the domain of specialist researchers, academics and ind ustry
insiders. There is a need to communicate the very complicated concep ts in a clear
and comprehensible manner that can resonate with target audience s within the
various stakeholders if we are to make rapid progress. This proce ss has yet to
start.

3, W LV RIWHQ DVVXPHG WKDW LI EORFNFKDLQ WHFKQRORJ\
benefits, then it will inevitably be adopted. However, there are many

challenges to the adoption of blockchain. First, the many risks and

limitations of blockchain must be weighed against their possible

benefits. Second, the path to adoption of a technology is not always
clear, especially where many of the benefits are significant only with

large-scale adoption because of network effects, and where it is not
clear whether the parties who benefit also bear the costs of dep loyment
and operation. Third, the potential disruption and disintermediat ion

enabled by blockchain may be a threat to powerful incumbent
organisations who may act to limit the acceptance of blockchain
technologie V-~

(Staples et. al. 2017)
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When considering how to engage with the fundamental social valu e propositions of
blockchain technology, policy-makers therefore need to strike a b alance between the
excitement that is rightly associated with a technology that has significant potential for
public services and the public good; and the uncertainties on the very fundamentals of
the technology, which therefore call for policies and strategies th at are as much rooted in
caution and forethought as they are driven by the opportuni ties to secure a competitive
advantage over other nation states.

Table 2 tabulates some of the primary considerations for policy-make rs in Government
when engaging with the fundamental social value propositions of the Blockchain . In
reality, these principles are inter-linked, so issues raised are likely to be cross-cutting
across a number of areas, also reflecting the very nature of Government and public
service.
(%) These considerations are based on interviews with industry experts and on recent research commissioned

by the Australian Government. See Hanson et al. (2017) and St aples et al. (2017)
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Table 2: Considerations for Policy-makers on the Social Value Propo sition of the Blockchain

SOCIAL VALUE CONSIDERATIONS FOR  POLICY - MAKERS

PROPOSITION

Self-Sovereignty 2 At face value, democratic governments in the EU would be expected to be supportive of new technologies

and ldentity that empower citizens § Vid@éreignty . From a pedagogical perspective, the principles of self-sovereignty
are at the core of the European project.

2 Governments are taking different approaches in determining how to engage with blockchain technologies.
Self- VRYHUHLJQW\ LOQHYLWDEO\ RSHQV XS D 3DQGRSUDIDOER RNRIRWHEHMIDLRDO
identities, user privacy, elD systems, user identity verification in a decentralised verification environment +
to name a few. Wha t represents a self-sovereign right for citizens and learners in particular, may well be a
threat to the traditional way governments have organised their pr oprietary information and e-identity
systems . Digital identity management therefore presents the benefits of bolstering trust and cert ainty for
economic activity, but continues to pose challenges to Government in terms of privacy and security.

2 If we were to use a technology metaphor, o n a blockchain a citizen fV GLJLW D O isLrépke&ekivdd Wy an
anonymous public/private key combination. From a government perspective, t here is the need to tie digital
identity to a real human being: this may mean tying it to a social security numbe r or, in the future, biometric
data or some hash of biometric data. In the near future, our fingerp rints may become our default private
key 6667

2 It is reasonable to assume that organisations working on eGovernm ent solutions in Member States will
already be researching and considering the development of soluti ons that enable notarisaton on a
blockchain. These organisations may range from in-house technology t eams to niche startups. For instance ,
Procivis ®, a Swiss technology firm, develops 'government trusted electro nic ID solutions built around the
safeguarding and self-sovereignty of personal data'. Its Procivis elD+ product levers on biometrics,
cryptography and the blockchain to provide both Government and th e end user with a tamperproof digital

(°%) At arecent Ethereum summit, Melanie Shapiro, CEO of Case, a nnounced that her company is developing applications that use b iometrics for deployment via the Case
Wallet. At a recent Ethereum summit she said that Case are workin g with biometrics. See www.choosecase.com

(°) A blockchain wallet could be used as a hard wallet and secured wit h a biometric key and keep a thumbprint record which is in turn kept securely in pieces so there is
no centralised record . You can then give some security to the thumbprint as well. It is likely that there will be industry announcements on this as pect of the Blockchain

in the near future.

(*) See www.procivis.ch
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identity. Procivis are working through issues related to real pe rson / Government vs Blockchain attestation of
identity to create one to one shops for eGovernment applicatio ns. This dual accreditation challenge is likely
to resonate with any member state that has invested significantly in e -identity systems and now needs to
understand how the self-sovereignty at the core of the Blockchain proposition impact the affordances of
existing e-identity systems.

2 As the operator of nation al elD systems, Government has a duty of trust in identifying use rs online and
linking their digital to their TUHDO OLIH Jsihce duiMdewitification is critical to establishing trust in
transactions, and for accessing essential services. Digital identi fication services currently verify claims about
the attributes of an identity, usually by assessing the provenance of a supplied document. In our globalised
world, every commodity consumed corresponds to the movement of people, and/or materials across
locations. The underlying supply chains, however, are often opaque t o the end consumer. Creating
transparency and provenance for consumer goods, by identifying and cross-referencing their relationships
with locations and people, enhances trust and confidence in these transactions. Proof of identity is, however,
one of the most fundamental, often challenging, and resource-inte nsive transactions involved in the digitised
world.

2 There is awareness within Government that all the sources of v erifiable data are not QHFHVYV Ddkin@to
each other  Blockchains could give a student the permission to have rights to his or her data, and in turn
assign the rights to share this data + creating a chain. This would be tantamount to empowering an
individual to be able to give permission to institutions to talk to each other as opposed to assuming that the
institutions will do this on his or her behalf . Power is pushed through a master key that is kept by the
individual who then decides what to do with variants of his or her identities. Smart contracts, if programmed
properly, could choose the entire sets of authorisations and certi fications and then you provide the learner
(or a third-party like a potential employer) with the requi site assurances that everything is in order.

Trust 2 Blockchain technology is of significant importance for its potenti al to generate trust on the internet, where
trust is difficult to establish.

2 'HVSLWH FODLPV WKDW WKH EORFNFKDLQ KHU D ORSAL RMK D | blbckdhain does Dot W
remove the need for the basic principles of trust to conti nue to be applied. Users are still inevitably exposed
to an element of risk in their use of blockchain technology. In a blockchain, what is trusted (relied upon) is
the blockchain software, the incentive or contractual mechanisms driving t he behaviour of processing nodes

(%) Blockchain technology integrates networks with databases resulti ng in a peer- to-peer based distributed database spread across multiple entities, with no single owner
or single point of failure. Blockchai Q WHFKQRORJ\ UHPRYHV WKH QHHG IRU WUXVW BHDADXR/@ BRPMDELDMWHOVWQALPKURDREURVY HQWLWLHYV PHDQ
trusted third-party is needed to guarantee that the transact ion occurs - hence the claim for the 'trustless society'.
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that operate the blockchain system, and the trusted thi UG SDUWLHV WKDW DFW DV uRU
information about the external world on the blockchain. Althoug h a blockchain does not remove trust, it can
remove the need to trust a single specific third-party to main tain a ledger, and so is sometimes called a
MGLVWULEXWHG WUXVWT P HF K D-Qds&tRsystem, theBrOsRiiodhEatiBsla@e wider. For example, if

users access a blockchain through an intermediary, such as a digital curr ency exchange, they trust that
LOWHUPHGLDU\ LI WKH L QtévrHdils thér lugets \fiady [ask\¢ontrol of assets on the blockchain.

At this early stage in its development, policy-makers have to conside r what the blockchain can be trusted to

do, and for how long. The experience to date with Bitcoin is that the digital currency can be trusted to retain

its integrity because it cannot be counterfeited. The ongoi ng discussion, however, is whether the blockchain

can perform for use cases beyond digital currency + such as the education sector. The challenge with
software is that is essentially a black box +and particularly for policy-makers with a tradition of minimisin g
risk and maximising control over enterprise software. Trust is subjective , conditional and contextual tand is
typically dependent on trusting something or someone to perform a particular action. New distributed ledger
technologies (DLT) primed to go beyond digital currencies need time and experiments to build their
reputations and awareness for what they can be trusted to do. Gov ernments will be sensitive to the fact that
reputations are built over time, and tightly coupled with pe rformance. Poor performance quickly erodes
WUXVW DQG SHRSOHTV WU X ¥WnucifaBt&r EndrLi@pedplél UR G

Understanding technological capabilities is therefore paramount f or regulators so they may ensure they are

able to set appropriate regimes with respect to information discl osure, fair commercial practices, such as
quality of service, and dispute resolution and redress. The core benefit is the underpinning capability of
distributed ledgers to establish a fact at a given point in time, wh ich can then be trusted. The distributed
ledger is able to act as an oracle *where an oracle is any source of information that is deemed to pr ovide
credible and reliable (trusted) informa tion zand that in turn can be used as a reference that contributes to
the integrity of other transactions. A distributed ledger cou Id be an oracle for identity, content and/or
transactions.

Transparency and
Provenance

In principle, blockchain technology should contribute towards go vernments increasingly obliged to operate in
a transparent manner, and demonstrate provenance when required.

Distributed ledgers can store digitised representations of real-wo rld transactions that may be trusted to
prove the history of an asset or object. By tracing the transactio ns, the identity of the asset or object (or the
current owner) can also be demonstrated. Whilst this may be easier for an easily identifiable asset (such as
an academic certificate), a commodity like grain or milk generally require s a proxy for each asset unit such
as an RFID tag zincreasing the assurance being provided but not providing absolute provenance. Blockchain
technological would significant  ly contribute towards guaranteeing provenan ce, with significant positive
impact on related Government activities and markets.
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Blockchains can also contribute to better governance, since the permanent and persistent storage of

assertions, or transactions, allows for them to be trusted for evid entiary purposes. Through the transparency
and immutability of the ledger, blockchains present opportunit ies for regulators to access high integrity
records of transactions in real or near-real time. Programmable transactions and automated contract tools
would enable regulators to enact granular and risk-based market controls al igned with this surveillance.
Blockchain software can embed other information - making a blockchain register much more reliable than
the orthodox register of property transfers and paper records and o fficials who could be bribed!
The corollary to this is that openness does not necessarily mean op en software, or vendor independence
indeed, some of the more innovative blockchain applications depl oyed by Government are currently
dependent on partnerships with a small number of trusted, exter nal, specialist partners and processes that
are neither transparent or necessarily incorruptible (being depende nt on private blockchains, for instance).
Immutability Individual self-sovereignty has much to do with the affordances of a blockchain as a tamper-proof

environment : by which we mean that a permanent record is guaranteed since no d ata is ever deleted, and
only appended to the blockchain.
From a Government perspective, immutability is associated with securit y as much as itis  associated with
standards and interoperability. The dilemma governments face with the blockchain is that a fundamental
reason for their very existence is predicated on long-standing n otions of trust in their ability to function as
representatives for the common good, as trusted intermediaries. | mmutability, therefore, has much to do
with the ability of a government to develop and administer immu table (and hence secure) systems, levering
on state of the art technology which is administered solely by go vernment or its trusted intermediaries. At
present, it is challenging for policy-makers to delegate that r esponsibility to, say, the public blockchain +
despite the claims made that in practice it is likely to be more secure and tamper-proof that any system that
relies on the administration by central government (introducing multipl e points of risk and failure etc.).
Standards enable complex ecosystems to form and evolve. However, i n order to be relevant and drive
innovation (see section 10. 1 for more on standards), they require a relatively stable and define d system.
Interoperability is more than seeking agreements on technical config urations. There needs to be trust in the
market that the standard will be adhered to. Interoperability involves thre e key factors:

a) Data interoperability. We need to understand each other in ord er to work together, so our data has to

have the same syntactic and semantic foundations.
b) Policy interoperability. Our policies need to be aligned o r based on agreed common policy, so that | can
be confident that you will treat my information in the way that | expect (and vice ver sa)
C) The effective, collaborative implementation and use of international standards. The participation of
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numerous countries in the current international standards devel opment exercise, however, makes the
global adoption and uptake of relevant standards more likely.

2 Interoperability also occurs at the legal layer. Whilst software is gl obal, the law is not. Complex legal
TXHVWLRQV PD\ RFFXU ZKHQ H[HFXWLQJ puVPDUW FRQWGEDFMWMIQVFURVIDE
question of which MXULVGLFWLRQ WKH p\sPdpéiatingFiR (3 i BuDdakveftal determination. The

distributed ledger could also potentially be required to be compliant with an unwieldy number of legal and
regulatory frameworks for many, if not all the jurisdictions it is operating in. Customary law and trade
practices are often benchmarks that support dispute resolution in multi-jurisdictional scenarios. The
disruptive potential of distributed ledgers includes poten tially new business models, and new value chain
participants, however, this means accepted industry norms are yet to be formed and tested. Distributed
ledgers need to be tested for failure in both an operational and a lega | sense.

2 Casey (2017) suggests that at this juncture it is prudent for policy- makers to be  deliberately agnostic"
about the various debates on public versus private or hybrid block chains. The situation on the future of the
technology is at best fluid so interoperability is the only sensible o ption to support.

Disintermediation 2 For Government, disintermediation through the removal of third-par ty control of ledgers (specifically asset
and transaction data management) may be interpreted as decentralisation . for a number of socio-cultural,
economic and political reasons, governments tend to be suspicious of disint ermediation. It will be vital that

policy-makers also consider the fact that:

a) a centralised authority always represents a potential single poin t of failure; and
b) a blockchain that is not Government-owned may provide a much more robust infra structure to protect
against the loss of records ~ ™°.

2 Governments will worry about scalability. Blockchain systems such as Bitcoin and Ethereum cannot currently
match the maximum throughput of conventional transaction processi ng systems such as the Visa payments
network. This is a known and current limitation, but is being addr essed by the development of new
mechanisms. While blockchains are currently not highly scalable, this is not necessarily an inherent

limitation, and may be overcome in the medium-term future.

(™) Also see Annex 2 for more information on Decentralized networks.
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9.2 Snapshot of ongoing initiatives in EU Member States

The majority of EU Member States are likely to be experimenting wit h blockchain
technologies. Some are working on national strategies, while othe rs are conducting trials
of specific applications.

The corollary to the considerations in section 9.1 is that blockcha in technology may
represent an opportunity for those nation states who are more agile, such as small and /
or developing nations, and who perceive the Blockchain as a means o f making significant
advances that can lead to transcending borders and provide intern ational benefits. The
following data is primarily compiled from desk research, and is inc luded here to
contextualise the issues identified above through specific countr y perspectives. Section

8.4 also includes a use case study for Malta.

9.2.1 Estonia

As a nation-state, Estonia has long been associated with the concept o f the digital
society * and more recently with blockchain technology. After the nation-w ide
cyberattacks of 2007, the government decided to secure its digital infrastructure through
radical new technology. In 2007, supported by Government and the pr ivate sector, a
team of Estonian cryptographers, network architects, software develo pers and security
specialists started to design the digital signature system that would eventually lead to a
technology called Keyless Signature Infrastructure (KSI) to safeguard all public-
sector data. Today, almost all public services in Estonia are digitalised and accessed
through secure digital identities that are provided to every citiz en and resident.

Experiments with blockchain technology commenced around 2008. The Eston ian
government is not operating a full-blown blockchain eco-system, but levering on its
significant expertise in digital identity management to develop private blockchains in
FROMXQFWLRQ ZLWK WUXVWHG SDUWQHUV p{o-tirfreficy priitdcdsRL WLRQ LV W
excellent for what they were designed for, but not for large s cale enterprise data supply
chains.

A blockchain is at the core of the Estonian national identit y management system: almost

all public services are digitalised and accessed through secure digital identities that are
provided to every citizen and resident. Citizen interactions wit h the state are facilitated
through a raft of e-services and programs, including i-Voting, e-Tax Board, e-Business,
e-Banking, e-School and most notably e-Residency 2 a program that offers electronic
residency to people from outside the country. Since 2012, block chain technology has
EHHQ LQ RSHUDWLRQDO XVH LQ (VWRQLDTYV UHIHD@&WKHVMX\GXLFK DDV
legislative, security and commercial code systems, with plans to extend its use to other
spheres such as personal medicine, cyber security and data embassies. Estoni a relies on
a centralized validation authority to confirm the validity of ce rtificates, using a one-way
hash system to cryptographically seal identity documents, which they also publish in
newspapers to prevent date spoofing. Since 2013, Estonian government reg isters 2
including those hosting all citizen and business-related i nformation 2 have used

*X D UG W LK H suthenticate the data in its databases.
(VWRQLDYV QDWLRQDO SXEOLF NH\ LQIUDVWURBEWXWDBO 3D X WHKMBEANOLHFD W

and signing. The infrastructure also allows forwarding data by using an encr ypting key
pair: a public encryption key and a private decryption key. The tech nology is used in
relation with electronic identity (ID card, mobile ID, digital ID). The public key
infrastructure used in Estonia is the national PKI, which means that th e state undertakes

to assure the existence and functioning of a public key infrastructure.

(") See https://e-estonia.com and https://www.eesti.ee/en

(") See https://e-resident.qov.ee
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Many of the services related to the PKI are purchased from the p rivate sector, such as

the certification, the infrastructure for making enquiries about th e validity of the
certificate, the infrastructure for distributing the public key (LDAP se rvice), the key
creation environment (e.g. ID card chip). Digital authentication is cr itical to government,

business and public services alike, from drafting policy and legi slation, to declaring
finances and registering property and inheritance rights 3. The custodianship and
accuracy of public records are vital to Estonia: PKI renders them t amper-proof from the

inside, or by a cyberattack. Ultimately, the KSI block chain means that while the Estonian
ID Card may never be immune to a breach (although there have been none so far), the

government is assured that rogue alterations to public data will be 100% detectab le.

Keyless Signature Infrastructure (KSI)

KSI is used for independent verification of all government pro cesses in Estonia,
protecting e-governance services offered to the public. .6, SDLUV FU\SWRJUD
IXQFWLRQVY ZLWK D GLVWULEXWHG OHGJHU Q@PRHIRNZ L\WR WXDHU
record of the state of any component within the network and data stores.

Using a blockchain provides exabyte-scale real-time authentication since because every
alteration of a piece of data is recorded. By providing proof of time, identity and
authenticity, KSI signatures offer data integrity, backdating p rotection and verifiable
guarantees that data has not been tampered with. It is transparent and works to the
XVHUYV EHQHILW WRR FLWL]JHQV FDQ VHH ZKR QG LHZHE DK
alterations to their personal data must be authorised. Moreover, t hrough using hash
functions, as opposed to asymmetric cryptography used in most PKI, KSI can not be
broken by quantum algorithms. It is also so scalable that it can sig n an exabyte of data
per second using negligible computational and network overhe ad. It removes the need
for a trusted authority, its signed data can be verified across geog raphies, and it never
compromises privacy because it does not ingest customer data. It is clear that the
system marks a major advancement in PKI.

It creates hash values, which uniquely represent large amounts of data as much smaller
numeric values. The hash values can be used to identify records but cannot be used to
reconstruct the information in the file itself. The hash values are stored in a blockchain
and distributed across a private network of government computers. Whe never an
underlying file changes, a new hash value is appended to the chain , and this information
can no longer be changed. The history of each record is fully tran sparent, and
unauthorized tampering from within or without the system can be detected and
prevented. KSI allows government officials to monitor changes within various
databases 2 who changes a record, what changes are implemented, and when they are

made. The electronic health records of all Estonian citizens are m anaged using KSI
technology, and the country is planning to make KSI available to all government
agencies and private-sector companies in the country.

Estonia is levering on its significant experience and reputation with verified online
identities and eGovernment to develop a smart policy framework for blockchains. This

SKLF uKE
D\QMRHQHL I

BLOQGDW

(") By using their ID card, citizens can RUGHU SUHVFULSWLRQV YRWH EDQN RQPLYARKRROLHZ WKHL

records, apply for state benefits, file their tax return, su bmit planning applications, upload their will, apply

to serve in the armed forces, and fulfil around 3000 ot her functions. Businesses can use the ID card to file
annual reports, issue shareholder documents, apply for licenses, a nd so on. Government officials use the
ID card to encrypt documents for secure communication, review and approve permits, contracts and
applications, and submit information requests to law enforcement agencies. Ministers even use their ID
cards to prepare for and conduct cabinet meetings, allowing them to review agendas, submit positions and
objections, and review minutes.
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framework will eventually extend to education, with the collation of all academic

certifications issued by higher education institutions. It is uncertain at t his juncture if:
2 the system will be positioned as the national education database, and whether and
how the data would lever with the shared e-identity base and u sed for applications

beyond education (for instance, labour market purposes);

2 the Estonian national database for qualifications / credentials wi Il interact with the
Blockchain applications;

2 all universities in Estonia will be participating in the framework.

9.2.1.1 Key Players in Estonia e-identity initiatives

74

Guardtime

This is the world's largest blockchain company by revenue, headcount an d actual
customer deployments. It has a team of over 130 cryptographers, deve lopers and
security architects, with decades of experience defending networks from nation-state
attack. It underpins the operations of government and its customers include the largest
global defence and telecom vendors.

Guardtime's mission is to validate online information and make it universally reliable.
Within this context, states that the most valuable application of bl ockchain is for
software, physical and information supply chains that are within and acro S
organisations. The company claims it helps clients understand those suppl y chains and
build solutions to harden them, eliminating inefficiencies and providing mathematical
certainty for their integrity - track and trace at the digital and physical item level.

The Guardtime stack is the Unix philosophy applied to blockchain - ab straction and
encapsulation into layers, each of which does one function well. This appr oach provides
scalability, interoperability, reliability and works with legacy syste ms.

Services reflect a very wide set of focus areas. These are listed as: Critical Infrastructure
Protection; Enterprise security; Big Data Archiving; Data Breach Management; In sider
Threat Mitigation; Object Storage; DevOPs; Cloud Radio Area Networks; Advertising
Attribution; Cloud Assurance; eGovernment; Internet of Things (lo T); Connected Vehicle;

GDPR Compliances

Clients are in telecoms, defence and aerospace, Fintech, Insurance, eGov ernment and
digital advertising.

Information System Authority (RIA) »

The Information System Authority (RIA) is a governmental organisation estab lished in
2011 and currently reporting into the Ministry of Economic Affairs and Communications.
FRRUGLQDWHYV WKH GHYHORSPHQW DQG DGPLQLVWIURDQVVRQNRIF
coordinates all activities related to information security. RIA advise s the providers of
public services on how to manage their information systems as per requirements and
monitors them. In addition, RIA is an implementing entity of the str uctural assistance of

> W K Bl Q\GW |

the European Union.

SK ID Solutions (SK) "

(™) See https://guardtime.com

(%) See https://www.ria.eefen
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Founded in 2001 by Swedbank, SEB Bank and Telia Eesti, SK specializes in i nternational
e-identity solutions

SK is the official, state-accredited provider of certification and timestamp services and
validity confirmation services that processes client data. As the partne r of the Estonian
state, SK is responsible for issuing certificates for national identity documents (ID-card,

Mobile-ID, Digi-ID, residence permit card and e-resident's Digi-ID).

6.TV VRIWZDUH IR UcaXdvVibcudles, 'the DigiDoc software, which enables digital
signatures, checks the validity of signatures and encrypts data. Currently S K enables the
citizens of different countries to log in to e-services and gi ve digital signatures. It
supports more than 600 organisations, which include financial, healt hcare, and various
other private and public-sector e- VHUYLFHV 6.1V VHUYLFHVe nQre(vaWROQLD KDY
000 end users.

Key Initiatives:

- certification and time-stamping service;

- development of technology and applications for digital signatures
- validation services.

- certification service within electronic tachograph project in Denmark.

9.2.2 Netherlands

The Dutch Government is partnering up with industry and knowledg e institutions to
identify a set of national and international pilots " that can be launched in the short to
medium term. The Dutch Blockchain Coalition agenda is a joint initiative of over 20
organisations active in the logistics, energy and financial sectors, as well as government
and research institutes. The coalition considers blockchains to be a potential source of
trust, well-being, welfare and security for citizens, society and compani es. The aim of the
coalition is to create the conditions for reliable and socially acc eptable blockchain
applications, with the Netherlands aiming to become an intern ational leader in the
application of blockchain technology.

Several pilot initiatives are approaching the prototype phase and are expected to be
operational within several years 8 A first set of pilots was concluded in November 2016

and an action plan presented in April 2017 " In September 2017, international pilots will

be launched. At the time of writing this study, the coalition i s moving from research

mode to actually building small pilots.
$OWKRXJIK WKH "'XWFK JRYHUQPHQW | DbfdRK¢ChaN- DEFVVWIGR QRMRHUQPHQWY DV

promoted by Estonia, the UK and Dubai, its action plan indicates th at public blockchains
and open standards may be more in line with the emerging natio nal blockchain strategy
than the Estonian model that promotes private blockchains and reliance on or close
collaboration with private organisations. Specifically, the Dutch Coal ition identifies the
need to establish rules and standards for blockchain code that is cre ated with
government funding and recommends that this code should be completely open sour ce.

(76)

See https://sk.ee

") See www.blockchainpilots.nl/home-eng and www.dutchdigitaldelta.nl/en/Blockchain

(8 See https://docs.wixstatic.com/ugd/df1122_3de6de424d3b4f618a f9e768e12d0ca0.pdf

(™) see http://www.the-blockchain.com/2017/04/14/dutch-nationa |-blockchain-coalition-presents-action-
agenda/
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There is a clear direction that vendor lock-ins are to be avoided in any form: this

extends to service contracts and apps built on top of open source code. This also requires

for the public service to make open, transparent and honest arrang ements with all
VXSSOLHUV $JDLQ WKH &RDOLWLRQ IDYRXUV &WRWQHWK Lu$ ) RR WIDKAH.
FRPSDQLHVY WKDW DUH QRW QHFHVVDULO\ pODDQH\, TLBERFNSDQLHVDDQC

research institute in the Netherlands, is one of the key partne rs influencing national
strategy on Blockchain . Delft University ®', with its IMS, has a research lab on
blockchain, primarily working on blockchain research areas that en gage with human
capital, fintech and cryptocurrencies. The Coalition is planning to se t up a Blockchain Lab
in collaboration with the ICTU (an IT Foundation that works f or the Dutch government).
Such a lab would enable the blockchain team and governmental organi sations to quickly
transform use cases into working prototypes in a secure and tr usted environment. There
is a clear preference for starting small: invest in knowledge and smal | experiments as a
means of creating the first building blocks of sustainable blockchain projects.

Government is obliged to decide on the future of blockchain reg ulation within the context
of a) Proof of Concept and b) Proof of Technology. The issue of stan dardisation needs to
be addressed, particularly within the framework of ISO/TC 307 Blockchain and
distributed ledger technologies 8 where the Netherlands is part of 20 participating
members.

Like the majority of EU Member States, the Netherlands is likely to welcome a clear EU
policy on open standards for blockchain in education. Dutch universiti es are currently
working on stand-alone research projects that explore standardisation processes over the
public blockchain: the estimate at the time of writing this r eport is that in the
Netherlands there are some 100 projects involving 180 people from var ious organisations
working on research projects and dissertations: these are likely to be primarily focused
on human capital projects but there are also credentialing, diploma and regulation

research projects in the pipeline.

(%) https://www.tno.nl/en

(®) See http://www.blockchain-lab.org/

(%) See https://www.iso.org/committee/6266604.html
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10 Challenges to uptake of Blockchain in education

There are several challenges to the uptake of the blockchain i n the education sector, in
addition to the issues already identified in this study and n ecessarily associated with an
early-stage technology.

10.1 Standardisation

Defining standards too early in the evolution of a technology life cycle
could be detrimental, as competition for innovation and commodi tisation
could produce counterproductive practices and alliances that fragmen t
the market. When competing, the better standard may not win. If

organisations move too early, potentially better alternatives cou Id be
stifled, and if they move too late the costs of switching to the stand ard

will be higher for existing users.

(Hanson et al., 2017)

37TKH PRVW LPSRUWDQW ZRUN WKDW OLHV DKHDG LV QRW WHFKQ

do with institutions and governance. It will require a concert ed effort to
ensure that the standards for digital credentialing systems are op en and
that they take into account the needs of all involved 2 |earners,
educational institutions, employers, and governments 2 and don't
prioritise the interests of some organisations over others. This i s the
time to experiment, to collaborate, and to share experiences to re alise

WKH IXOO SRWHQWLDO RI EXLOGLQJ D QHZ HWRV\VWHP RI GLJLWD

(Schmidt, 2017)

10.1.1 What is a Standard?

A standard, is an agreed way to do something.

While any person may claim to create a standard , hot all standards are created
equal , since they require the development of consensus and of clear instructions.

Within the standardisation community, the most respected forms of standards are those
developed by organisations such as ISO, CEN and the IEEC, in accordan ce with the
principles outlined by the World Trade Organisation's Technical Barriers to Trade
Committee (WTO/TBT) (ISO, 2010 ):

2 transparency;

2 openness;

2 impartiality and consensus;

2 effectiveness and relevance;

2 coherence;

2 addressing the concerns of developing countries.

Other international standards, are generally referred to as p rivate international

standards, and may be developed by NGOs, networks and/or companies.
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10.1.2 Decentralised Standardisation through Blockchain Technology

As explained in section 6.2.1, a blockchain network is constituted by a set of nodes all
running the same blockchain software. Encoded within this software are the rules of the
network +who can write to the blockchain, how consensus is formed, the structur e of the
data, and any other rules the network sees fit. Thus, by running the software the
network effectively creates a standard for trading the assets for wh ich that particular
blockchain was designed *consensus and standardisation within the network is assured,

since any changes to the software need to be approved by the who le network, otherwise
LW VSOLWY LQ WZR NQRZQ LQ WHFKQLFDO FLUFOHV DV D puIRUNT
This method of standardisation is so effective, that it has led many people to propose a
concept of Decentralis ed Autonomous Organisations, whereby formal governance rules
contained in corporate bylaws or imposed by law are programmed into a blockchain
network, to ensure consensus occurs only according to those rules (Jentzsch , 2016 ).

10.1.3 Current initiatives for blockchain standardisation

While blockchain technology effectively enforces a set of technical stand ards on the users
of a specific blockchain through its consensus mechanism, it does not me an that
blockchain technology is standardised.

Thus, for example, most vendors using blockhchaints to issue certificat es only store the
hash of the certificate on the blockchain. Thus, the issue, sharing and verification
processes all occur off-chain using vendor-developed software + none of which is
currently standardised. Thus, it is possible to have a situation where tens of companies
and organisations are issuing certificates on the same blockchain, but where each
certificate would require different software and vendor agreements to be abl e to utilise.
Secondly, different groups may create different blockchains to tr ade the same asset
amongst themselves, without ensuring interoperability between the differen t chains.

The W3C Consortium, which have been responsible for creating most of th e (private)
standards that underpin the Internet, have set up a verified cl aims working group to
tackle standardisation issues around the issue of educational certificate s and self-
sovereign identities, and also a blockchain community group which discusses issues
around creating a message format for blockchains.

ISO has also launched Technical Committee 307 to deal with Blockchains and Distributed
Ledgers. Currently it has formed 5 working groups to deal with the follo wing issues:

X reference architecture, taxonomy and ontology;
X Use cases;

X security and privacy;

X identity;

X smart contracts.

10.1.4 Standardisation of Educational Records

In Europe, within the educational sphere, there is little stand ardisation of student
records. Currently, education which is received at tertiary leve | has been tokenized and is
represented by credits of learning using one of two credit stand ards, namely ECTS or
ECVET. However, metadata standards do not exist for either credit standard

All degrees issued within the European Higher Education Area are accompanied by a
diploma supplement that describe the degree in standard terms. Howe ver, again there
are no standards for computer-readable data for diploma supplements. The EU has only
just published a feasibility study on the digitalisation of the dip loma supplement at
European level (Pocius, D., et al 2017) which makes no reference whatsoever to the

opportunities afforded by blockchain.
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For all other levels of education not covered by ECTS or ECVET , there is n o
standardisation of systems, documentation or system information. While EORFNFKDLQYV
ability to integrate disparate data sources offers significant o pportunities for development

in this area, the lack of standardisation will limit the impact of any

implementations unless addressed

10.2 Resource Usage and Ensuing Complexity

Most blockchains have extremely high storage costs, since the entire bl ockchain needs to

be stored on each node in the network, and also extremely high energy usage, due to the

computational power required to process the cryptography. To g ive an example 1TB of

VWRUDJH RQ WKH (WKHUHXP EORFNFKDLQ FXRaWAD wotparERMWY DURXQ
DSSUR[LPDWHO\ % Fekide ©f tieDsbnie size. In terms of energy costs, it is

estimated that a single bitcoin transaction currently uses 160 kwH o f electricity, which is

approximately enough to power a US household for 6 days. In fac t, the Bitcoin network is

currently estimated to use around RI WKH ZRUQ@GNAcHy teOprocess 4

transactions per second. If this were to be scaled linearly to thousands of transactions

per second, it would clearly result in a massive increase in gl obal electricity consumption,

and likely an environmental disaster.

Due to this, any transfer of assets on a blockchain increasingly inclu des both on-chain

and off-chain data. As explained in previous chapters, rather than stori ng assets or

records directly on a blockchain, only the hash of those records is sto red to save space.

However, even this is not sufficient to meet blockchain WHFKQRORJ\TVY HQHUJ\ DQG VWHF
constraints. More nodes in a blockchain means higher energy and stor age costs, but also

higher security. Thus, many applications for the blockchain now only store the hash of

the entirety of their transaction data on a blockchain. A common technique for doing this

kind of storage is by using a cryptographic technique called a Merkle tree, which simply

put is a hash of other hashes:

Figure22: Typical Data Structure for Blockchain storage using Merkle Trees

Stored on chain

Stored off chain

Under such systems, the actual data represented by the hashes, be it certificates,
signatures, personal data, contracts, etc. still needs to be stored somewhere off-chain.

8 $VVXPLQJ D JDV SULFH RI JZHL DQG DQ (WKHUHXP SULFH RI %
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Numerous different implementations of how to store this data are in op eration, including
systems for storage on:

2 uVHUVYT SHUVRQDO GHYLFH VsovereighNddr@ty)y R D VHOI
2 centralised servers operated by third parties;
2 other (smaller and more specialised) blockchains known as side chains;

2 distributed peer to peer networks 84,

10.3 New Dependencies on Third-Parties

While blockchain technology eliminates the ability of any one par ty to control a ledger,
and while public blockchains theoretically allow any person to jo in the network and
participate directly in creating and verifying entries on the cha in, in reality there are
significant technical, knowledge and resource barriers to entry , which means that in
practice people only interact with blockchains through companies whi ch specialize in

blockchain technology.

Types of services, which already number in the hundreds (and possib ly thousands),
which have been built on top blockchain technology include:

2 digital wallets, which allow you to hold assets and/or records wh ich have been
issued on the blockchain;

2 trading platforms which facilitate the exchange of assets on a blockchain;

2 issuance platforms which allow for the creation of assets and recor ds on a
blockchain;

2 entirely new blockchains;

2 token creators, which create ways to trade new asset classes on top of already
existing blockchain platforms;

2 tool providers which build interfaces for interacting with the block chain;

2 storage solution providers which provide ways to deal with off-chain data.

Due to the limitations explained in 10.2, usually all these ser vices only store a fraction of
their code and data on the blockchain itself, thus effectively inse rting themselves as
intermediaries between the user and the data, and re-introduci ng all the disadvantages
of dependence upon a central authority discussed in this report.

Should the organisations in question adopt best open-source an d open-data practices,
then it is still possible for them to operate only as a facili tator and not as a gatekeeper to
accessing blockchain based services. However, the complexity of the architectures and
the multiplicity of parties involved means that it is unrealistic fo r a user to be able to
make informed decisions about which operators are truly open.

In the case of traditional centralised ledgers such as those run by banks, regulatory and
standardisation bodies such as financial regulators create technology stand ards and only
allow the organisations to operate if they meet stringent criteria.

There is currently no standard, government body or third-party o rganisation which could
assess these services to make determinations on whether their cl aims are true, how they
actually handle data on the technical solidity of their blockchain implementation S.

This situation of near-unlimited opportunities for develop ing applications, coupled with
the infancy of regulation and opportunities for abuse often le ad the blockchain ecosystem
to be described as the Wild West.
8 An example of such a network is IPFS (Interplanetary File System). More information is available here:

(https://ipfs.io)
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11 Usage Scenarios for the use of the Blockchain in Education

11.1 When to use a Blockchain

Given the costs of using blockchain technology discussed in section 10 .2, itis clear that,

despite the hype surrounding the technology, from a technical standpo int it can only be

applied to specific use cases. Therefore, an application should only use blockchain

technology if it meets a specific set of criteria (Greenspan, 2015), name ly the need for:

2 a database formatted as a ledger , i.e. a list of timestamped transactions listing
what was transacted, from whom and to who;

2 multiple writers , i.e. different persons (usually in different physical locations)
need to write to the database;

2 transacting in the absence of trust, i.e. each of the writers to the database
would not be willing to allow anyone else to edit their entries;

2 disintermediation, i.e. the various writers do not wish to grant control over t he
database to a centralised authority, so that it could manage it;

2 transaction interaction, i.e. there is some interdependency between the
transactions. Thus, e.g. in the case of cryptocurrency if person A transfers 1 unit to
person C, and person B also transfers 1 unit to person C, GHWHUPLQLQJIn&TV

requires checking both transactions;

a clear set of rules, i.e. transactions are only allowed if they meet precise
conditions, which can be independently and automatically verified;

a store of value, i.e. entries on a blockchain should represent assets or recor ds
which have real-world value.

11.2 What kind of blockchain to u se

Broadly speaking, there are three different types of blockchain sol utions which may be
applied, each of which has significant differences in architecture and governan ce:

2

Public  blockchains are open for anyone to download, run and transact o n.
Solutions built using this rely on public consensus to reach de cisions, and typically
may run on up to millions of machines. Thus, public blockchains p roduce maximum
immutability, decentralisation and transparency + however, this is at the cost of
high inefficiency in the form of high storage costs, high ele ctricity usage, as well as
low transaction speed and volume.

Private  blockchains are by invitation only, and operate according to a set of rules
put in place by those inviting. Such a blockchain may be used by a sm all number of
parties to trade exclusively amongst themselves, or it may be open to anyone to
transact upon, but only allow a select group of users to change t he rules and/or to
validate transactions. Effectively, a private blockchain reduces the immu tability,
and transparency of the chain, and is highly centralised (while still offering these
advantages more than a traditional database) + however, the reduced number of
parties involved means that the chain itself tends to be much smaller an
specialised + leading to high efficiency, high transaction volume and speed, an d
consequently lower costs and resources usage

o

Consortium blockchains are effectively a hybrid of the two models. A consortium

blockchain is a private blockchain, i.e. by invitation only, but all persons invited
have equitable voting rights, with decisions taken by consensus. T hus, from a
governance perspective it keeps the decentralised nature of a pub lic blockchain . In
terms of immutability, transparency and resource usage it provide s a midway

between the features of private and public chains.
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11.3 Usage scenarios for Blockchain in Education

This section tabulates eight scenarios for the application of the Blockchain in an
education context, based on the current state of technology development.

Scenario 1: Using Blockchains to permanently secure certificat es

Prospect:  Short-Term / Present

Current State: Educational organisations currently issue certificates either in paper
format or electronic format using public key infrastructures. These certificates are time-
intensive and expensive to issue, maintain and verify. Public key infr astructures require
using a certification authority as an intermediary to issue the certi ficates, creating a
dependency which may be abused. Current verification records are al so liable to be
destroyed in the case of natural disasters or wars.

Description: In this scenario, educational organisations that issue digital cer tifications
will use a public Blockchain to store the digital signatures ass ociated with those digital
certifications. Unique signed digital certifications are given d irectly to the users. Thus,
verification ®° of the authenticity of a certificate only requires comparison with the digital
signature/hash stored on the blockchain.

Advantages over Current state: The proofs of the certificates will be stored
completely, securely and permanently on a blockchain. Thus, even if th e institutions that
issued the certificates were to close down, or if the entire sy stem of education collapses
(as, for instance, happened in Syria), those certificates are still veri fiable against the
records stored in a blockchain. Furthermore, once institutions i ssue a certificate, they do
not need to spend any further resources to confirm the val idity of that certificate to third
parties, since these will be able to verify the certificates dire ctly themselves on a
blockchain.

Pre-requisites: The only pre-requisite necessary to enable this scenario is so ftware that
will allow the issuing of certificates with signatures posted to a blockchain, as well as
verification software to confirm those certificates. Blockcerts is an already-existing open
source solution that enables this.

Furthermore, since the certificates themselves are not stored on the Blockchain, both the
institutions and users would need a secure and fail-safe system fo r storing these

certificates for the long-term.

Scenario 2 : Using blockchains to verify multi-step accreditation

Prospect:  Short-Term

Current State: Currently, there are literally hundreds of accreditation pat hways in
Europe. In terms of public accreditation, each country has a differe nt system for
accrediting organisations (and the agencies that accredit them), a nd often different
systems for different kinds of organisations. In addition, multiple important accreditations
are run by non-governmental organisations and by the private sector.
Employers and educational organisations recognising credentials o ften need to verify not
only the issuer of the credential, but also the quality of th e institution issuing the
credential. In such case, certifications issued by government or privat e certifying bodies
hold significant weight in determining the quality of the qualificatio n.
To verify whether a certificate is issued by a legitimate instit ution, an individual will need
to check:
8 Note that the only thing that is verified is that an identifiable institution has indeed issued a specific,

identifiable certificate . No claims whatsoever are made as to the quality of the educat ion represented by

such a certificate.
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2 wit h the institution to verify if it really issued the certificate;

2 the quality of the accreditations that the institution claims to have;

2 with the accrediting bodies if they really issued the certificate to th e institution;

2 by which authority the accrediting bodies issue the accreditation;

2 with the authority if they really authorized the accrediting bodies to operate.

This is an extremely time-consuming and technical process which requires e Xperts in
accreditation to manage. The ENIC/NARIC network is an entire network of agencies with
staff and offices in every EU member state aimed at facilitating this for hig her education
gualifications.

Description: Under this scenario, not only would educational organisations use digital
certificates in the manner described under Scenario 1, but organi sations which accredit
them would also put their own digital signatures onto th e Blockchain. This would allow for
verification not only that Student X had indeed received a cer tificate from Institution Y,
but also that Institution Y was certified by Accreditation Organisation Z.

Such a system could be used to ensure that the educational organis ation issuing the
certification was licenced by government, or to verify that the ed ucational organisation

had specific quality- certifications, e.g. that an MBA-provider was actually certified with
the EQUIS accreditation.

Advantages: Using a blockchain, rather than researching these connections, in stitutions

QHHGLQJ WR FKHFN WKH pSHGLJUHHYT RI D GZHWHK B &ERICUIHDVLO\ GR V
automated process would then be able to visualise the accredi tation chain and verify that

certificates had indeed been issued, and (critically) that they were sti Il valid for each step

of the chain.

Pre-requisites: There are a number of different ways in which such a scenario could b e
brought into being, all of which assume that the accrediting or ganisations publish their
accrediting certificates (or the signatures of those certificates) on a blo ckchain, namely:

2 the accrediting organisation s cRXOG FUHDWH DQG SXEOLVK pYHULILHUVY
websites, which would allow anyone to upload their certificate and check whether it
was genuinely issued by an accredited organisation;

2 the accrediting organisation s could publish the issued certificates themselves into a

public registry. This would allow for any third-party to verify wh ether: (a) a
certificate was issued by an HEI to a student; (b) whether that HEI has a certificate
in in the public registry, and (c) whether all those certificates are genuine. This
implementation requires that an independent trusted party woul d create the public
registry;

2 institutions could create self-sovereign identities to store identity-data  %in this case
the accreditations they had received. Thus, a third-party verif ier would check the
validity of the student-certificate against a blockchain, and check the pedi gree of
the institution based on the published elements of its federated identi ty.

Scenario 3: Using a blockchain for automatic recognition and transfer of credits

Prospect: Medium Term

Current State: Currently there is no meta-data standard to describe ECTS or EQ AVET,
no standard database for storing ECTS, and no standardised way to automati cally store
ECTS or EQAVET. The European Commission has commissioned a feasibilit y study on
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digitizing the diploma supplement, while a few EU funded proje cts have looked at the
feasibility of ICT-enabled transfer of credits 8,

Description: Under this scenario, educational organisations that use credit s to award
learning (such as Higher Education Institutions using ECTS, or vocati onal institutions
using ECVET), would award and transfer credits on a custom-Blockchain bu ilt specifically
for those credits.

Advantages: The primary advantage of this is that not only would the proofs of the
validity of a certificate be stored on a blockchain, but the certificate i tself would be stored
on a blockchain  £meaning that the certificate itself becomes permanent and immutab le.

Furthermore, itmea QV WKDW QR WKLUG SDUWLHV ZRXOG EH QYH®W& WR FU
store the certificates + students/graduates would only need to give an HEI or employer

access to their profile, and their entire educational history in terms of those credits would

be instantly visible and verifiable.

Furthermore, credit systems are often used for transfer and accumul ation. Transfer
means that a credit received in one institution is recognised as contributing towards a
qualification in a second institution, while accumulation means that on receiving a certain
number of credits students can be awarded with a qualification such as a degre e.

Currently, credit transfer depends on institutions to negoti ate agreements to recognise
HDFK RWKHUYV FUHGLWYV VXEMH F W+ Rstueehts \Wien @pdfrtR@iGHe¥el R Q V
agreements are not recognised. Using a blockchain, these agreem ents could be written

as smart-contracts whereby upon fulfilment of the conditions of the con tract, the credits
would automatically be transferred. The same goes for accumulation +a smart-contract
could be programmed to automatically issue a degree upon the achie vement of certain
credit-targets, according to the policy of the institution + ensuring that the transfer and
accumulation rules are applied equitably across all cases.

Pre-Requisites: This scenario requires (a) that a standard for credits exists, descri bing
specifically what a credit consists of and how it is awarded, (b) the creati on of a custom-
blockchain designed specifically to store this information toget her with software to
interact with the blockchain and (c) a critical mass of institution s participating to ensure
immutability of the transactions on the Blockchain.

For Higher and Vocational institutions in Europe a standard for credits already exists in
terms of ECTS and ECVET respectively. This scenario could be deployed in diffe rent ways:

1. 7KH pFUHGLW %ORFNFKDLQY FRXOG EH GHSOR\HIRENUQPHOQWR W\
leading institution) with sufficient reputation to ensure it s uptake, as a public,
permissionless  blockchain. This would allow any institution to offer credits on t he
blockchain. This could be then combined with systems of multi-accr editation as
described in Scenario 2 to create additional levels of trust.

2. Institutions which already offer credits could launch a credit blo ckchain amongst
themselves as a consortium blockchain. Additional institutions woul d only be given
access to the blockchain if they met certain standards, thus ensuring t hat all credits
issued on the blockchain were from institutions with a shared quality stand ard.

Finally, if smart-contracts were to be incorporated into the design of the system
software would need to be built to program these smart-cont racts and upload them to
the chain.

(88)  The Erasmus without paper project ( http://erasmuswithoutpaper.eu ) is attempting to influence the HEIs

to exchange student information for mobility programmes ful ly in an electronic way by providing an
evidence-based feasibility study with different use case scenarios and the practical solution to build
connect all existing systems in one network.
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Scenario 4: Using a blockchain as a lifelong learning passport

Prospect: Medium Term

Current State: Many different social networks, e- SRUWIROLR FRPSDQLHV DQG
providers already provide users with a way to record their achievements . However,
except for Open Badges, none of these provide ways to verify t he experience and
credentials described and included within these systems + therefore these systems
operate as a digital counterpart to a box full of paper certificate s zxderiving, little to no
additional benefits or efficiencies from the process of digit isation.

Description: Under this scenario, learners would store their own evidence of learning
received from any source +whether formal, non-formal or informal +and when shared, a
blockchain would be used for instant verification of the authenticity of thes e documents.
Advantages:  The advantage of this scenario is effectively that every student wou Id have
an automatically verifiable CV containing a record and evidence of all learning and
employment they had received + significantly reducing CV fraud, as well as, depending

on the form of implementation, significantly reducing workload for organisations and
individuals that have an interest in verifying that CV.

Pre-Requisites: From a technical standpoint, the easiest way to implement this is
through the creation of a verified digital federated identi ty. A blockchain can be created
whereby people upload their claims, which are then verified by o ther nodes on the
blockchain (through checking the facts of the claim). Once a certai n number of users
confirm the claim as true (and depending on the reputation of the users verifying the
claim), the claim receives a trust score which is a score of its verifiab ility. There are
already companies testing this kind of software and services, as described in s ection 7.3.
If a meta-data standard is used, to described different types of clai ms (e.g. NGO
experience, employment, training courses), then this would be tied into recruitment
software and systems to allow institution to automatically verify whe ther persons have

the required skills for various positions.

Scenario 5: Blockchain for tracking intellectual property and rewarding use and
re -use of that property

Prospect: Medium Term

Current State: Currently, tracking intellectual property is a costly endeavour run by
specialized organisations, usually when there is a significant busine ss case to do so.
Thus, collecting agencies track intellectual property usage of music and video so as to
collect royalties, while journal companies track citations of articles, since this data is
valuable due to its use for academic promotion. Due to the complexit y of tracking
intellectual property, it is hard for people who are self- publishing to track and
commoditise the reuse of their intellectual property. Thus, for example reuse of open
educational resources is generally not tracked, or tracked with extremely simple metrics
with limited use.

Description: Under this scenario, educators would use a blockchain to announce t he
publication of open educational resources, and record the re ferences they used. This
would allow for notarization of the date of publication for co pyright reasons, as well as
allow the level of re-use of any specific resource to be tracked.

In a closed intellectual property scenario, the same system could be used to track use
and reuse of intellectual property created by an institution. Th is could also be coupled to

a smart-contract that would distribute payment to the authors of the material based on
the quantity of use of their intellectual property.

Advantages: From a structural standpoint, this scenario is very similar to the existing
system which is used to track citations for journal articles. Howeve r, tracking citations of
journal articles has up until now required intermediaries which have put limits on the use

of those articles in return for those services, often in the form of high costs for access,
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and restrictions on the sharing and use of the intellectual prope rty within them. This has
limited uptake of the model for open educational resources.

Using a blockchain, we eliminate the intermediary, thus allowing anyo ne to publish
openly, and accurately keep track of re-use without putting limi tations on the source
material.

Were such a system introduced, it would allow for teachers to be re warded based on the
level of actual use and reuse of their teaching materials, simil ar to how they are
rewarded based on citations to research papers. By serving as a prox y for quality
materials, it would also allow students and institutions to make metrics based decisions
on which teaching materials to use.

Pre-Requisites  : Under this scenario, a blockchain would be used to (a) announce the
publication of their resources and link to those resources, and (b) to announce which
other resources they used in creating the material. Coins wou Id be awarded to educators
in line with the level of reuse of their respective resources.

In an open-scenario, coins would not be spendable +and would be used to determine the
prominence of an author. In a closed-scenario, coins would have m onetary value and
would result in monetary compensation.

A more advanced implementation might automatically scan resources to id entify what
percentage of other resources were re-used and automatically award acco rdingly.

Scenario 6: Receiving payments from students via blockchains

Prospect:  Short Term / present

Current State: At the moment, students pay for their studies using a specified curre ncy.
Especially for cross-border studies, and also in response to legislat ion, many
organisations only accept payment made through electronic means.

Description: Under this scenario, students would provide payments for studies via
blockchain-based cryptocurrencies.

Advantages: Students do not always have access to bank accounts or to credit card S,
depending on the country they are from, their age, employme nt status etc. This can
sometimes serve as an additional barrier to access education. Cryp tocurrency based
payments would allow this issue to be solved.

Pre-Requisites: The only pre-requisite for this scenario is for the students an d the
institution to have ways of sending and receiving cryptocurrencies, i.e. a wallet for the
cryptocurrency.

Scenario 7: Providing student funding via blockchains, in terms of vouchers
Prospect: Long-Term

Current State: Many countries (as well as private sponsors) fund tuition by giving
VWXGHQWYV pYRXEHHUASHQW YT DW DQ\ diganisatdiwvdr RQa Bt of pre-
approved educational organisation s. Such voucher systems are an increasingly popular

method for funding education, since they provide free education to stu dents, but still
allow institutions to compete amongst themselves to provide the b est possible offer to
students Depending on the funding model, these vouchers may be subj ect to conditions
such as requiring the student to graduate. Tracking compliance with these conditions
requires a large administration. Also, changes in policies might mean that promised
funding is not always allocated to students in line with the originally agre ed rules.
Description: Under this scenario, government (or sponsor) funding for tuition would be
JLYHQ WR VWXGHQWYV D\ RlackcKdhK e Vdcie€d could be programmed to
release tranches of funding to either the student or the edu cational organisation, based

on certain performance criteria such as grades.
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Advantages: By using blockchain based smart contracts, funders can provide th e

entirety of the funding up-front (providing security for the students and institutions), but
only release it when certain criteria are met. This process can also happening
automatically without the need for any intermediaries, vastly decre asing the bureaucracy
required to manage such a system.

Such a system could also be linked to student loans, with levels and pe riods of
repayment being linked to grade-performance, wages or any other indicator

Pre-Requisites: From the Blockchain perspective, the Ethereum Blockchain already
supports such a capability. To use this system, one would only require (a) software to
MEXLOGYTY WKH VPDUW FRQWUDFWYV H D Ve ®@lockcQaB, Arfel Qo Dé&SdataKHP W R
sources (such as a database of student grades) which would be required fo r the smart-
contracts to know whether the conditions of the contract have been fulfille d.

Scenario 8: Using Verified Sovereign Identities for Student Identification within
Educational Organisations

Prospect: Mid-Term

Current State: Within larger organisations, students need to regularly ident ify
themselves with different parts of the organisation. In such cases, eit her each part of the
organisation will collect the student data for itself, or the or ganisation will use single-
sign-on, whereby one shared copy of the student data is used by al | parties within the
organisation. Under both these models, tens if not hundreds of p eople might have access
to D VWXGHQWTTV SHUVRQ Xeéeping tHatUudata \BafeR€uires managing access
rights for all those people, and ensuring that their devices are also secure and hack-proof
+a mammoth undertaking.

Description: Here, after students would share their personal data with the admissi ons
office within an educational organisation, they would receive certificati on of their identity
from the same office. Using biometric identification on a smartphone, coupl ed with this
certificate, students would be able to identify themselves to any other part of the
organisation that required identifying them, such as the library, gymnasium, can teen,
student dormitories, student associations, etc. Each of these services would be able to
identify the student without the need to ask for or store any personal data again.

Advantages: By using verified sovereign self-identities, only the persons r esponsible for
YHULI\LQJ WKH VWXGHQWTV LGHQWLW\ LQ WKMWRLWKW GQWDD Q WH RJIH MKK_
that, the only person who holds the data is the student themselves. This mean s that the
organisation no longer needs to manage the complex systems for access rig hts, and only
needs to secure the device or network where the verifications initial ver ification is taking
place. This would save significant resources spent in hardening the network against dat a-
breaches, staff training on data-protection and in managing access rights.

Additionally, persons interacting with the student within the organ isation do not need to
take on the responsibility of keeping sensitive data private, since they will not n eed to
know it in the first place.

Pre-Requisites: Several companies are currently launching sovereign self-ident ity
solutions that could be applied to this use-case. Currently, these woul d require

institutions to undertaken significant technical work to tie these syste ms into their

current student-information systems. Widespread adoption is likely to occu r when

existing student information system vendors adopt sovereign self -identities into their

architectures.
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12 Conclusions and Recommendations

This section tabulates a set of Conclusions and Recommendations based on the desk
research, interviews and use case studies at the core of this study.

12.1 Conclusions

This section tabulates 13 key conclusions from the empirical data revie wed during the
course of this study.

CONCLUSIONS

C1l. Blockchain 2 Currently, the only implementations of blockchain
applications for technology for education are in pilot stages. A s
education are demonstrated by this report, several organisations are in
still in their the initial stages of pilot-testing award of certificates using
infancy a blockchain, while others are accepting blockchain-based

cryptocurrency payments.

2 There continues to be a widening gap between the claims
being made about potential distributed ledger technology
applications and the actual roll-out of such applications.
Anecdotal evidence suggests that a growing number of
organisations are looking down the wrong end of the
telescope fat blockchain technology: instead of bringing
their problems to the table and assessing whether
blockchain technology might provide solutions, they are
bringing blockchain technology to the table and looking for
problems to which the technology might be applied.

2 While the majority of attention is currently directed at
Fintech as opposed to education, trust in blockchain
technology will migrate from finance to education. Large
players will eventually shift their attention to education.
The implications and applications of trying to outsource
trust to technology cannot be accurately forecast, and may
well entail complications and side- HITHFWV WKDW
currently envisage (Collins, 2017).

2 Industry insiders are talking in th ree- to five-year
increments but blockchain technology implementation may
well be a decades-long experiment. The indicators are that
most industries and their business models will be touched
by this technology, in the same way as they were
impacted and disrupted by the Internet.

C2. The full benefits 2 Only fully-open fblockchain implementations can reach the
of blockchain real goals and promise of blockchain in education. By this,
technology are we mean solutions whose fundamental components
only achieved include: a) recipient ownership; b) vendor
through open independence and c) decentralised verification. If
implementations those aren't all being achieved, using a blockchain is likely

to be a waste of effort and resources for all stakeholders.

2 Much will depend on the value that education institutions,
governments or even learners (the target users) will
DWWULEXWH WR WKH EDVLF WHQHWYV
LOQGHSHQGHQFHYT DQG pOHDUQ H partiddfaf\R Z
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those related to the value learners will attribute to owning
their own digital certificates, as opposed to being
perpetually locked in with (albeit trusted) institutions or
vendors.

Although in principle these are very powerful arguments, it
is too early to determine whether these are more
compelling for target users than, say, proprietary solutions
being developed by global brands.

C3. Blockchain may

disrupt the
market in
student
information
systems

Blockchain technology has significant use cases beyond
crypto currencies, whose use cases are beginning to enter
the mainstream. This could happen over the next 12
months.

Blockchain-based ledgers have the potential to disrupt the
key technology that underpins an industry currently worth
$2.7 billion ®, and as such will likely disrupt the market as
a whole. We are likely to see tens to low-hundreds of
established companies and start-ups seeking to secure
early-mover advantage of this space.

Since significant network effects will be achieved through
scale, it is likely that within the next few years a handful
of powerful technology vendors will gain a foothold over
the entire industry.

C4. Vested interests

have an interest
in locking down
blockchain
technology and
creating
standards based
around partial
implementations

As outlined in section 4.2, implementation of the
blockchain offers a significant social value proposition.
These benefits result directly from the removal of key
ledgers from the control of single authorities.

Organisations and companies that have built (or are
planning to buil d) solutions and business models around
controlling these ledgers, have a vested interest in
resisting implementation. Since they cannot roll back the
invention of blockchain technology, many of them are
FUHDWLQJ pe8dhybvid Dnpl§mentations which allow
them to retain control of the ledgers, while still offerin g
other advantages of the technology such as cost savings.

Therefore, despite the hype, the mention of blockchain
technology does not automatically imply a universal trust

protocol - it often implies exactly the opposite. To
transact anything of value other than tokenisable assets

via a blockchain requires additional layers of agents, third

parties and auditors +things that ju VW GRQYIW VTX
the trust-free architecture.

Within education, this is being in seen in the first instance
by a flurry of companies offering to issue certificates
linked to a blockchain, but only allowing access to the
content of those certificates through proprietary, closed
platforms  + effectively using the promise of an open
system as a foil to creating a closed system.

(]") According to Technavio (2017), the Student Information Sy

2021.

stem market is likely to grow to $5.7 billion by
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C5.

Public private
partnerships are
necessary to
fully exploit
blockchain

The interests of the market and the public are not always
in alignment when it comes to deployment and application
of blockchain technologies in education. Such a situation is
usually a textbook case for market regulation.

On the other hand, due to the fact that blockchain
technology is so new, and that the potential of the
technology is just being discovered, governments should

QRW DW WKH PRPHQW uSLFN ZLQQHUV
technology with excessive regulation.

With this in mind, we conclude that the only possible
model to achieve the full potential of the blockchain is
through a balanced, strategic public private partnership.

Cé.

Blockchain
technology has
the potential to
accelerate the
end of a paper-
based system for

Until now, the adoption of digital certificates has been held
back by the ease with which they may be forged. The
blockchain provides a way for organisations to issue
immutable digital certificates which are valid in perpetuity,
since their authenticity can be verified against the
blockchain. Where certificates are transferred as tokens on

certificates a blockchain, even the certificates themselves can be
made available in perpetuity.
These advantages over current systems significantly
increase the value proposition of digital certificates, and
will likely push digital certification into the mainstream.

C7. Blockchain Since certificates issued on the blockchain can be
technology automatically verified, educational organisations will no
removes the longer need to commit resources to this task, significantly
need for reducing their administrative load, and practically
educational HOLPLQDWLQJ -WRBOH\D IWXESBRUWYT WKH\ Q

organisations to
validate
credentials

to learners following the end of courses 8 However, since
many organisations also offer this service at a profit, it

may also mean that institutions will need to adapt their
business models accordingly.

C8.

Blockchain has
the potential to
release a wave
of innovation

DURXQG OHDU

data

/HDUQHUVY & @itedd canmyponent of many applications
including human resource management systems, e-
portfolios and professional social networks. Blockchain
technology allows all these systems to automatically
validate certificates from any issuer in any (metadata)
format.

This ability to store verified claims rather than mere
claims, should significantly enhance the usefulness of such
systems to their various stakeholders.

We may well imagine applications that: automatically
verify CVs and shortlist candidates with appropriate
qualifications; and other applications that would
automatically place employees into a higher-earnings
bracket based on evidence of completed training and
professional networks that would use verified professional

8 |nstitutions would still have a role in re-issuing certificate

s if they were lost by the user, or revoking them,

e.g. if they were late found to have been obtained by cheati ng.
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certificates as the requirement for subscription. Countless
other ideas are likely to be imagined by start-ups and
established companies working in the field.

C9. Self-Sovereign 2 European law imposes significant obligations on
Identities have organisations which are custodians of personal data *
the potential to obliging them to control who has access to it within an
significantly organisation and to ensure its safe storage within the
reduce organisation. The more people have access to the data,
educational the more complex the management, the higher the costs
organis DWLRQV and the higher the risks of a data breach or abuse.

?nagﬁagement 2 .Self-.sovereign .identities effectively create a secure
costs identity qard wh|ch can be held by a student, a}nd which
can be biometrically linked to them * allowing the student

to identify themselves without actually handing over any
data, and without the need to cross data with a database
held by the institution. The institution will be able to
identify the student without actually holding and retaining
their data.

2 This significantly reduces the administrative overhead, as
ZHOO DV UHGXFLQJ WKH SRWHQWLDO pulIR

or abuse.
c1o0. Blockchain 2 Blockchain technology has the potential to revolutionise
technology the management of intellectual property. Depending on
enables much the policy choices made, it could be used to increase
more openness or to close intellectual property.
sophisticated 2 By publishing hashes of documents onto a blockchain, a

systems for

reliably tracking person can provide proof of first publication without

actually needing to share the document or invention being

usage of published. This turns conventional notions of copyright and

intellectual . . .

oroper ty patent law (_)n_thelr heads, allowing the possibility for a far
more restrictive system whereby knowledge could be
protected without being shared.

2 Blockchain technology also allows for detailed and
incremental tracking of who has used intellectual property,
where and how, and for these to be associated with credit
teither in the form of payment or in the form of academic
credit. Such systems for intellectual property could, for
example, serve as the basis of future journals, or even as
the basis for tracking the production and re-use of open
educational resources. As such, they would be able to
significantly incentivise the opening up of education and
educational resources.

Cl11. Educational 2 A Decentralised Autonomous Organisation (D AO) is
networks can effectively a community, with its resources organised
automate and according to rules agreed in advance and set out in its
standardise code (Allen & Overy, 2016). As such, communities which
many of their exist for the purpose of creating and transferring those
functions resources against set rules, are ideal candidates for being
through reimagin ed as DAOs.
decentralised 2 Within the Europe an education sector, there are several
autonomous

examples of such communities. Quality Assurance in
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networks

Higher Education is run by a community of stakeholders,
that work together to create standards for accreditation of
institutions, and award accreditation to those institutions
that meet the criteria. ECTS, having no centralised
registration body, is effectively a network of institutions
that agree to award credit based on set rules, and then to
allow the transfer of credit between institutions.

The application of DAOs may: (a) automatically ensure
that such awarding of credit or certification always
happens according to the same set of criteria in every
implementation; (b) ensure that transfer and/or use of

these certificates always occurs in accordance with the
rules; (c) create a single unified database of awarded
certificates; (d) share control of the system between
members of the network, with no party having centralised

control.

Cl12.

Regulation
and
Standardisation
may determine
the extent and
speed of
progress

Widespread adoption of any records-based system
requires  standards, agreements  and regulatory
frameworks as well as systems for interoperability.

While various forms of student qualification data,
particularly in tertiary education, have been somewhat
harmonised and standardised across Europe over the
years, there are reams of other data which still have no
common format or standard. At lower levels of education,
school leaving certificates have yet to be harmonised or
standardised.

Furthermore, the tools that do exist, such as the diploma
supplement, ECTS and Erasmus agreements, have not
been designed with digital records in minds
these essential tools follows a digital data format or digita
metadata standard.

With its ability to store different kinds of records, as well
as its ability to automatically establish consensus between
parties without a central authority, blockchain can simplify
the creation of such standards, but cannot be deployed in
a truly pan-European sense without them.

There are trade-offs between open and closed standards,
but data portability operability is essential. If
people to be able to take and verify their data anywhere in
the world, by any system, open standards are a must.

+ none of

we want

C1s.

People are
unaware on the
social
advantages and
potential of
blockchain
technology

With practically daily news of major data breaches around
the world, adopting digital technologies for record keeping
has implied a social contract: increased efficiency and
effectiveness at a price: less security, privacy and
permanence.

Properly implemented blockchain technology significantly
improves all three of these criteria, allowing digital reco
to have far fewer unwanted side-effects.

However, educational organisations have little evidence
available to prove that blockchain offers a significant value
added, either to themselves or to their students.
Understanding the potential of blockchain  without

rds
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examples of implementations to point
significant knowledge and specialisation.

to

requires
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12.2 Recommendations

This section tabulates 7 key recommendations on the basis of the e mpirical data
reviewed during the course of this study. These recommendations ar e intended to serve
as guidance for policy-makers seeking to improve educational pro cesses and outcomes
using blockchain, and are not high-level recommendations for th e promotion of

blockchain technology more generally.

RECOMMENDATIONS

R1. Create and 2 Should the EU wish to support the development of
promote a label for TRSHQY EORFNFKDLQ LPSOHPHQWDWLR
MRSHQY HGXFDW principles of a) Recipient Ownership; b) Vendor
records Independence; and c¢) Decentralised Verification, then

these terms will need to be defined in terms of
educational records.

2 We recommend that the EU bring together a group of
experts in certification, blockchain technology as well as
GDWD SURWHFWLRQ WR GHILQH FULWH
label.

2 Once it is created, to promote the idea of open records,
the EU, in conjunction with Member States could agree
to only support and/or adopt technologies which are in
compliance with such an open records label.

R2. Policy-makers 2 We recommend that the significant potential of the
should consider blockchain in areas such as the issuing of certificates,
investigating and verification of accreditation pathways, lifelong learning
supporting the passports, intellectual property management and data-
application of management to mention a few be further investigated,
blockchain and that the development of applications to address
technology to these use cases be supported and accelerated.
specmc_: 2 Since each of these use cases has different
educational use ) .
cases dependen.mes, and furthermore, since there are several

technological pathways to addressing each use case -
we strongly recommend that the EU fund and support
competitive pilots for each use case, to allow optimum
technological solutions to be readily-identified.

2 Such pilots should encourage the collaboration of
private companies, startups, educational organisation s
and public authorities from several countries, using, for
instance, an instrument such as Horizon 2020. The best
ideas would then receive follow-up funding for
mainstreaming, thus completing a full innovation
pipeline.

2 These Scenarios are described in section 11.3

R3. Europe should 2 Meta-data standards support innovation in the use of
urgently consider data (Dawes, 2010). As such, any innovation based on
supporting the educational records, including that of blockchain
creation of digital requires widely agreed standards for digital meta-data.
meta-data

2 Standards need to be developed for identification of
standards for
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educational
records

students, recording student accomplishment in formal
and non-formal settings at different levels of education,
for recording certification and accreditation of
institutions and use and reuse of educational resources
to mention such a few.

Digital meta-data standards should be developed
through a multi-country multi-stakeholder approach to

ensure that they address all (standards-related)
technical barriers to trade.

The European Commission, together with Member
States, should launch an urgent and major
standardisation drive in this area, possibly in
collaboration with CEN or ISO.

RA4.

Support
stakeholder
engagement with
blockchain
technology and
decentralised
autonomous
organisations

Many of the most exciting potential implementations of
blockchain technology revolve around its ability to allow
for trusted transfers of certificates, credits,
accreditations or other assets between parties in a
network. Rather than [e-inventing the wheel
foundation of any blockchain strategy should involve
initiatives to empower these networks to utilise
blockchain technology to improve their transfers of such
assets within the network using blockchain.

We recommend that the EU therefore creates a
mechanism to support European University Federations
(or federations of other educational organisations), that
may enable them to investigate applications of
blockchain to their activities, launch pilots and
mainstream these activities within their networks. Such
support might take the form of targeted operational
funding for such networks.

We recommend that these activities be connected
those in R2.

1 a key

to

RS5.

Support policy
makers in
understanding the
implications of
blockchain
technology to
various activities
within education

Using blockchain to its fullest potential for education
requires that policy-makers secure awareness that the
emergence of the blockchain may have a significant
impact on existing and planned activities and strategies
Specifically, policy-makers need to have access to the
knowledge to define this aspect, so as to inform
blockchain- first design thinking.

Doing this requires readily-accessible cross-domain
knowledge.

We recommend that a consultative group be
constituted, with the remit of providing regular advice
to policymakers at EU and member-state levels as to
the potential rewards of the technology for specific
applications and help Member States balance the risks
and manage expectations.

This will require the engagement and support of
professionals and subject matter experts from the
various disciplines, including specialist private sector
organisations and industry insiders.
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Furthermore, we would suggest that such a group cover
the spectrum of formal education, non-formal education
as well as employment.

R6.

Recognise self-
sovereignty as a
key digital
competence

It is unrealistic to expect that data protection legislation
that concentrates on putting the onus on data-handlers
alone will be enough to prevent the abuse and
mishandling of highly sensitive personal data.

The concept of self-sovereignty, whereby users own
their own data and share in the responsibility for its
management, is a preferable model for data-
management.

For users to take advantage of self-sovereignty, they
need to be made aware of the different options
available for data management, and the advantages
and trade-offs of each one. These principles should be
integrated into education frameworks relating to digital
competences for lifelong learning.

R7.

Support further
research in key
areas likely to
influence the
readiness of the
education sector to
consider using
blockchain
technologies

Policy-makers and education institutions would benefit
from further research in privacy implications,
Intellectual Property (IP) management; and Digital
identities.

Guidelines, training, regulations and other mechanisms
may be necessary, as part of a framework to ensure
unacceptable privacy breaches from the misapplication
of distributed ledgers are prevented. Conducting risk
assessments on emerging use cases would provide an
analysis of the current gaps needing to be filled.

Research into effective platforms that manage the
provenance and integrity of IP may unlock significant
economic activity and new business models.

Digital identity management presents the benefits of
bolstering trust and certainty for economic activity, but
poses challenges in terms of privacy and security.
Research into policy and technology options as a result
of new developments in blockchain technology would
inform regulators and industry of ways to improve the
related risks and rewards. Significant  digital
infrastructure enabling digital identity
management could be considered a European
shared asset, and a competitive advantage for
Europe.
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List of Definitions

For the purposes of this study, we use the following definitions:

Authentication means the process of proving the counterparty identities and the
existence of assets via private / public keys.

Badge means a symbol or indicator of an accomplishment, competency, skill or qu ality.
It is similar to the paper certificates one receives upon school graduation, participation in

an event or successful completion of a course. A digital badge is an image file, and can
be easily shared. Moreover, a digital badge contains within its co de hidden, encrypted
data with information on its owner, its origin, the criteria re quired to earn it and a link to
the documentation that confirms it was successfully earned. Thus, the p erformance task,
criteria and evidence all become accessible to educators, employers and others who may

want to understand more about a student, candidate employee or volunteer.

BADGR is a free and open source achievement recognition and tracking system use dto
issue, organize, and share Open Badges.

Bitcoin means a cryptocurrency and a digital payment system invented by an unknown
programmer, or a group of programmers, under the name Satoshi Nakam oto. It was
released as open-source software in 2009. The system is peer- to-peer, and transactions
take place between users directly, without an intermediary. These tr ansactions are
verified by network nodes and recorded in a public distribute d ledger called a blockchain
Since the system works without a central repository or single admin istrator, bitcoin is
called the first decentralised digital currency. Besides being creat ed as a reward for
mining, bitcoin can be exchanged for other currencies, produ cts, and services in legal or
black markets. The invention of the Blockchain for bitcoin made it the first digital
currency to solve the double spending problem, without the use of a trusted authority or
central server.

Blockchain means a distributed ledger or database that maintains a continuou sly
growing list of transaction records with various protections against tam pering and
revision. It is collectively built and maintained by every party that uses it. It is made up

of a number of entries, called blocks, which are composed of the data being stored.
These blocks are transmitted to the partners in the distribut ed ledger so they can be
verified by unaffiliated parties. Each block contains a hash code t hat identifies the block
that immediately preceded it, making the blocks sequential an d chaining them together -
hence the term 'Blockchain'. In terms of size, Bitcoin is the bi ggest Blockchain and in
terms of the popular vernacular is automatically a VVRFLDWHG DV Bledkhadinu W K, KD
practice, there are other Blockchains, such as the Ethereum Blockchain, as well as public
and private Blockchains. All Blockchains have a digital currency of some kind associated
with them.

Consensus mechanism means a method of authenticating and validating a value or
transaction on a blockchain or a distributed ledger without t he need to trust or rely on a
central authority. Consensus mechanisms are central to the functioning of any Blockchain
or distributed ledger.

Cryptocurrency means a medium of exchange, created and stored electronically in the
blockchain, using encryption techniques to control the creatio n of monetary units and to
verify the transfer of funds. Bitcoin and Ether are the best-known examples.

Cryptography means the process of enforcing the authentication and cryptographi c
validation of transaction integrity via quorum structures and confirma tion via code
without the need to trust or rely on a centralized authority.

Cryptographic signature means a method to mathematically validate the owner of a
piece of data beyond any doubt if the user has kept the private key to sign the
transaction safe.
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Decentralised Autonomous Organisation (DAO) is a computer program, running on

a peer- to-peer network, incorporating governance and decision-making rule s. DAOs can
be programmed to operate autonomously, without human involve ment, or the code can
provide for direct, real-time control of the DAO and funds controll ed by it. The earliest
DAOs.

Delegated proof- of -stake PHDQV VWDNHKROGHUYVY ZKR HOHFW 2ZLWQHVVHYV ~’
RUGHULQJ DQG FRPPLWWLQJ WUDQVDFWLRQV OHARIGHERRLUIBALRYD W LW
software updates and parameter changes.

Digital Signature means binary code that, like a handwritten signature, authenticates

and executes a document and identifies the signatory. A digit al signature is practically
impossible to forge and cannot be sent by itself but only as a part of an electronic
doc XPHQW RU PHVVDJH ,W LV VLPLODU WR DQ HOKHAWBRRLFIDLRRBUSU I
message, the digital signature securely associates a signer with a d ocument in a
recorded transaction. Digital signatures use a standard, accepted fo rmat, called Public
Key Infrastructure (PKI), to provide the highest levels of secur ity and universal
acceptance. They are a specific signature technology implementation of ele ctronic
signature (eSignature).

Distributed ledger means a digital record of ownership that differs from traditiona I
database technology, since there is no central administrator or ce ntral data storage;
instead, the ledger is replicated among many different nodes in a peer- to-peer network
virtual private network, and each transaction is uniquely signed with a privat e key.
Ethereum means a decentralised platform that runs smart contracts. Developed as a
custom-built blockchain with shared global infrastructure, that can mo ve value around
and represent the ownership of property. Every node (comput er) in the network runs an
operating system called Ethereum Virtual Machine (EVM). EVM understan ds and executes
the software written in Ethereum specific programming language. The software/apps
HIHFXWHG E\ (WKHUHXP 9LUWXDO ODFKLQH DUH FDOOHG pVPDUW FRQW!
Ethereum Wallet means a gateway to decentralised applications on the Ethereum
blockchain. It enables a user to hold and secure ether and oth er crypto-assets built on
Ethereum, as well as write, deploy and use smart contracts.

Europass means an EU initiative which aims to help people make their skills and
qualifications clearly and easily understood in Europe, thus facili tating the mobility of
both learners and workers. The Europass documents have been designe d in such a way
as to help people chronicle their skills and competences in a co herent manner, whether
they are planning to enrol in an education or training prog ramme, looking for a job, or
getting experience abroad. Europass consists of a portfolio of five documents as follows:
Two documents which individuals can complete independently - Euro pass Curriculum
Vitae (CV) and Europass Language Passport; Three documents which are ¢ ompleted by
the competent organisation on behalf of the individual - Eu ropass Mobility, Europass

Certificate Supplement and Europass Diploma Supplement.

Fault Tolerance means the property that enables a system to continue operating
properly even if some of its components fail.

Federated consensus means a way to achieve Byzantine agreement (consensus), in
which nodes can share another node and reach consensus without directl y knowing all
other nodes.

Genesis Block  means the very first block in a blockchain.

Governance means the establishment of a decentralised control: there is no ce ntral
authority command whose approval is required for reaching consensu s. Some types of
consensus mechanism use an elected leader who leads the validation an d maintains the
data which is been shared among the nodes. The governance aspect also includes the

onboarding and offboarding of nodes within a permissioned network.
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Halving means that Bitcoins have a finite supply, which makes them a scarce digital

commodity. The total amount of bitcoins that will ever be issu ed is 21 million. The
number of bitcoins generated per block is decreased 50% ever y four years. This is called
SKDOYLQJ " 7KH ILQDO KDOYLQJ ZLOO WDNH SODFH LQ WKH \HDU
Hash Functions mean an application programming interface creates, through a p rocess
called hashing, a unique key or digital fingerprint for each fil e. Cryptographic hashes,
such as the SHA256 computational algorithm, ensure that any alteration to transaction
input 2 even the most minuscule change 2 results in a different hash value being
computed, which indicates potentially compromised transaction input.

Hashrate means the number of hashes that can be performed by a bitcoin min erin a
given period of time (usually a second).

Hierarchical deterministic keys mean a system of deriving keys from a single starting

point known as a seed. The seed allows a user to easily backup and re store a wallet
without needing any other information and can, in some cases, allow the creation of
public addresses without the knowledge of the private key.

Immutability means unchangeability. An immutable  object (unchangeable object) is

an object whose state cannot be modified after it is created. Blockchain data cannot in
practice be easily changed because it is continually replicated across many different
locations and organisations. Blockchains are tamper-evident. Attempts to change it in
one location will be interpreted as fraudulent and an attack o n integrity by other
participants, and will be rejected.

Interledger protocol means a protocol that connects legacy ledgers of the past with

the distributed ledgers of the future.

Interplanetary File System is a protocol designed to create a permanent and
decentralised method of storing and sharing files. IPFS takes advantage of
the Bitcoin blockchain protocol and network infrastructure in ord er to store unalterable
data, remove duplicated files across the network, and obtain address information for
accessing storage nodes to search for files in the network.

Leader-based consensus means a type of consensus in which a leader is elected and

stays in control until a vote decides on a new leader. In this model, it is the leader who
validates transactions and sends data to the other nodes.

Ledger means an append-only record store, where records are immutable and may hold
more general information than financial records.

Liveness means the transmission of data that is happening now and not a repl ay of a
recording of data sent previously. Liveness is introduced into se cure transmissions by
mixing in a number that cannot be duplicated again. A node en;j oys liveness if it can
externalize new values without the participation of any failed n odes. Some nodes may
fail, and as long as a majority of nodes are available, the network is sti Il able to operate,
can overall consensus response times), and impact on the network bandwi dth of ever-
larger ledgers being distributed also has to be considered.

Merkle tree means multi-signature; an authentication function that allows a g roup of
users to sign a single document with more than one private key.

Mining means a record-keeping service. Miners keep the Blockchain consisten t,
complete, and unalterable by repeatedly verifying and collectin g newly broadcast
transactions into a new group of transactions called a block. Each bl ock contains a
cryptographic hash of the previous block, using the SHA-256 hashing alg orithm, which
links it to the previous block, thus giving th e Blockchain its name. In order to be
accepted by the rest of the network, a new block must contain a s o-called proof- of-work.
The proof- of-work requires miners to find a number called a nonce, such that when the
block content is hashed along with the nonce, the result is numerically smaller than the
network's difficulty target. This proof is easy for any node in the network to verify, but
extremely time-consuming to generate, as for a secure cryptographic hash, miners must
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try many different nonce values (usually the sequence of te sted values is 0, 1, 2, 3, ...

before meeting the difficulty target. Every 2016 blocks (approxima tely 14 days), the
difficulty target is adjusted based on the network's recent per formance, with the aim of
keeping the average time between new blocks at ten minutes. In t his way, the system
automatically adapts to the total amount of mining power on the network. The proof-  of-
work system, alongside the chaining of blocks, makes maodifications of the Blo ckchain
extremely hard, as an attacker must modify all subsequent blocks in or der for the
modifications of one block to be accepted. As new blocks are mined all the time, the
difficulty of modifying a block increases as time passes and the numbe r of subsequent
blocks (also called confirmations of the given block) increases.

Network Protocols mean the formal standards and policies comprised of rules,
procedures and formats that define communication between two o r more devices over a
network. Network protocols govern the end- to-end processes of timely, secure and

managed data or network communication.

Node means members or systems of a consensus network; a server that holds a
replicated copy of the ledger; can have varying roles: to issue, ve rify, receive, inform,
etc. For all intents and purposes, a node can be a VM instance.

Node- to -Node (N2N) means a mechanism in which only two nodes involved in a
transaction take part; in effect, it eschews traditional consensus mechanism.

Open Standard means a non-proprietary protocol or specification governed by an
organisation open to all who wish to join, such as the ISO standard.

Participant  means an actor who can access the ledger: read records or add records to.

Peer means an actor that shares responsibility for maintaining the identi ty and integrity
of the ledger.

Peer to peer (P2) network means an architecture of computers or networks that

shares tasks, work, or files between peers. Peers are partners in t he network with equal

privileges and powers in the environment. In a P2P network, each comput er or user is

FDOOHG D 3QRGH” DQG FROOHFWLYHO\ WKH\ FRPSULVH MBWZQHWZRUN
in the Blockchain consists of a series of computers and servers that each act as a node in

the network. A blockchain network can be either permissioned or permission less.

Permissioned means a private network in which users set rules about access, the
consensus mechanism, governance, participation etc. Permissioned networks are limited
to participants within a given business network. On permissione d Blockchain s,
participants are allowed to view only the transactions relevant to them.

Permissionless means a network that is open to any participant, and where
transactions are verified against the pre-existing rules of the n etwork. Any participant
can view transactions on the ledger, even if participants are anon ymous. Bitcoin is the
most familiar example of a permissionless network.

Permissioned Ledger means a ledger where actors must have permission to access the

ledger. Permissioned ledgers may have one or many owners. When a new record is

DGGHG WKH OHGJHUYfV LQWHJULW\ LV FKHFNHRGBFEV\D OQKPVYWHWNGFPRQYH
out by trusted actors 2 government departments or banks, for example 2 which makes

maintaining a shared record much simpler that the consensus proc ess used by
unpermissioned ledgers. Permissioned block chains provide high ly-verifiable data sets

because the consensus process creates a digital signature, whi ch can be seen by all

parties. A permissioned ledger is usually faster than a permissionless ledger.

Privacy means ensuring that only the receiver intended can read th e message. The field
of computing cryptography addresses many security and privacy issues of d istributed
consensus through the use of mathematical formulas for specific secure co mmunication
requirements within the context of any application- to -application communications.
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Private Blockchain means a blockchain with constrained read/write access alongside a

consensus algorithm which allows only a preselected group of people to contribute and
maintain the integrity of the blockchain. A private blockchai n may also refer to a
blockchain operated by a private entity or consortium, with no o r limited access by other
parties, and typically with a small number (tens or hundreds) of proce ssing nodes
operating the blockchain. In this context, compared to public blo ckchains, technical
optimisations may be used to improve the latency and throughp ut of the blockchain, and
BFT consensus mechanisms may be used to provide stronger guarantees abo ut the

completion of transactions.

Private Currency means a currency issued by a private individual or firm, typically
secured against uninsured assets.

Private Key means a private key is a string of data that shows you have access to

bitcoins in a specific wallet. Private keys can be thought of as a passwor d; private keys
must never be revealed to anyone but you, as they allow you to spend the bitcoins from
your bitcoin wallet through a cryptographic signature.

Private K ey means an encryption key uniquely linked to the owner and known only to
the parties exchanged in a transaction; it is secretly held in a digita | wallet.

Proprietary consensus mechanism  means a consensus model that is unique in nature

and may or may not be based off of any existing consensus algorithms. Th e styles and
stages used by nodes in a network to exchange messages asserting stat ements (can
technically be differentiated by factors such as (nodes) leader ele ction, types of leaders,
the method of validating transactions, fault tolerance levels, util ization of tokens,
strictness of algorithm, liveness guarantees, and permissions management)

Public Blockchain means a network in which anyone can participate by reading data,
submitting transactions, and participating in the validation proce ss. A public blockchain is
operated as a public peer-  to-peer system. Parties are usually identified by pseudonymous
public/private keys, and a form of Nakamoto consensus is typically used to allow a large
number (thousands) of processing nodes to operate the blockchain.

Public Key means the public address where other wallets send transaction valu es.
Public Key Infrastructure (PKI) means a secure data transmission and authentication
system that uses public key cryptography (PKC).

Remote procedure call means a protocol that one program can use to request a
service from a program located in another computer in a network wi thout having to
understand network details, also sometimes known as a function call or a subroutine ¢ all

Round-robin means a consensus mechanism in which nodes take turns at being the
leader.

Scalability means the capability to cope and perform an increasing throughpu t and
maintain or even increase its level of performance or efficiency when tested by larger
operational demands. Latency is the delay in transaction processing

Security or Distributed ledger security means the process for protecting and
safeguarding business and personal data, as well as transaction info rmation. The
validation of the results should be correct under non-Byzantine failure s; also includes
integrity (an assurance to the receiving node that a message rec eived has not been
altered in any way) and nonrepudiation (a mechanism to prove that t he sending node

really sent this message). Security can include digital signatures as a feature

Sidechain PHDQV WKH WUDQVIHU RI DVVHWY IURP RQH PHFKD®LVP WR
mechanism; special-purpose ledger.

Smart Contracts mean applications that run on a custom-built blockchain, exactly as
programmed and without any possibility of downtime, censorship, fraud o r third-party
interference.
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Throughput means a measure of how many transactions can be processed in a given
amount of time

Tokenisation means the process of replacing sensitive data with unique ident ification
symbols that retain all essential information about the data w ithout compromising its
security

Wallet means the store for the information necessary to transact bitco ins. While wallets
are often described as a place to hold or store bitcoins, due to the nature of the system,
bitcoins are inseparable from the Blockchain transaction ledger. A better way to describe
a wallet is something that "stores the digital credentials for you r bitcoin holdings" and
allows one to access (and spend) them. Bitcoin uses public-key cryptog raphy, in which
two cryptographic keys, one public and one private, are generated . At its most basic, a
wallet is a collection of these keys. There are several types of wallet s. Software wallets
connect to the network and allow spending bitcoins in addition to holding the credentials
that prove ownership. Software wallets can be split further in two categori es: full clients
and lightweight clients. The Ethereum Blockchain uses a different proof- of-work hash
function (Ethhash), and supports Turing complete script execution. Any sc ript willing to
pay for execution can run on top of Ethereum. This is in contrast t o Bitcoin, which uses
the SHA-256 hash function for proof- of-work and supports a very limited set of script

instructions

124



Annex 1 : Potential Blockchain Applications beyond Education

Blockchain technologies represent a fundamentally new way to transact bu siness. They
usher in a robust and smart next generation of applications for th e registry and exchange
of physical, virtual, tangible, and intangible assets. Thanks to th e key concepts of
cryptographic security, decentralised consensus, and a shared public le dger (with its
properly controlled and permissioned visibility), blockchain te chnologies can profoundly
change the way we organize our economic, social, political, and scientifi C activities.

Table 3 highlights some use cases that can benefit from blockchain tec hnology:

Table 3: Potential Blockchain Applications in Specific Domains beyo nd education and eGovernment

Domains impacted by Blockchain Potential Blockchain Applications

Internet of Things Device management (payments, directories, operations etc.);
Grid monitoring; Smart home an office management; Cross-
company maintenance markets.

Healthcare Electronic medical records ; Virus banks ; Seed vault backup ;
Doctor-vendor RFP services and assurance contracts ;
Blockchain health research commons ;. Blockchain health
notaries

Financial services Letters of credit ; Corporate debts and bonds ; Trading

platforms ; Deal origination; POs for securities; Equities; Fixed
income; Derivatives trading; Return swaps; Collateral
management; Payment remittance ; Repurchase agreements ;
Foreign exchange; Transfer of Value; Know your Client; Anti-

Money laundering; Client and Product Reference data; Crowd-
funding; Peer- to-peer lending; Compliance reporting; Trade
Finance; Risk visualizing; Betting; Prediction markets; Capital

Asset management.

Payments Micropayments; Business-  to-business international
remittance; Tax filing and collection; Wallets and personal
banking.

Insurance Claims processing ; P2P insurance ; Ownership titles ; Sales and
underwriting; Property payments; Fraud prediction and
prevention.

Government eGovernment  (various) including Government tender

processes ; Voting ; Taxes etc.

Industrial Manufacturing processes
Retail Loyalty points
Media Digital rights management; game monetization; Purchase and

usage monitoring; Ticket purchasing; Fan tracking; Ad click
fraud prevention; Real time auction; Ad placement.

Identity management Personal; Objects; Families of Objects; Digital Assets;
Multifactor authentication; Refugee tracking; Purchase and
review tracking; Employer and employee reviews

Computer Science Modernization of work; Disbursement of work; Direct
payments; API for payments; Notarization and certification;
Peer-to-peer storage and computational sharing; Domain
name serving.
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Asset Titles Various

Consumer Digital rewards; Sharing Economy; Peer- to -peer selling; Cross
Company brand and loyalty trackin g.
Supply Chain Trade finance; Commodities pricing; Real time auction for

supply delivery; Pharmaceutical tracking and purity;
Agricultural food provenance tracking; Shipping and logistics
management; Shipping and logistics management; Fraud
prevention.

Resources Energy, waste and water management; Resource extraction
and framing; Environmental monitoring; Industrial operations.

Source: Adapted from IBM (2017) and proprietary sources
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Annex 2 : Decentralised Networks

From a technological standpoint, the blockchain is a network orient ed software implementation. It shifts the risk and responsibility of code
execution and data storage from centralized machines to decentralised networks. Th e following table, adapted from Batchu (2017),
summarises the three components of blockchain technology that have e nabled decentralised networks.

Contribution to Decentralisation How the Blockchain contributes to Decentralisation
Trustless Consensus of participating nodes Blockchain provides a solution for a decentralised network conse nsus using cryptographic
hash functions. It has developed different flavours of consensus algor ithms suitable for

Fundamental problem of distributed computing
is to achieve system reliability and integrity in
the presence of faulty players 2 Proof- of-Work, reliability on intense processing power preferred majorly for highly
secure networks.

different set of problems with varied control level, latency, security an d transparency:

2 Proof- of-Stake, reliability on loyal stakeholders of the network which help s to avoid
energy wastage.

2 Designated Signatories, considered for performant networks wit h strict access
controls.

2 Permissioned, suitable for enterprise solutions and standardisation o f sectoral
accounting.

2 Permissionless, robust public projects aiding in interaction and transactio n models.

Maintaining a shared truth Blockchain has introduced an innovative mechanism to preserve the provenance of digitally
shared truth with a system of chronologically chained blocks holding transactional

Truth is the foundational element of a business ; . . .
. o . information which always refers to the previous block.
or public organisation, including Government

The blockchain introduces an innovative mechanism that preserves th e provenance of a
MGLIJLWDOO\ VKDUHG WUXWKY 7KH PDMRU W RWWH/HW.KOIMVR YEOM. QY H

shared truth to life are:

a) Transaction based ledgers @ dakes it easy to validate the ledger data with a single point
of source (agreed genesis block) and provides an additional ab ility to cross-verify the
mutation records of the token ownership.
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b) Block level incentives @ &hables modular, open & competitive participation to keep the
system secure and running.

¢) Immutability and block confirmations @leack referencing the previous blocks keeps
adding security layers with each block confirmed by the network and makes it practically
impossible to reverse engineer or alter the metadata inside these blocks.

With the combination of these technologies, the blockchain achieve S a secure, transparent,
immutable, repository of truth, designed to be highly resistant to outages, manipulation,

and unnecessary complexity.

Decentralised execution of programs

Decentralisation orchestration of code execution
is the key to efficiency and performance of an
application

Apart from ledger keeping, blockchain also introduced a new way t 0 orchestrate open and
decentralised execution of computer programs. The key technology behin d this could be:

2

Scripting Capabilities @ &andardised assembly code language with mutual agreement
of nodes on the scope of logics which help to design complex acceptable transact ions.

Smart Contrac ts @ &@itonomous software code that can help in building large scale
business logics running with independence.

Independence in software execution enables complete autonomy i n data and decision
making. With the help of oracle networks (autonomous hardware co llecting data points on
incentive model) we are about to withess completely autonomous industrial s cale systems.
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Annex 3: Overview of Key Blockchain Technologies

Different blockchains may be used to store different types of records. Blockchains may
also vary in the permissions for users to access them, in the data structure used and in
the mechanisms used for consensus. This section gives a broad overview of th € main

blockchains currently in use.

Bitcoin

Bitcoin is an electronic payment system based on cryptographic proof in stead of trust,
allowing any two willing parties to transact directly with each other without the ne ed for a
trusted third-party (Nakamoto, 2013). Invented by the pseudonymous Satoshi
Nakomoto, it is the first implementation of Blockchain technology, and to day the Bitcoin
network still forms the largest public Blockchain in existence.

Bitcoin is an online equivalent of cash. Cash is authenticated by it s physical appearance
and characteristics, and in the case of banknotes by serial humbers and other security
devices. However, in the case of cash there is no ledger that re cords transactions and
there is a problem with forgeries of both coins and notes. In the case of Bitcoins, the
ledger of transactions ensures their authenticity. Both coins and B itcoins need to be
stored securely in real or virtual wallets respectively 2 and if these are not looked after
properly, both coins and Bitcoins can be stolen (UK Government, 2016).

Due to a feature that allows it to store strings of up to 80 characte rs with every
transaction, the Bitcoin blockchain is also being used as a publi C register to store hashes
of documents. This in turn enables tamp er-proof digital signatures, as explained in
section 6.3.

Bitcoin is a fully open source project, and as such is governed by the community of
Bitcoin users. Updates to the Bitcoin software, protocol and blockc hain are accepted
when more than half of the computers on the network choose to switch to a new version

of the software.
There are some limitations of the Bitcoin blockchain:

x It can only store the sender, receiver, amount of cash transferred and a hash.

X It can only process fewer than 10 transactions per second (comp ared to tens of
thousands for a typical credit card network), a limit which has already be en
reached.

X Its size is growing exponentially, leading to a situation wher e only users with
massive amounts of computing power can keep a copy of the entire Blockchain,
reducing the number of computers in the network, and decreasi ng security
overall.

Ethereum

Ethereum is a decentralised platform that runs smart contracts - appli cations that run
exactly as programmed without any possibility of downtime, censor ship, fraud or third-
party interference.  These applications are stored and run on a custom-built blockchain.
Ethereum enables developers to create markets, store registries of debts or promises,
move funds in accordance with instructions given long in the past (| ike a will or a futures
contract) and many other things that have not been invented ye t - all without a middle

man or counterparty risk (Ethereum Foundation, 2017) 8,

(WKHUHXP DOORZV XVHUV WR ODXQFK WKHLU RZDFRU)BW R FXU UIH® PALKIN
cryptocurrency can represent anything including assets, units of lear ning, shares,

(8)  For a quick overview see https://hackernoon.com/wtf- is-ethereum-c65e0d67ac09
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certificates, memberships, references, etc. Thus, Ethereum vastly increas es the number
of applications for which a blockchain can be used.

Furthermore, Ethereum can process more transactions per second , and is more flexible in

the amount and kinds of data which can be stored on it.

While Ethereum is also an open source project, it is backed by t he Ethereum Enterprise

Alliance, which brings together more than 40 major corporations i ncluding Accenture,

OLFURVRIW 6DPVXQJ 'HORLWWH DV ZHOO DV VHYHUDOKRI $OKCH. ZRBEKD G
continually updates a roadmap for Ethereum and contributes code to the project.

Other Blockchains

While the Bitcoin and Ethereum blockchains are the two main blockchains, according to
Smith & Crown, a specialised blockchain research consultancy, at the ti me of writing
there are around 30 other public blockchains available, and aro und 100 more blockchains
which are in the process of launching. Many of these blockchains cont ain data structures,
or verification mechanisms which are suited to specific uses, including reg istering
intellectual property, trading specific kinds of assets, gaming, stor ing identities and much
more.

Most of these blockchains are funded through Initial Coin Offeri ngs, whereby the tokens
which will be traded on the blockchain are sold to the publ ic, as a way of raising start-up
capital.

In addition, many companies or groups of companies may choose to run p rivate

blockchains to trade specific classes of assets amongst themselves.

Technology Providers

Technology giants IBM and Microsoft are currently investing heavily in blockchain

solutions *°. Both companies have deployed similar three-prong strategies:

x Offering clients, the ability to launch their own private blockcha ins using IBM or
Microsoft Cloud Computing products;

x Building applications on top of public blockchains, in particular offering storage or
data services to smart contracts to allow them to determine whether t heir conditions

have been met;

X Contributing to the code of public blockchains, in particular the Ethereum blockchain,
to help move the technology forward.

Microsoft

In March 2017, Microsoft announced the expansion of its blockchain suppo rt on Azure to
be the first public cloud that enables multi-member consortium b lockchain networks
addressing scenarios that require a deployment of a private ne twork. In a post %,
OLFURVRIW VWDWHG WKDW LW VHHVY VFHQDULRY GLYUGHWGILQWR WKH W]
1. Single organisation, multiple subscriptions: This is a common topol ogy when divisions
in an organisation do not trust each other, for example when one division is auditing
another division.

2. Multiple organisations, private: This is the true consortium sce nario where each
organisation will have its own footprint but the services deploye d must not be publicly
accessible on the internet, even though communication will occur acros S organisation  s.

(%0)  gee https://mww.coindesk.com/ibm- vs -microsoft-two-tech-giants-two-blockchain-visions/

(1) See https://azure.microsoft.com/en-us/blog/multi-member-consortium-bl ockchain-networks- _on-azure/
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3. Multiple organisations, public-facing: Similar to the above topology, but in industries,
enterprises, or scenarios where IT requirements allow or require the services deployed to

be accessible to the public, over the internet.

OLFURVRIWYV 3URM K FoitlingsQhe Wrigaaatian TV YLVLRQ IRU DQ RSHQ

blockchain fabric powered by Azure, and highlights new elements we be lieve are key in
enterprise blockchain architecture. On 13 August, 2017, Microsoft unveile d a new a new
blockchain-based framework, dubbed Coco, designed to make it easier for organisation

to build and scale blockchain-based enterprise networks %,

S

IBM

IBM has also developed its own set of blockchain technologies known as Hyperledger %.
Hyperledger is an open-source collaborative effort created t o advance cross-industry
blockchain technologies. It is a global collaboration, hosted by Th e Linux Foundation,
including leaders in finance, banking, Internet of Things, suppl y chain, manufacturing
and technology. These 130+ members and 8 ongoing projects, including Hyperledger
Fabric and Hyperledger Composer, work in concert to create an ope n, standardized and

enterprise-grade distributed ledger framework and code base.

If we think of Blockchain as just a distributed technology - can it deal

with revocation, change in ownership, and changes to what is currently
considered as 'the truth'? The actual resolution of the truth ma y reside
in a stack. A stack is some central thing you need to attest to - a
certificate, a stock - which is digitally signed. Then you go up to a

different level of attestation - you go through a trust chain. You validate
each level of the stack in different ways. If you have a self-sovereignt y
level of attestation which is attested to my identity - if | can then get
my bank to attest to my identity - we have something interesting. The

vector is individuals, their identities, and their transactions. (Grey,
2017)

"Perhaps the Bitcoin blockchain is being held back by a perceive d lack of
flexibility and performance. Ethereum has other weaknesses - such as
the solidity of multi-faceted languages. There are various proj ects

(2)  gSee https://github.com/Azure/azure-blockchain-projects/tree/master/bl etchley

(%8)  According to Microsoft, Coco was built to accelerate transact ion speeds and streamline governance on

companies' blockchain networks, and will be integrated with multiple o pen-source blockchains and
distributed ledgers, including Ethereum, R3's Corda, Hyperled ger Sawtooth, and JPMorgan Chase's

proprietary Ethereum-based Quorum blockchain. Microsoft clai ms that Coco could enable a blockchain to

process up to 1,700 transactions per second on a private version of the Ethereum blockchain, as

compared with about 13 per second without the integration. Co co also includes a built-in governance tool
that enables a blockchain's participants to vote on all terms and conditions of their network, such as when
members can be added or removed. Microsoft says this simplifies gov ernance procedures, and thereby

speeds up transactions. A JP Morgan spokesperson confirmed the ba nk will be integrating Coco into
Quorum when it launches next year, to enhance the blockchain's sp eed and security.

See announcement at: https://www.coindesk.com/coco-revealed-microsoft-jpmorgan-demo-new-

blockchain-boosting-tech/

See White Paper at:  https://github.com/Azure/coco-

framework/blob/46596b4cb83ad759cd6dd8fd1lcd5bcel629f3d3b/ docs/Coco%20Framework%20whitepape

r.pdf

(%) see https://www.hyperledger.org/wp-

content/uploads/2017/08/Hyperledger_Arch_WG_Paper_1_Consensus. pdf
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building alternatives to these. There is the B2 Chain in Hong Kong,
RChange, scalable blockchains - interesting ideas trying to be proof of

concept, but shipping other consensus mechanisms to a higher lev el.
There are hybrid blockchains emerging. It is possible to build above

private blockchains, IBM's Hyperledger. Microsoft are trying to buil d on
top of a provision-less chain, and their identity project is working with
Ethereum alliance as well as Blockcstack on Bitcoin. Ethereum has the
capacity to build to private chains. Experimentation will be good enough
for now. If you cannot build to scale on Bitcoin blockchain then build a
private chain but be prepared to shift on to a permissionless chain at
some stage.

What we can do is to build interoperability in our solutions. The soluti on

is not whether the Blockchain or the Ethernet proves to be a winner -
but whether we can deliver on the promise of a trustless, permission-
less future". (Casey, 2017)
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